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~etermined AWS 

159. DoD's evaluation also was e1rnneous because it iI1co1Tectly concluded

, and then treated this arbitrary 

160. The SSAC Report states that A WS offered 

a. 

b. 

161. 

. Both of these statements are demonstrably false. 

_, A WS 's proposal states: 

DoD U11reaso11ably Disco1111ted Affl'S's Proven Ma11ageme11t Approacll 

162. Finally, DoD inexplicably concluded 

163. Factor 6 required DoD to evaluate five areas: (1) program management approach, 

(2) timely remediation of issues, (3) risk management process, (4) quality assurance surveillance 
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plan, and (5) prope1ty management system. See RFP at 97. Additionally, as part of the evaluation 

for Factors 2-7, DoD was to evaluate the degree to which the proposal reflects au understanding 

of the Govemment's requirements in Sections 3 and 5 of the SOO. See id. at 94. 

164. A WS 's program management approach leveraged its extensive experience as ■ 

, which is the only contract remotely comparable to the size and 

complexity of the JEDI Contract, to demonstrate its capabilities in each of the five areas noted 

above. See, e.g., A WS FPR, Volume ill, Tab Fat 1. As a result, A WS offered DoD a proven and 

tested approach for completing contract requirements on scbedule and in accordance with the JEDI 

Contract's quality and performance metrics-including the ability to operate securely, scaleably, 

and successfully at the Secret and Top Secret levels. See id. 

165. In stark contrast, Microsoft, which has never perfom1ed a cloud infrastrncture 

contract similar to JEDI, necessarily proposed a program management approach that is tl1eorelical 

and unproven. 

166. Yet, when evaluating proposals, DoD bizarrely concluded 

under Factor 6. SSDD at 6, 8. This evaluation judgment was 

arbitrary and capricious, especially given DoD did not even acknowledge 

when evaluating 

Factor 6 IPR Report; SSEB Report at 25-26; SSAC Report at 8. 

See general~v TEB 

has characterized 

the AWS cloud as the "best decision we've ever made,"48 and has stated that it "has transformed 

48 : Private Cloud "The Best Decision We've Ever }!fade," FCW 
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our ability to build new capabilities and has transformed our ability to solve seemingly impossible 

intelligence problems," it is unfathomable DoD would overlook this aspect of AWS's offering. 49 

167. -
FACTORS 

168. 

- SSDD at 6. Specifically, DoD overlooked objective evidence showing 

that A WS's cloud solution demonstration far exceeded the Agency's stated requirements. 

169. Factor 8 required offerors to demonstrate their JEDI cloud solutions using their 

proposed approaches for Factors I through 6 in different demonstration scenarios. See RFP at 97. 

DoD was to evaluate "the extent to which the scenarios are successfully demonstrated using the 

proposed approach for Factors I through 6." Id. DoD informed the offerors of the demonstration 

date and the four scenarios that would be performed 24 hours in advance of the demonstration 

activity day. See id. at 87. 

170. DoD initially planned only one demonstration activity. However, because of 

numerous Government-caused failures in the first demonstration activity on April 23, 2019, DoD 

notified A WS that it would hold a second demonstration activity and amended the RFP 

accordingly. The amended RFP required DoD to give more weight to the second demonstration 

81 

Case 1:19-cv-01796-PEC   Document 26   Filed 12/09/19   Page 81 of 103



activity "in light of it reflecting each offerors ability to best showcase their offerings." Id. at 97. 

The second demonstration activity occurred on May 9, 2019. Both demonstrations involved the 

following four scenarios: 

a. Scenario 8.1 - Test Suite: The Government was to run a set of automated 

tests using offeror-provided code on both the public, commercial cloud environment, and the 

offeror's proposed portable tactical edge device, interacting with the existing and publicly 

available APL A successful implementation would programmatically create, destroy, and interact 

with remote resources as required by each test case. See First Demonstration Procedures at 2-3; 

see also Second Demonstration Procedures at 3-5. 

b. Scenario 8.2 - Scaling Application: The offeror was required to 

demonstrate the creation and configuration of an automatically scaling pool of virtual machines 

through its Graphical User Interface. It was then required to deploy a simple application to the 

pool, with incoming traffic evenly distributed amongst the virtual machines in the pool. A 

successful implementation would result in a dynamically created pool of compute resources to 

respond to incoming requests from a client. As the client increased the number of incoming 

requests, the number of compute nodes was to seamlessly increase as the number of incoming 

requests exceed the predefined maximum requests per node. As the test client reduced usage, the 

shutdown of excess nodes was to be seamless. See First Demonstration Procedures at 3-4; see 

also Second Demonstration Procedures at 5-7. 

C. Scenario 8.3 - Tactical Edge Device Testing: Offerors' proposed portable 

tactical edge devices were to undergo basic tests surrounding their durability and interface with 

the cloud environment in both connected and disconnected mode. These tests were to focus on 

the ability of the device to process and stream data. A successful implementation would allow the 
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application to save data to the offeror' s tactical edge device despite network disconnect/reconnect, 

being physjcally dropped, and being exposed to environmental factors, while opportunistically 

syncing that data to the offeror's cloud environment. The test suites in Scenario 8.1 were to run 

against the proposed portable tactical edge device. See First Demonstration Procedures at 4; see 

also Second Demonstration Procedures at 7-10. 

d. Scenario 8.4 - Security Demo: Offerors were to set and modify users, roles, 

and Access Control Lists, both through the standard user interface, as well as through the APL 

Offerors also were required to display the capability to tag files appropriately, add or modify a 

policy to restrict access based upon tags, and automatically add tags to new objects created. A 

successful implementation for this scenario would demonstrate that the security controls and user 

Access Control Lists work as expected and audit logs are generated in the course of any access, 

security, and API events during the exercise, both through the Graphical User Interface and 

interactively through a command line interface. See First Demonstration Procedures at 4-5; see 

also Second Demonstration Procedures at 10-13. 

171. 

DoD failed to evaluate the extent to which A WS successfully demonstrated its 

technical approach for Factors 1 through 6, as required by the RFP. See RFP at 97. 

a. Under Scenario 8.1, offerors were required to demonstrate a compute value 

of 120 seconds. SOO at 14 (Table 5.1); TEB Factor 8 Evaluation at 5. AWS far exceeded this 

requirement by demonstrating -

-· TEB Factor 8 Evaluation at 5. Similarly, offerors were required to demonstrate an 

object storage value of 120 seconds. SOO at 14 (Table 5.1). AWS far exceeded this requirement 
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by reporting . TEB 

Factor 8 Evaluation at 5. 

b. Under Scenario 8.3, offerors were required to demonstrate successful 

execution of cloud services. See Second Demonstration Procedures at 8. During both 

demonstrations, A WS clearly demonstrated this capability, 

Although the 

TEB noted this point, it failed to credit A WS's breadth and depth of services, which exceeded the 

minimum requirement for Scenario 8.3. Scenario 8.3 also required offerors to demonstrate a 

compute value and an object storage value of 120 seconds or less, and a block storage value of 60 

seconds or less. SOO at 14 (Table 5.1); TEB Factor 8 Evaluation at 15. During the second 

demonstration, AWS demonstrated 

. See TEB Factor 8 Evaluation at 15. AWS also demonstrated 

demonstrated a block storage value 

-· See id. 

. See id. Finally, A WS 

c. Under Scenario 8.4, DoD required offerors to create Windows 10 virtual 

machine instances using the default configuration, with remote access available. See Second 

Demonstration Procedures at 13. A WS demonstrated the use of to access 

remotely the Windows Virtual Machine created during the demonstration without "using direct 

access to a running remote access daemon," which the TEB acknowledged as a Strength. TEB 

Factor 8 Evaluation at 19. However, the TEB failed to acknowledge A WS's ability to leverage I 
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to connect remotely with Windows virtual machines even with no network 

connectivity to the enclave. See id. In addition, Scenario 8.4 required offerors to demonstrate a 

capability to revoke a session that was currently in progress. See Second Demonstration 

Procedures at 12. AWS not only demonstrated this capability, but also the ability to revoke all 

active sessions for an identity immediately, which the TEB ignored. See TEB Factor 8 Evaluation 

at 16-19. 

172. 

173. 

F. At the Eleventh Hour, the Government Changed Course Under Pressure from 
President Trump 

174. While DoD evaluators were preparing the IPR Reports for the various evaluation 

factors described above, President Tnnnp, senior DoD appointees, and others continued to exert 

their influence on DoD's source selection process, resulting in abrupt inegularities in the final 

stages of the procurement process. 

175. As late as the end of July 2019--despite the very public comments by the 

Commander in Chief and others questioning the procurement process, see supra~ 91-97-DoD 

maintained that it was planning to announce its final award decision in August 2019. so 

50 Aaron Gregg, Pe11tago11 issues forceful rebuke of Oracle as debate over a massive federal 
co1ltract turns caustic, Wash. Post (July 30, 2019), 
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176. However, a few days later, on August 1, 2019, DoD abruptly reversed course when 

newly appointed Secretary of Defense Mark Esper (who was sworn in just one week earlier to 

replace Secretary Mattis) announced that he had ordered a re-review of the JEDI RFP process, and 

that DoD's award decision would be placed on hold until he completed his examination. He 

explained that he was taking a "hard look" at JEDI because "I've heard from folks in the 

administration, so I owe, as the new guy coming in, a fresh look at it, study it, make sure I 

understand all the different factors." 51 This reversal came shortly after Senators Rubio and 

Johnson sent letters to Secretary Esper urging him to postpone the award of the JEDI Contract.52 

The next day, Secretary Esper was even more explicit about the role of the Commander in Chief, 

stating that he "heard from people from the White House" and that JEDI "deserves an honest, 

thorough look."53 

177. Once the JEDI Contract award was under examination, Donald Trump, Jr., tweeted 

several times, bluntly, that AWS would not be awarded the JEDI Contract upon completion of the 

https://www.washingtonpost.com/business/2019/07 /30/pentagon-issues-forceful-rebuke
oracl e-debate-over-massi ve-federal-contract-turns-caustic/. 

51 Aaron Gregg, After Trump cites Amazon concerns, Pentagon reexamines $10 billion JEDI 
cloud contract process, Wash. Post (Aug. 1, 2019), https://www.washingtonpost.com/ 
business/2019/08/01/after-trump-cites-amazon-concerns-pentagon-re-examines-billion-jedi
cloud-contract-process/; see also Frank Konkel, JEDI Contract on Hold for Defense Secretary 
Review, Nextgov (Aug. 1, 2019) https://www.nextgov.com/it-modernization/2019/08/jedi
contract-hold-defense-secretary-review/158887 /. 

52 Letter from Senator Marco Rubio to Honorable Mark Esper, Secretary of Defense (July 25, 
2019), https://www.rubio.senate.gov/public/ _ cache/files/04fdc9b6-34dl-4 725-97e5-
8d5faa5e055e/E069C0B453AD2BA467894E98889B3D62. l 9 .07.25-senator-rubio-ltr-to
secdef-re-jedi-cloud.pdf; Letter from Senator Ron Johnson to Honorable Mark Esper, 
Secretary of Defense (June 24, 2019), https://www.hsgac.senate.gov/imo/media/doc/2019-06-
24%20RHJ%20to%20DOD%20re%200IG%20Investigation%20-%20JEDI.pdf. 

53 Secretary of Defense Esper Media Engagement En Route to Sydney, Australia (Aug. 2, 2019), 
https :/ /www.defense.gov/Newsroom/Transcripts/Transcript/ Article/1925 072/secretary-of
defense-esper-media-engagement-en-route-to-sydney-australia/. 
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re-review process, stating that "[e]ven the democrats aren't buying the BS coming from Bezos 

Inc."54 and confirming that it "[ s ]ounds like the corrupt #BezosBailout is in trouble."55 Around 

the same time, CNN reported that President Trump wanted to "scuttle" the process. 56 

178. Secretary Esper's appointment as Secretary of Defense in the summer of 2019 

marked an important turning point in DoD's analyses of the evaluation factors. For instance, 

TEB 's initial evaluations of A WS from early 2019 readily acknowledged significant strengths in 

AWS's proposal, particularly for Factors 2 and 5. But in TEB's subsequent evaluation reports of 

A WS' s IPR in August 2019-amidst President Trump's escalating attacks on Mr. Bezos, Amazon, 

and the Washington Post and following President Trump's and Secretary Esper's calls for an 

examination into the JEDI evaluation process-those previously identified strengths were 

noticeably absent, without any explanation for their omission. The substance of these evaluations 

was re-affirmed in September 2019. Factor 2 FPR Re-Affirmation; Factor 5 FPR Re-Affirmation. 

Thus, the SSEB, SSAC, and ultimately the SSA, relied on these IPR Reports in reaching their 

decision to award the JEDI Contract to Microsoft. 

179. This abrupt change in course reflects the culmination of President Trump's 

improper interference and express direction to officials responsible for overseeing the award of the 

JEDI Contract-which began with President Trump's claimed firing of former Secretary Mattis in 

54 Donald Trump Jr. (@DonaldJTrumpJr) Twitter (Aug. 6, 2019, 4:58 PM), https://twitter.com/ 
donaldjtrumpjr/status/1158890185226149893. 

55 Donald Trump Jr. (@DonaldJTrumpJr) Twitter (Aug. 13, 2019, 6:57 AM), https://twitter.com/ 
donaldjtrumpjr/status/1161275522103595008. 

56 Michael Warren, Exclusive: Inside the effort to turn Trump against Amazon's bid/or a $10 
billion contract (July 27, 2019), https://www.cnn.com/2019/07 /26/politics/oracle-trump
amazon-defense-contract-conspiracy /index.html ?no-st= 15641 77 5 5 0. 

87 

Case 1:19-cv-01796-PEC   Document 26   Filed 12/09/19   Page 87 of 103



January 2019, and his replacement of DoD key leadership with individuals, like Secretary Esper, 

who were uniquely susceptible to pressure from the Commander in Chief. 

180. Both Secretary Esper and the senior DoD political appointees overseeing the JEDI 

Contract procurement were specifically selected by the President and their nominations and 

appointments were dependent on his continued goodwill (widely reported to change frequently). 

181. Dana Deasy, DoD's CIO, was in charge of all aspects of the JEDI program, 

including the procurement process and the Cloud Computing Program Office, starting in June 

2018. Mr. Deasy served in that position for nearly a year until President Trump formally 

nominated Mr. Deasy for his position in June 2019. 57 Soon after, while Mr. Deasy's nomination 

was pending, the President began to call publicly for an investigation into the JEDI procurement 

process. 

182. Given President Trump's public comments and his record of dismissing political 

appointees with whom he disagrees, Secretary Esper and Mr. Deasy undoubtedly understood that 

they served at the pleasure of a President who had made clear that he did not want A WS to win 

the JEDI Contract, and they had personal incentives to ensure that the President's command was 

carried out. Indeed, the President's direct control over the continued employment and potential 

promotion of these and other high-level decision makers-both in the military and in civilian 

service-would have been readily apparent to them, as would the risks of going against the 

President's stated wishes. 

183. In addition, the very nature of DoD acquisitions and the structure and makeup of 

the Washington Headquarters Services Acquisition Directorate made it more likely that the 

57 Congress made the position of DoD CIO a Senate-confirmed post beginning in January 2019, 
via the 2018 National Defense Authorization Act. 
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President, as Commander in Chief, had an outsized influence on the SSA. The Washington 

Headquarters Service exists to serve the procurement needs of the Office of the Secretary of 

Defense, which leads the executive department most directly under the control of the President as 

Commander in Chief, whose desires generally become priority mission objectives for DoD. Any 

bias stemming from the President, whether expressed publicly or privately, would have been 

understood by, and would have inherently impacted, these political appointees, who, in turn, 

supervised the contracting officer, managed the SSAC, and imparted the President's bias to the 

SSAC. 

184. The SSA and members of the SSAC were thus subject to the President's influence 

on multiple fronts. There were the public statements of the President, their Commander in Chief, 

detailed above. There also was the certainty that any recommendation they made would be subject 

to scrutiny from the highest levels and that their choice would be much more likely to meet with 

approval if it pleased their superiors. No matter how much the SSA and the members of the 

SSAC may have tried to discharge their duties impartially, or DoD attempted to shield the 

decision-makers from their Commander m Chiefs directives, no amount of 

compartmentalization, segregation, or anonymization could have isolated the decision-makers 

from the clear and unmistakable conflict of interest that stemmed from the very highest levels of 

power in DoD and that were made known to all. As recent events demonstrate, the President is 

perfectly willing to go after those with whom he disagrees, even within his own Administration. 

That dynamic cannot have been lost on the JEDI award decision-makers. 

G. Contract Award and Debriefing 

185. The SSEB issued its Executive Summary Report on September 27, 2019, the Price 

Evaluation Board issued its final Report on September 29, 2019, and the SSAC made its source 

selection recommendation to the SSA on October 3, 2019. 

89 

Case 1:19-cv-01796-PEC   Document 26   Filed 12/09/19   Page 89 of 103



186. On October 17, the SSA signed the SSDD, "determin[ing] that Microsoft's 

proposal represents the best value to the Government" and selecting "Microsoft Corporation[] for 

award of the Joint Enterprise Defense Infrastructure Cloud contact." SSDD at 9. DoD had 

privately made its award decision, but the public would wait over a week to learn of the 

Government's miscarriage of the procurement process. 

187. Before DoD's flawed award decision was publicized, on October 22, 2019, 

Secretary Esper announced unexpectedly that he was recusing himself due to a personal conflict 

of interest arising out of his son's employment with IBM. 58 By this time, however, Secretary 

Esper's son had been employed with IBM for more than six months59-and in fact DoD had 

already eliminated IBM's proposal for the JED I Contract since as early as April 2019, when DoD 

announced that A WS and Microsoft were the only remaining candidates for the award. 60 

188. On October 25, 2019, DoD announced that the JEDI Contract had been awarded to 

Microsoft, to the shock of industry analysts and experts-and indeed, even to Microsoft itself, 

which was not prepared to issue a statement until the following day. 61 The SSA's decision 

58 Statement From Chief Pentagon Spokesperson Jonathan Rath Hoffman on DOD Cloud 
Update, Dep't of Defense (Oct. 22, 2019), https://www.defense.gov/Newsroom/ 
Releases/Release/ Article/ 199 5 65 0/statement-from-chief-pentagon-spokesperson-jonathan
rath-hoffman-on-dod-cloud-u/. 

59 Aaron Gregg, Defense Secretary Mark Esper Recuses Himself from Massive Pentagon 
Contract, Citing Son's Employment, Wash. Post (Oct. 22, 2019), 
https://www.washingtonpost.com/business/2019/10/22/defense-secretary-mark-esper
recuses-himself-pentagon-cloud-review-citing-sons-employment/. 

6° Karen Weise, Amazon and Microsoft Are 2 Finalists for $10 Billion Pentagon Contract, N. Y. 
Times (Apr. 10, 2019), https://www.nytimes.com/2019/04/10/technology/amazon-microsoft
jedi-pentagon.html. 

61 Emily Birnbaum, Amazon Poised to Escalate Pentagon "War Cloud" Fight, The Hill (Oct. 29, 
2016), https:/ /thehill.com/policy/technology/467827-amazon-poised-to-escalate-pentagon-
war-cloud-fight. 
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indicated!vficrosoft's proposal presented the best value to the Government 

. SSDD at 9. In paiiicular, the SSA found that although 

-· Id. at 7-8. Moreover, under Factor 9, Price, the SSA noted that Microsoft's total 

evaluated price was Id. at 9. 

Accordingly, the SSA selected Microsoft for award of the JEDI Contract 

189. Despite the significance of the JEDI procurement-which has been years in the 

making and has a potential ceiling of $10 billion-on the same day DoD announced its award 

decision, DoD provided A WS a written debriefing detailing the evaluation results and advised 

A WS that it had two business days to submit written questions based on the debriefing, foreclosing 

the opportunity for A WS to request and receive an in-person debriefing. As a result, A WS was 

forced to abide by DoD's instruction to submit mitten debriefing questions in sho1i order. 

190. On October 29, 2019, AWS timely submitted 265 detailed written debriefing 

questions, as allowed by 10 U.S.C. § 2305(b)(5)(B)(vii), (C), in the hope that DoD would provide 

in writing what it refused to provide in person. A WS 's debriefing questions sought a more detailed 

explanation for how DoD reached its llllexpected decision to award the JEDI Contract to 

Microsoft. 62 

62 
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191. In violation of applicable procurement regulations, DoD failed to provide 

"'reasonable responses to relevant questions about whether source selection procedures contained 

in the solicitation, applicable regulation, and other applicable authorities were followed." See 48 

C.F.R. § 15.506(d). In fact, DoD did not provide a substantive response to a single one of the 265 

questions that A WS timely submitted, leaving A WS in the dark about DoD's explanations for the 

substantive issues for which A WS raised concern in the debriefing questions. Instead, DoD 

subjectively determined which of AWS's questions were "relevant" and then blithely stated that 

"[ a ]ll 265 questions were reviewed and reasonable responses are provided herein for relevant 

questions, in accordance with FAR 15.506." What followed, however, was auythiug but 

reasonable, with DoD providing broad, overarching responses that generically referenced tlie 

Agency's evaluatiou reports, aud utterly failed to provide a single substantive response. 

CLAIMS FOR RELIEF 

COUNT ONE 
(Failure to Evaluate A WS Proposal in Accordance with Solicitation) 

192. Plaintiff repeats and inco1porates by refereuce each a11d every allegation contained 

in the preceding paragraphs as if fully set forth herein. 

193. Govemment officials are required to conduct procurements in a manner consistent 

will the te1ms of tlie RFP and applicable law and regulations. Failure to do so is, by definition, 

arbitrary and capricious. Evaluation judgments that are unsupported in the administrative record 
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are arbitrary and capricious and cannot form the basis of a valid award decision. 5 U.S.C. § 

706(2)(A). 

194. DoD determined -
a superficial evaluation that deviated from the RFP's stated criteria for obtaining a cutting-edge 

and market-leading cloud solution. 

195. The RFP's SOO clearly outlined DoD's desire for a modem cloud solution capable 

of scaling alongside increasing threats to the warfighter: 

SOO at 1. 

To maintain our military advantage, DoD requires an extensible and 
secure cloud environment that spans the homeland to the global 
tactical edge, as well as the ability to rapidly access computing and 
storage capacity to address warfighting challenges at the speed of 
relevance. These foundational infrastructure and platform 
technologies are needed for DoD to capitalize on modern software, 
keep pace with commercial innovation, and make use of artificial 
intelligence and machine learning capabilities at scale. 

196. Moreover, in its report to Congress on the JEDI procurement, DoD acknowledged 

that: 

Battlefield advantage is driven by who has access to the best 
information that can be analyzed to inform decision making at the 
point and time of need. This advantage cannot be achieved at scale 
in the absence of an enterprise approach to adopting cloud 
technology. The 2018 National Defense Strategy (NDS) makes 
clear that the DoD needs a more lethal, resilient, and innovative 
Joint Force to preserve peace through strength and prevail in 
conflict when necessary. The NDS therefore prioritizes 
investments in cyber security, resilience, and the continued 
integration of cyber capabilities into the full spectrum of military 
operations. Rapidly providing the DoD access to underlying 
foundational technologies, like cloud computing and data storage, 
on a global scale is critical to national defense and preparing the 
DoD to fight and win wars. 

Combined Congressional Report to Congress at 4 ( emphasis added). 
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197. A WS's cloud solution exceeded the high bar set by DoD for JEDI. AWS offered 

advanced cloud capabilities that Microsoft could not match. These capabilities included AWS's 

leading Nitro architecture-A WS' s purpose-built, hardware-based virtualization tool that provides 

exceptional security and performance for DoD users. Moreover, 

, A WS offered a proven approach for developing and deploying cloud 

infrastructure and platforms at scale, which drastically reduces the risk of unsuccessful 

performance of the JEDI procurement. A WS's tactical edge computing devices are already being 

used on the battlefield by DoD. No other offeror-including Microsoft-has remotely similar 

capabilities or experience. 

198. Despite A WS's more advanced technology-which is widely recognized in the 

industry as market-leading-DoD somehow concluded 

. As detailed above, this determination was arbitrary and 

capricious, contrary to the RFP, and without basis in the evaluation record. Under a rational 

evaluation, , and DoD would 

have awarded the JEDI Contract to AWS. 

COUNT TWO 
(Failure to Evaluate Microsoft Proposal in Accordance with Solicitation) 

199. Plaintiff repeats and incorporates by reference each and every allegation contained 

in the preceding paragraphs as if fully set forth herein. 

200. DoD also evaluated Microsoft unreasonably, repeatedly deviating from the RFP's 

evaluation criteria in order to indicate falsely that Microsoft's cloud solution is in the same league 

as A WS's market-leading solution. See 5 U.S.C. § 706(2)(A). 

201. Under Factor 2, DoD deviated from the RFP' s stated criteria for hypervisor security 

and performance by failing to recognize that Microsoft's Hyper-V solution does not provide 
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sufficient security for DoD's sensitive operations. As discussed above, unlike A WS's 

revolutionary and proprietary Nitro hypervisor, Microsoft's Hyper-V is not purpose-built, not 

hardware-based, and not invulnerable to hypervisor breakout attacks. DoD acknowledged as much 

when finding that A WS's Nitro solution is "extraordinary," "beyond the industry-standard 

approach," and deserving of "special note." TEB Factor 2 IPR Report at I; SSEB Report at 4-5. 

202. Under Factor 3, DoD again deviated from the evaluation criteria and engaged in 

disparate treatment. 

But rather than finding Microsoft un-awardable based on this deficiency, DoD 

allowed Microsoft to proceed unscathed. 

203. Under Factor 4, DoD arbitrarily concluded that 

-with respect to information security and access controls. A critical component of 

information security for the JEDI Contract is the security of offerors' proposed hypervisors. RFP 

at 82-83. As noted above, Microsoft's Hyper-V solution lags behind AWS's Nitro in terms of 

security, as shown by the fact that the National Institute of Standards and Technology National 

Vulnerability Database has documented numerous Common Vulnerabilities and Exposures entries 
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for Hyper-V over the last three years. Moreover, given Microsoft's Hyper-Vis 1101 purpose-built, 

1101 hardware-based, and not invulnerable to hypervisor breakout attacks, it celiainly is 11ot as 

secure as A WS 's Nitro hypervisor. Fmthennore, as both Microsoft's online technical 

documentation and reputable industry repotts indicate, Microsoft does not have the capability to 

tag resources and users for access control policies. 63 Microsoft's access control capabilities 

therefore fail to satisfy the RFP's requirements. 

204. Under Factor 5, DoD erroneously concluded 

The SSAC Report reveals that this 

determination was based solely on DoD's mistaken conclusion that 

SSAC Report at 7-8. As 

discussed above, however, this is patently untme. In reality, Microsoft's offering is inferior to 

AWS's in material ways. For example, AWS's proposal 

- See AWS FPR, Volume m, Tab Eat 3. These offerings included third-party software 

in unclassified cloud environments-where A WS runs the largest cloud software marketplace in 

the world-and in classified cloud environments-where A WS not only has a marketplace, but is 

t/1e 01tly c/011d service provider wit/1 a11 a11t/10rizati011 to operate. 

205. Under Factor 6, DoD arbitrarily determined 

Microsoft, 

63 National Vulnerability Database, Nat'l Inst. of Stds. & Tech., 
https://nvd.nist.gov/vuln/search/results?fonn _ type=Basic&results _ type=ove1view &query=hy 
per-v&search _ type=all. 
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however, does not have experience working with or 

DoD Combatant Commands, operating classified cloud environments, or hosting classified data at 

the scale contemplated by JEDI. In fact, A WS is the only offeror with such experience, having 

performed the 

A WS therefore has industry-leading cloud capabilities. Indeed, A WS's 

performance was one of the primary drivers of industry concerns that DoD 

designed the JEDI Contract specifically for AWS, because the industry believed AWS, -

, was ahead of the rest of the industry with respect to hosting 

classified data. DoD could not have reasonably concluded that Microsoft, which lacks experience 

operating classified cloud environments and hosting classified data, proposed a more effective 

performance approach than A WS. 

206. Finally, under Factor 8, DoD erroneously concluded that 

. That is impossible. For example, the Factor 

8 demonstration instructions for Scenario 8.3 required offerors to perform tests on their portable 

tactical edge devices related to their durability and interface with the cloud environment in both 

connected and disconnected mode. See Second Demonstration Procedures at 7-10. -

Microsoft therefore could not have demonstrated the required testing. 

Similarly, the Factor 8 demonstration instructions for Scenario 8.4 explicitly required offerors to 

demonstrate, among other things, access-based controls for tagging. Second Demonstration 

Procedures at 12. As noted above, however, both Microsoft's online technical documentation and 

reputable industry reports indicate Microsoft does not have the capability to tag resources and 
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users for access control policies. Microsoft could not have demonstrated what it affirmatively 

lacks the capability to do, and it therefore deserved a lower rating under Factor 8. 

207. The above examples of the Agency's erroneous and disparate evaluation merely 

scratch the surface of the unexplainable evaluation errors in the record. There are numerous other 

unsupported evaluation judgments that improperly skewed the best value source selection decision 

in Microsoft's favor. 

208. 

209. A WS was prejudiced by DoD's failure to evaluate Microsoft's proposal in 

accordance with the RFP. Had DoD evaluated Microsoft's proposal in accordance with the terms 

of the solicitation, it would have determined that A WS's proposal demonstrated the best value to 

the Government and awarded the contract to A WS. 

COUNT THREE 
(Wrongful Deprivation of Competitive Advantage) 

210. Plaintiff repeats and incorporates by reference each and every allegation contained 

in the preceding paragraphs as if fully set forth herein. 

211. Throughout the JEDI procurement process, DoD-without any technical 

justification-took affirmative steps to deprive A WS of its competitive advantage over Microsoft 

and level the playing field so that DoD could justify its award to a technically inferior competitor. 
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212. These affirmative steps included not evaluating past perfonnance, prohibiting A WS 

from leveraging its existing classified infrastructure for the JEDI Contract, and precluding A WS 

from relying on and 

the Price Scenarios. See RFP Amend. 0005. 

213. DoD's directed changes resulted in 

214. But for DoD's arbitrary and capricious conduct, AWS 

the JEDI Contract. See 5 U.S.C. § 706(2)(A). 

COUNT FOUR 
(Irrational Best Value Decision) 

under 

and would have received 

215. Plaintiff repeats and incorporates by reference each and every allegation contained 

in the preceding paragraphs as if fully set forth herein. 

216. DoD's best value source selection decision is fundamentally flawed because of the 

numerous prejudicial errors described above and evident in DoD's evaluation materials. See 5 

U.S.C. § 706(2)(A). 

217. These prejudicial errors resulted in DoD arbitrarily concluding that -

- 218. But for DoD's erroneous and unsupported evaluation judgments, DoD would have 

concluded that 
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-_, 
COUNT FIVE 

(Bias and Bad Faith) 

219. Plaintiff repeats and incorporates by reference each and every allegation contained 

in the preceding paragraphs as if fully set forth herein. 

220. President Trump's bias against A WS improperly influenced DoD officials 

responsible for the JEDI solicitation, undermined the procurement process, resulted in an 

unreasonable evaluation, and unfairly deprived A WS of the JEDI award. DoD engaged in 

arbitrary, capricious, and unlawful conduct through its biased, bad-faith decision making in its 

proposal evaluations and award decision. See 5 U.S.C. § 706(2)(A). 

221. The SSA and SSAC's abilities to rationally evaluate the proposals and to award the 

JEDI Contract were tainted by President Trump's repeated statements against Amazon at key 

decision points during the proposal evaluation process. This Court and its predecessor have found 

bad faith where there is a conspiracy to "get rid of'' an offeror; where the Government's course of 

conduct was "designedly oppressive" as to a particular competitor; and where the Government's 

actions are "motivated alone by malice." Although Government officials are presumed to act in 

good faith, the President's public campaign against Amazon, coupled with DoD's suspect last

minute efforts to "review" the JEDI proposal and Secretary Esper's subsequent, post-award 

decision to recuse himself from that review, is sufficient to rebut that presumption. 

222. As discussed above, DoD's ever-increasing hostility toward A WS (and favoritism 

towards A WS's only remaining competitor, Microsoft) is evidenced throughout the selection 

process, and in particular, in how DoD changed, reinterpreted, or ignored the original RFP 

requirements, minimized, on technical and risk grounds, the factors on which A WS was 
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objectively superior to make it appear as though , and conjured 

post-hoc requirements or simply mischaracterized AWS's offerings to make it appear as though 

in certain regards. 

223. Amazon was prejudiced by DoD's biased and bad faith actions. 

COUNT SIX 
(Violation of Procurement Law and Regulation) 

224. Plaintiff repeats and incorporates by reference each and every allegation contained 

in the preceding paragraphs as if fully set forth herein. 

225. DoD's evaluation of A WS's proposal and award decision violated numerous 

procurement statutes and regulations, including (1) statutory and regulatory conflict of interest 

provisions; (2) regulatory requirements to treat offerors impartially; and (3) regulatory 

requirements to evaluate proposals exclusively against stated evaluation criteria, as discussed 

below. 

226. The Administration created a conflict of interest by demonstrating through repeated 

conduct that Executive Branch employees who do not follow President Trump's directives are at 

risk of losing their jobs. Secretary Mattis was but one in a series of dismissals by the Trump 

Administration of individuals who refused to do the President's bidding. The fact that the decision 

makers knew that their continued employment likely depended on selecting Microsoft created a 

conflict. See, e.g., 18 U.S.C. § 208 (prohibiting executive branch employees, among others, from 

participating personally and substantially as a Government officer in a contract in which they have 

a financial interest); 5 C.F.R. § 2635.403(c) (employee of executive branch barred from 

participating personally and substantially in decision in which, to his knowledge, he has a financial 

interest). 
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227. In violation of 48 C.F.R. § 3.101-1, DoD failed to give fair consideration to AWS 

and to treat it impartially. 

228. In violation of 48 C.F.R. § 15.305, DoD applied an unstated evaluation criteria to 

its review of A WS's proposal-the unstated criteria that, per President Trump's directive, A WS 

not be awarded the JED I Contract. 

229. Amazon was prejudiced by DoD's numerous violations of procurement law. 

COUNT SEVEN 
(Breach of Implied Contract of Good Faith and Fair Dealing) 

230. Plaintiff repeats and incorporates by reference each and every allegation contained 

in the preceding paragraphs as if fully set forth herein. 

231. As a bidder on the JEDI procurement, A WS had an implied contract of good faith 

and fair dealing with DoD. 

232. DoD breached the implied contract to consider all bids fairly and honestly by 

conducting the procurement in an arbitrary, capricious, and irrational manner. 

233. President Trump induced DoD to conduct the procurement in a manner that 

breached the implied contract of good faith and fair dealing between the Government and A WS. 

234. Amazon was prejudiced by Do D's breach of the implied contract of good faith and 

fair dealing. 

PRAYER FOR RELIEF 

WHEREFORE, Plaintiff respectfully asks this Court to enter judgment in its favor and 

against Defendant and to: 

A. Declare that DoD's rejection of AWS's proposal and award to Microsoft 1s 

arbitrary, capricious, an abuse of discretion, or otherwise not in accordance with law; 
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B. Enjoin DoD and Microsoft from commencing performance on the JEDI Contract 

pending reevaluation and a new award decision; 

C. Direct DoD to reevaluate proposals or, in the alternative, reopen discussions with 

Microsoft and A WS, solicit and reevaluate revised proposals, and make a new best value decision; 

D. Award to Amazon its attorney's fees and costs in pursuing this action, and/or its 

proposal costs; and 

E. Grant such other relief as the Court deems appropriate. 

Dated: November 22, 2019 
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