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B.1. TASK ORDER CONTRACT TYPES

This is a single award IDIQ Contract for the Department of Defense (DoD) Defense Information Systems Agency (DISA) Defense Enclave Services (DES) - based requirements allows the utilization of fixed price basis with a cost type Contract Line Item Number (CLIN) for Travel, Surge and Labor Hour (LB) CLIN for emergency and/or urgent services. Task orders can be any combination of FFP, LH, and Cost Reimbursement (CR). Task order contract types permitted include FAR 16.2 Fixed-Price and FAR 16.3 Cost-Reimbursement. Task orders may incorporate FAR 17.2 Option periods procuring Commercial items. These Contract types can be used individually or in combination within a single task order comprising multiple CLINs.

B.2. FIXED PRICE (FP) LABOR RATES

The Fixed Price (FP) Labor Rates proposed represent the Offeror’s fully-burdened FP hourly labor rates for each skill classification for work performed at Government and Contractor sites both in the Contiguous United States (CONUS) and Outside the Contiguous United States (OCONUS). The rates provided in the pricing template will be used as ceiling labor rates for pricing of all labor proposed under future fixed priced tasks issued under this IDIQ Contract. At time of award, the Contractor’s FP ceiling labor rates will be incorporated into the contract.

B.3. TRAVEL PRICING (ALL ORDER TYPES)

Contractor personnel may be required to travel to support the requirements of this contract as stated in individual task orders. Local travel and travel outside of the local area may be required both in the CONUS and OCONUS. For those task orders requiring travel, the specific travel requirements will be included in the order’s request for proposal. Travel shall not commence without prior written consent in accordance with instructions in the task orders.

If authorized in the task order, travel will be reimbursed at actual cost in accordance with the limitations set forth in FAR Subpart 31.205-46, Travel Costs. Profit shall not be applied to travel costs. To the extent authorized by the task order, Contractors may apply indirect costs to travel in accordance with the Contractor’s usual accounting practices consistent with FAR 31.2.

B.4  WORK OUTSIDE THE OCONUS

Task orders issued under this IDIQ may require performance OCONUS. CONUS means the 48 contiguous States and the District of Columbia. Any applicable clauses for OCONUS work will be added to the task orders, as applicable.

OCONUS includes:

1. OCONUS. Outside of the contiguous United States.

2.  NON-FOREIGN OCONUS AREA. The states of Alaska and Hawaii, the Commonwealths of Puerto Rico and the Northern Mariana Islands, Guam, and U.S. territories and possessions.

3.  FOREIGN AREAS. It is anticipated that there may be task orders under this contract for work outside the United States. The Contractor will be compensated for work performed OCONUS pursuant to the task order, including any applicable Status of Forces Agreements (SOFA) or Technical Expert Status Accreditation (TESA). Standard references for OCONUS pricing include:

The U.S. Department of State’s Bureau of Administration, Office of Allowances, (https://aoprals.state.gov/) publishes quarterly report indexes of living costs abroad, per-diem rate maximums, quarter’s allowances, hardship differentials, and danger pay allowances for Contractors to follow when proposing on OCONUS efforts. No allowances, other than those listed by the U. S. Department of State, shall be allowed on task orders.

The Department of State Standardized Regulations (DSSR) are the controlling regulations for allowances and benefits available to all U.S. Government civilians assigned to foreign areas; however, for task orders issued under the Base Contract, Contractor civilians assigned to foreign areas shall not exceed the allowances and benefits in the DSSR as well.  For OCONUS task orders, the Government will not provide additional reimbursement outside of the loaded labor rates negotiated into the contract.  The contractor should take that into consideration when proposing the ceiling loaded labor rates.




	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	
	Months
	
	

	
	Labor-FFP
FFP
All variations of Fixed Price (FP) Labor utilizing any variation of contract type(s).

Ordering Period of Four (4) years from Date of Award.
FOB: Destination
PURCHASE REQUEST NUMBER: DESPR
PSC CD: D318
 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


                  



	ITEM NO
	SUPPLIES/SERVICES
	ESTIMATED QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	
	Months
	
	

	
	Labor-Cost Reimbursement
LH
All variations of Cost Reimbursable (CR) Labor utilizing any variation of contract type(s).

Ordering Period of Four (4) years from Date of Award.
FOB: Destination
PURCHASE REQUEST NUMBER: DESPR
PSC CD: D318

	

	
		TOT ESTIMATED PRICE
	

	
		CEILING PRICE
	

	
	
	


      



	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0003
	
	
	Lot
	
	

	
	Travel
COST
Travel in support of the Performance Work Statement (PWS). (1) No profit shall be paid on travel made under this CLIN; however, DCAA approved burden rates are authorized; (2) Travel must be incidental to the work being performed under this contract; (3) Non-local Travel must be pre-approved by the Contracting Officer Representative (COR) prior to the Contractor incurring the cost; (4) Travel will be on a cost reimbursement basis only. All travel must be pre- approved by the COR prior to the Contractor incurring the cost. Travel shall be in accordance with FAR Subpart 31.205-46 and the Joint Travel Regulation (JTR).

Ordering Period of Four (4) years from Date of Award.
FOB: Destination
PURCHASE REQUEST NUMBER: DESPR
PSC CD: D318

	

	
	ESTIMATED COST
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	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0004
	
	1
	Each
	
	

	
	Minimum Guarantee
FFP
The minimum guarantee may be invoiced for and paid after the attendance of the Kick-Off Meeting and the delivery and acceptance of the Supply Chain Risk Management (SCRM) plan. The minimum guarantee is $500.00.
FOB: Destination
PURCHASE REQUEST NUMBER: DESPR
PSC CD: D318
 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


                  



	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	1001
	
	
	Months
	
	

	OPTION
	Labor-FFP
FFP
All variations of Fixed Price (FP) Labor utilizing any variation of contract type(s).
FOB: Destination
PSC CD: D318
 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


                  



	ITEM NO
	SUPPLIES/SERVICES
	ESTIMATED QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	1002
	
	
	Months
	
	

	OPTION
	Labor-Cost Reimbursement
LH
All variations of Cost Reimbursable (CR) Labor utilizing any variation of contract type(s).
FOB: Destination
PSC CD: D318

	

	
		TOT ESTIMATED PRICE
	

	
		CEILING PRICE
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	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	1003
	
	
	Lot
	
	

	OPTION
	Travel
COST
Travel in support of the Performance Work Statement (PWS). (1) No profit shall be paid on travel made under this CLIN; however, DCAA approved burden rates are authorized; (2) Travel must be incidental to the work being performed under this contract; (3) Non-local Travel must be pre-approved by the Contracting Officer Representative (COR) prior to the Contractor incurring the cost; (4) Travel will be on a cost reimbursement basis only. All travel must be pre- approved by the COR prior to the Contractor incurring the cost. Travel shall be in accordance with FAR Subpart 31.205-46 and the Joint Travel Regulation (JTR).
FOB: Destination
PSC CD: D318

	

	
	ESTIMATED COST
	

	
	
	


    



	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	2001
	
	
	Months
	
	

	OPTION
	Labor-FFP
FFP
All variations of Fixed Price (FP) Labor utilizing any variation of contract type(s).
FOB: Destination
PSC CD: D318
 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


                  



	ITEM NO
	SUPPLIES/SERVICES
	ESTIMATED QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	2002
	
	
	Months
	
	

	OPTION
	Labor-Cost Reimbursement
LH
All variations of Cost Reimbursable (CR) Labor utilizing any variation of contract type(s).
FOB: Destination
PSC CD: D318

	

	
		TOT ESTIMATED PRICE
	

	
		CEILING PRICE
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	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	2003
	
	
	Lot
	
	

	OPTION
	Travel
COST
Travel in support of the Performance Work Statement (PWS). (1) No profit shall be paid on travel made under this CLIN; however, DCAA approved burden rates are authorized; (2) Travel must be incidental to the work being performed under this contract; (3) Non-local Travel must be pre-approved by the Contracting Officer Representative (COR) prior to the Contractor incurring the cost; (4) Travel will be on a cost reimbursement basis only. All travel must be pre- approved by the COR prior to the Contractor incurring the cost. Travel shall be in accordance with FAR Subpart 31.205-46 and the Joint Travel Regulation (JTR).
FOB: Destination
PSC CD: D318

	

	
	ESTIMATED COST
	

	
	
	


    



	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	3001
	
	
	Months
	
	

	OPTION
	Labor-FFP
FFP
All variations of Fixed Price (FP) Labor utilizing any variation of contract type(s).
FOB: Destination
PSC CD: D318
 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


                  



	ITEM NO
	SUPPLIES/SERVICES
	ESTIMATED QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	3002
	
	
	Months
	
	

	OPTION
	Labor-Cost Reimbursement
LH
All variations of Cost Reimbursable (CR) Labor utilizing any variation of contract type(s).
FOB: Destination
PSC CD: D318

	

	
		TOT ESTIMATED PRICE
	[bookmark: total_est_price]

	
		CEILING PRICE
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	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	3003
	
	
	Lot
	
	

	OPTION
	Travel
COST
Travel in support of the Performance Work Statement (PWS). (1) No profit shall be paid on travel made under this CLIN; however, DCAA approved burden rates are authorized; (2) Travel must be incidental to the work being performed under this contract; (3) Non-local Travel must be pre-approved by the Contracting Officer Representative (COR) prior to the Contractor incurring the cost; (4) Travel will be on a cost reimbursement basis only. All travel must be pre- approved by the COR prior to the Contractor incurring the cost. Travel shall be in accordance with FAR Subpart 31.205-46 and the Joint Travel Regulation (JTR).
FOB: Destination
PSC CD: D318

	

	
	ESTIMATED COST
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[bookmark: PD000248]



	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT
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The Contracting Officer will provide written notice to the Contractor at least seven
(7) calendar days prior to any unilateral exercise of the Surge Option. In the event the Government does elect to exercise the Surge Option, surge support will be realigned under new or existing CLINs for the relevant task areas identified in the PWS, and an equal amount will be deducted from the Surge CLIN not-to-exceed amount.  Surge support will be provided at the same labor rates proposed and found fair and reasonable at time of Task Order award for the applicable period of performance. Surge support over the life of the Contract will not exceed 40% of the Contractor's total proposed price for the base and all option periods, excluding any six-month extension of services pursuant to FAR 52.217-8.
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Section C - Descriptions and Specifications

SOO
[bookmark: PD000274]Defense Information Systems Agency (DISA)

[bookmark: Network_as_a_Service_(NaaS)_Risk_Reducti]Defense Enclave Services (DES)

Government Statement of Objectives (SOO)




11 August 2020


1. Overview

DISA desires to partner with industry to provide commercial Information Technology (IT) services, decrease redundant IT costs, enhance cybersecurity posture, and standardize IT services across disparate networks.  Defense Enclave Services will unify the 4th Estate’s Common Use IT systems, personnel, functions, and program elements associated with the support of those systems and technologies under a Single Service Provider (SSP) architecture managed, operated, and supported by DISA.  

2. Purpose

The specific purpose of this SOO is to receive standardized, responsive and innovative (IT) services focused on mission value and user network experience, while improving security, network availability, and reliability.

3. Scope

DES will provide all required transition, infrastructure, network operations and management engineering and innovation, cybersecurity, and technical refresh support services for a SSP network environment with all 4th Estate users. The network will consist of Non-classified Internet Protocol Router Network (NIPRNet) and Secure Internet Protocol Router Network (SIPRNet) domains, and will use the DISA DoDNet as the technical baseline for standardization between agencies upon transition. DES will also support the legacy Operations and Sustainment requirements of Defense Agency and Field Activities (DAFA) mission partners as separate task orders until such time that the DAFA is ready to fully implement standardized DES operations and management.

Twenty-two (22) 4th Estate agencies have been identified to be included in this Fourth Estate Network Optimization (4ENO) effort.  The agencies are separated into two (2) phases; it is the intent of the 4ENO program to complete integration and sustainment of Phase I agencies by Fiscal Year (FY) 2025, and migration of Phase II agencies by FY2026.  Within the Phase I agencies, two (2) agencies (Defense Technical Information Center (DTIC) and Defense Prisoner of War/Missing In Action Accounting Agency (DPAA)) and DISA-Head Quarter (HQ) will require only sustainment services, as migration will be completed under a separate DoDNet Services contract awarded in FY2020.

For the purposes of this SOO, all references to 4th Estate agencies will be these twenty-two (22)  agencies.  
 
[image: ]

4. Constraints and Risks

a. Current operations across the 4th Estate environment include a disparate mixture of government/contractor owned IT hardware (HW) (e.g. servers, desktops, laptops, routers, thin clients, printers) and IT software (SW) (e.g. desktop and application SW) as well as a combination of government and contractor operated services.  Some government locations may use thick clients, Virtual Desktop Infrastructure environments, or kiosk/shared workstations in their respective facilities.

b. Sample DAFA enterprise architecture is included in Appendix C; the accuracy of this information may change between the Request For Proposal and actual start of DAFA migrations.

c. The 4th Estate Common Use IT services in the Continental United States (CONUS) are required to be 24x7 with core hours M-F, 8 am to 5 pm EST.  Some Common Use IT services may require a Continuity of Operations Plan, which includes surge support requirements for Disaster Recovery and reconstitution activities.

d. Network operations and service availability are paramount to migration; DISA and its mission partners should not experience delays or degradation of services in the SSP environment.  

e. Network architecture shall not contain proprietary elements or closed architecture; the overall architecture must be open to allow for the rapid integration of new and cost-efficient technologies.

f. The procurement of end devices, peripherals, network equipment, and SW is not in scope of this DES contract. The DES provider will plan for the lifecycle and technical refresh of all infrastructure and endpoint nodes, which the Government will procure through competitive means. The provisioning and maintenance of the devices will be on contract as a requirement.

g. At the direction of DISA, additional 4th Estate agencies may be identified and included in this effort.

5. Schedule

Within ten (10) business days of contract award the contractor shall deliver to the Government a schedule in a format that is typically used in commercial network migrations such as this at high velocity. This schedule shall be reviewed at the Kick Off meeting, “baselined” and incrementally evolved per the Contractor’s recommended process.
At a minimum, the schedule shall identify major project capability milestones, dependencies, communication and related activities associated with the project. In addition, the Contractor shall provide management plans and reports, technical issues, resolutions, and mitigation strategies for the base year at the Kick Off meeting.

6. Transition
A. The Contractor shall begin the phase-in efforts immediately after contract award.  The Contractor shall submit a Transition Plan as part of their proposal. In this plan, the Contractor shall specify how it will phase in seamless personnel staffing and support so that no delays or degradation of services is experienced by DISA and its mission partners.  In the plan, the Contractor shall include adequate time to hire appropriate personnel, conduct inventories, assume network control, issue subcontracts, etc. after Task Order award.  During the phase-in period, the contractor shall be responsible for finalizing all employee clearance requirements.  The contractor shall complete the necessary steps for assumption of the operation during the phase-in period and shall meet all requirements as specified in the SOO with the beginning of full performance.
B.   To ensure a smooth phase-out to the next service provider in the event no Option year is exercised or a new contractor is selected at contract re-compete, and to prevent possible decreases in productivity or service quality, the Contractor shall provide a 90 calendar day phase-out period prior to contract conclusion date. During this period, the Contractor shall make available to key incoming contractor personnel, representatives of the incumbent contractor who are versed in the established operation of the functions to be performed. This service shall be made available to explain procedures for conducting government business, show the next contractor various work sites, introduce the contractor to customer representatives, etc. During this period, the incumbent contractor shall provide required training pertaining to the current status and pending transactions and conduct material, equipment, and tools transfers. Inventories shall be conducted jointly with the Government representatives and representatives of the incoming contractor.

7. Objectives

The objectives of DES include providing singular Command and Control (C2) focus across DAFAs for Common Use IT operations, decreasing redundant costs and enhancing cybersecurity:
A.    Consolidate, integrate and optimize disparate Local Area Network IT Support Services.
Provide a single flexible contract vehicle that includes service desk support, end-user technical support, engineering, asset management, and operational project support;
Implement an integrated network operations center management of services across all aspects of the environment;
Manage desktop engineering and image configuration management;
Report service performance metrics in real time, identify root cause of service outages, scope areas of service improvement and reduce user downtime.

B.    Reduce contract overhead through the consolidation of multiple support contracts.
Implement a program that incorporates the full management of HW and SW provisioning and service operations leveraging industry best practices;
Eliminate redundant SW and HW assets;
Generate innovative service delivery techniques that will increase cost savings;
Utilize industry best tools, processes, and procedures to enhance customer services, reliability and efficiencies to reduce the number of needed service technicians.

C. Generate and identify opportunities for new technology insertion to enhance the cybersecurity posture                                                    of DISA and its mission partners. 
Promote innovation and delivery of new technology, including the performance of pilots and proof of concepts on emerging technologies related to Common Use IT services;
Ensure solutions proposed operate in a compatible, non-vendor lock-in competitive environment.

8. Performance Metrics
The Contractor shall deliver services in accordance with Table 2 (Network Operations) and Table 3 (Global Service Desk) below.
	   Performance Standard (Network Operations)
	   Acceptable Quality Levels (AQLs)

	System and Tool Availability for High Performing Sites
	>=99.999% system uptime for supported systems, not to include Authorized Service Interruptions (ASI)/routine maintenance or higher level outages

	System and Tool Availability for Standard Sites
	>=99% system uptime for supported applications, not to include Authorized Service Interruptions (ASI)/routine maintenance or higher level outages

	Change and Release without Incident
	>=95% of changes and releases result in no adverse impact on production services, or require significant re-work with the application of additional resources/time

	Alert detection and escalation
	>=90% 24 x 7 x 365; Priority 1 alerts detected and reported (via trouble ticket) to the service desk within 30 minutes of initial occurrence

	Decrease customer interactions
	>=5% decrease in customer interactions, to begin after 1 year and reported every 6 months thereafter

	Cybersecurity Support
	Risk Management Framework (RMF) documentation will be maintained and updated daily, to include cybersecurity architecture, requirements, objectives and policies, and maintaining DoDNet security posture with minimal re-work at least 95% of the time


Table 2 - Network Operations

	   Performance Standard (Global Service Desk)
	   Acceptable Quality Levels (AQLs)

	Tier I – Average Speed to Answer
	>= 80% of calls answered in <= 30 seconds or less 24x7x365

	Tier I – Call Abandonment Rate
	<=4 % of total calls are abandoned

	Tier I – First Contact Resolution
	>=65% 24x7x365

	Tier I - Average Time to respond to chat 
(Does not include automatic acknowledgement of message)
	Within 1 Minute for all Chats

	Tier I – Ensures interactions are coded using wrap up codes
	>=90%

	Tier I – Average Handle Time of Emails


	Respond or escalate
>=90% of the time within 4 hours for all priorities

	   Tier I & II – Ticket Creation
	Create Ticket >=100% of the time.

	  Tier I & Tier II – Accurate Ticket Assignment
	Assign Tickets accurately >= 95% of the time

	  Tier I & Tier II – Author, Review and/or Update of                      Knowledge Management Documents


	Initial – 100% reviewed in first 60 days following the 90 day transition period.
100% - of documents need to be updated biannually

	Tier II – Command Cyber Readiness Inspection (CCRI) Compliance 
	Site score of 3.0 or less

	Tier II – Average Time to Resolve Incidents and Service Requests
	80% of incidents and service requests escalated from Tier I resolved within 2 business days



Table 3 - Global Service Desk

9. Deliverables
The Contractor shall deliver data items in accordance with Table 4 - Deliverables below. All deliverables shall be provided to the Government for review and approval. Furthermore, the Contractor shall propose additional documentation they believe will help the program operate effectively. The Government will give notice of approval/disapproval within an agreed to amount of time after delivery. The Contractor shall resubmit within an agreed to amount of time after receipt of Government notice of disapproval.
  

	Deliverable
	Format
	Due Date
	Distribution/Copies
	Frequency and Remarks

	Non-
Disclosure  
Agreement 
	GOV Format 
	5 days after award and at the inclusion of a new FTE. 
	Emailed to Contracting Officer’s Representative (COR)/Contracting Officer (KO)
	As required 

	Project Management Plan
	Approved Contractor Format
	10 days after award
	Emailed to COR/KO
	Kick Off Meeting 

	Integrated Master Schedule
	MS Project
	10 days after award
	Emailed to COR/KO
	Kick Off Meeting 

	Phase-In Transition Plan 
	Approved Contractor Format
	10 days after award 
	Emailed to COR/KO 
	Kick Off Meeting 

	Active/Active Plan 
	Approved Contractor Format
	10 days after award 
	Emailed to COR/KO 
	Kick Off Meeting 

	DoD ECMRA Contract Record

	GOV Format (online)
	15  days after contract award
	Email confirmation to COR/KO
	Initial; Annual updates by October 31

	Employee Roster & Certification Status Report
	Approved Contractor Format
	30 business days after award 
	Emailed to COR/KO 
	Monthly


	Monthly 
Status Report 
	Approved Contractor Format
	7 days after end of month 
	Emailed to COR/KO 
	Monthly


	Quarterly Program Review (QPR) Presentation
	Approved Contractor Format
	10 days after end of quarter
	Emailed to COR/KO
	Quarterly, based on DoD fiscal year


	Quality 
Control Plan 
	Approved Contractor Format
	30 days after award 
	Emailed to COR/KO 
	Once upon Contract Award and within 30 days of start of option period.

	Life-cycle Management Plan
	Approved Contractor Format
	45 days after Contract award.
	Emailed to COR/KO
	Once upon Contract Award with monthly updates

	Knowledge Management Plan   
 
	Approved Contractor Format
	45 days after Contract award.
	Emailed to COR/KO
	Once upon Contract Award with a minimum of 1 update quarterly or as requested by the COR

	Risk Management Framework Plan
	Approved Contractor Format
	75 days after Contract award.
	Emailed to COR/KO
	Once upon Contract Award with monthly updates

	Migration Plan

	Approved Contractor Format
	NLT XX days prior to start of task
	Emailed to COR/KO
	As required for each agency

	Sustainment Plan

	Approved Contractor Format
	NLT XX days prior to start of task
	Emailed to COR/KO
	As required for each agency

	Phase-Out Transition Plan
	Approved Contractor Format
	Meet with the Government within 120 days of the end of the last option period; written plan due 90 days prior to the end of last option period
	Emailed to COR/KO
	Once

	Site Surveys

	Approved Contractor Format
	NLT XX days after task completion
	Emailed to COR/KO
	As required for each agency

	Architecture Diagrams (DoDAF Compliant)
	Visio
	NLT XX days prior to start of successor task
	Emailed to COR/KO
	As required for each agency

	Audit and Accountability Plan
	Approved Contractor Format
	NLT XX days prior to start of successor task
	Emailed to COR/KO, Cyber Lead
	As required for each agency / Prior to Authority to Operate (ATO) expiration

	Identification and Authentication Plan
	Approved Contractor Format
	
	Emailed to COR/KO, Cyber Lead
	As required for each agency / Prior to ATO expiration

	HW/SW List
	Approved Contractor Format
	
	Emailed to COR/KO, Cyber Lead
	As required for each agency / Prior to ATO expiration

	RMF Access Control Plan
	Approved Contractor Format
	
	Emailed to COR/KO, Cyber Lead
	As required for each agency / Prior to ATO expiration

	Network Diagram/Topology
	Approved Contractor Format
	
	Emailed to COR/KO, Cyber Lead
	As required for each agency / Prior to ATO expiration

	Security Assessment Report (SAR)
	Approved Contractor Format
	
	Emailed to COR/KO, Cyber Lead
	As required for each agency / Prior to ATO expiration

	Security Plan (SP)
	Approved Contractor Format
	
	Emailed to COR/KO, Cyber Lead
	As required for each agency / Prior to ATO expiration

	Documents/artifacts required for accreditation packages
	Approved Contractor Format
	90 days prior to submitted date for new  system 
	Emailed to COR/KO, Cyber Lead
	As required for each agency / Prior to ATO expiration

	Accreditation Packages for NIPRNet and SIPRNet
	eMass
	NLT 180 calendar days prior to existing ATO expiration; or 90 days prior to submitted date for new system 
	Emailed to COR/KO, Cyber Lead
	NIPRNet and SIPRNet 

	Cybersecurity Status Report
	Approved Contractor Format
	Weekly
	Emailed to COR/KO/Cyber Lead
	Weekly

	STIGs
	Approved Contractor Format
	90 days prior to submitted date for new system
	Emailed to COR/KO/Cyber Lead
	Maintenance - Weekly

	ACAS Scan
	Approved Contractor Format
	90 days prior to submitted date for new system
	Emailed to COR/KO/Cyber Lead
	Maintenance - Daily

	BURP Scan (if applicable)
	Approved Contractor Format
	90 days prior to submitted date for new system
	Emailed to COR/KO/Cyber Lead
	

	System and Interface Design Specifications
	Approved Contractor Format
	NLT XX days prior to start of successor task
	Emailed to COR/KO
	As required for each agency

	Authority to Connect (ATC) Re-accreditation Packages for NIPRNet and SIPRNet
	Approved Contractor Format
	NLT 180 calendar days prior to existing ATC expiration
	Emailed to COR/KO
	NIPRNet and SIPRNet at contractor facilities

	DoDNet Status & Outage Update Report

	
	
	
	Within 30 minutes of event or notification of event

	EVIF  Validation Report
	
	
	
	Weekly

	Operational Performance Metrics & Analysis Report
	
	
	
	Daily

	Asset Report
	
	
	
	Weekly

	Incident, Problem, and Change Trend Analysis Report

	
	
	
	Weekly rolled up to Monthly Status Report and QPR 

	PKE/PKI Status Report 
	
	
	
	Weekly rolled up to Monthly Status Report and QPR 

	Final Asset Report
	Approved Contractor Format
	Report due NLT 90 days prior to the end of task order performance

	Emailed to COR/KO
	Once

	Change & Request Fulfillment Management  TTP
	Government determined format.
	60 calendar days of Contract award
	Emailed to COR/KO
	Once upon Contract Award with quarterly updates or as requested by the COR.

	IdM TTP
	Government determined format.
	60 calendar days of Contract award.
	Standard Distribution


	Once upon Contract Award with quarterly updates or as requested by the COR.

	Daily Operational Performance Brief
	Government determined format.
	60 calendar days of Contract award.
	Standard Distribution

	Daily

	Incident Management TTP
	Government determined format.
	60 calendar days of Contract award
	Emailed to COR/KO
	Once upon Contract Award with quarterly updates or as requested by the COR.

	Problem Management TTP
	Government determined format.
	60 calendar days of Contract award
	Emailed to COR/KO
	Once upon Contract Award with quarterly updates or as requested by the COR.

	Lifecycle Management Project Plan
	Government determined format.
	60 calendar days of Contract award
	Emailed to COR/KO
	Monthly

	Configuration Management Data Base (CMDB) SOP
	Contractor determined format with COR approval.
	60 calendar days of Contract award.
	1 copy/
Standard Distribution*
	Once upon Contract Award with quarterly updates or as requested by the COR.

	Patch Deployment for all Devices TTP
	Contractor determined format with COR approval.
	60 calendar days of Contract award.
	1 copy/
Standard Distribution*
	Once upon Contract Award with quarterly updates or as requested by the COR.

	Quarterly DEPS Site Update
	DEPS SharePoint
	60 calendar days of Contract award.
	Standard distribution and then uploaded to the DEPS site after COR approval.
	1st business day of each quarter month (Jan, Apr, Jul, Oct).


Table 4 - Deliverables

10. Type of Order
The Government anticipates this SOO will result in a Firm Fixed Price (FFP) IDIQ contract with a cost type CLIN for Travel and surge, and a Labor Hour CLIN for emergency and/or urgent services. Task Orders can be any combination of FFP, LH, and Cost Reimbursement.

11. Government Furnished Material and Equipment
The Government shall provide access to requisite program and technical information that is necessary to carry out the requirements of this SOO. The Government shall provide access to facilities, equipment, software tools, and technical information necessary for the performance of this contract. Items may include office space, desk, telephone, printer, access to electronic mail, and computers, when deemed appropriate by the Government.  In addition, the Government shall provide access to appropriate systems.  Contractor personnel will not use government resources in violation of any federal, State, or Local statute, regulation or policy.

Contractor personnel must be able to obtain access to governmental networks (e.g. favorable Single Scope Background Investigation (SSBI), Security+, etc.)
12. Travel Requirements
The Contractor shall support government directed meetings as needed.  All Travel costs (lodging, per diem, airfare, rental car etc.) shall be reimbursed at cost via the travel contract line item. Contractors shall be responsible for making their own travel and lodging arrangements as necessary to support requirements. Contractors shall plan to support travel to CONUS and OCONUS locations, as necessary.
13. Place of Performance
The contractor may utilize their own facilities when planning the work associated with this SOO. 
Appendix B contains location information for 4th Estate mission partners. The Contractor shall identify the Contractor’s place(s) of performance in their Performance Work Statement (PWS). At the direction of the DISA, additional 4th Estate agencies may be identified and included in this effort. 

14. Period of Performance
Estimated Period of Performance: 	December 7, 2021 – December 6, 2031 
The contract will consist of a 4-year Base Period + (3) 2-Year Option Periods:
Base Period:		December 7, 2021 – December 6, 2025
Option Period 1:		December 7, 2025 – December 6, 2027
Option Period 2:		December 7, 2027 – December 6, 2029
Option Period 3:		December 7, 2029 – December 6, 2031

15. Data Rights
The Government will have unlimited rights to use/modify/share all information, technical data, computer software, and computer software documentation utilized under this contract. The Contractor shall deliver to the Government all databases, scripts, source code, configuration documentation, and any information relevant and pertinent to host, manage and support new, modified and/or existing systems or applications under this contract.

16. Security
DES will provide standardized delivery and management of NIPRNet and SIPRNet services; reference the pre-solicitation DD Form 254, Contract Security Classification Specification. The nature of this acquisition requires access to, handling, receiving and storing classified (Secret and Confidential) and Controlled Unclassified Information (CUI), Personally Identifiable Information, Personal Health Information, unclassified  information, documents, hardware and software using the applicable standards of DoD 5220.22-M National Industrial Security Program. 
The nature of this contract requires access to Secret and unclassified data, information, and spaces.  The Contractor shall be required to attend meetings at classified and unclassified levels. The work to be performed under this contract is up to the Top Secret level and will require Sensitive Compartmented Information access eligibility for some personnel; this data is included in Appendix F and will be further refined at the task order level.  The work performed by the Contractor will require access to Secret and Controlled Unclassified Information facilities and work spaces, as well as Sensitive Compartmented Information Facilities. The Contractor must have an interim Top Secret Facility Clearance from the Defense Counterintelligence and Security Agency.  Appendix E provides a PWS template with current security language; changes to the SOO and/or PWS template with regard to security must be approved by DISA Safety, Security & Counterintelligence Division (MP6) prior to award of the contract.

17. Cybersecurity Maturity Model Certification (CMMC)
The contractor shall be required to meet or exceed Capability Maturity Model Integration (CMMI) Services (CMMI-SVC) Level 3 certification and Capability Maturity Model Integration (CMMI) Development (CMMI-DEV) Level 3 once the standards are available.

Appendix A: Solicitation HC1047-20-R-0014 Services Summary 
Appendix B: Places of Performance
Appendix C: Agency Size Designations and Sample IT Architecture
Appendix D: Service Desk Workload History
Appendix E: DISA PWS Template
Appendix F: DAFA Data Calls
Appendix G: Glossary
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[image: ]
[bookmark: section5][bookmark: PD_000088]
Section E - Inspection and Acceptance




INSPECTION AND ACCEPTANCE TERMS

Supplies/services will be inspected/accepted at:

	CLIN 
	INSPECT AT 
	INSPECT BY 
	ACCEPT AT 
	ACCEPT BY 

	0001 
	N/A 
	N/A 
	N/A 
	Government 

	0002 
	N/A 
	N/A 
	N/A 
	Government 

	0003 
	N/A 
	N/A 
	N/A 
	Government 

	0004 
	N/A 
	N/A 
	N/A 
	Government 

	1001 
	N/A 
	N/A 
	N/A 
	Government 

	1002 
	N/A 
	N/A 
	N/A 
	Government 

	1003 
	N/A 
	N/A 
	N/A 
	Government 

	2001 
	N/A 
	N/A 
	N/A 
	Government 

	2002 
	N/A 
	N/A 
	N/A 
	Government 

	2003 
	N/A 
	N/A 
	N/A 
	Government 

	3001 
	N/A 
	N/A 
	N/A 
	Government 

	3002 
	N/A 
	N/A 
	N/A 
	Government 

	3003 
	N/A 
	N/A 
	N/A 
	Government 

	9999 
	N/A 
	N/A 
	N/A 
	Government 



 
 

CLAUSES INCORPORATED BY REFERENCE


	52.246-4 
	Inspection Of Services--Fixed Price 
	AUG 1996 
	 

	52.246-6 
	Inspection--Time-And-Material And Labor-Hour 
	MAY 2001 
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Section F - Deliveries or Performance

SECTION F
[bookmark: PD000011]
F.1. IDIQ CONTRACT ORDERING PERIOD

Period of performance under this IDIQ contract is a  4 year base period and three two-year optional periods for a total of 10 years. After the IDIQ ordering period expires, task orders awarded prior to the expiration of the IDIQ Contract are valid for up to 6 months in accordance with the 52.217-8 and are subject to the same terms and conditions as task orders which expire prior to IDIQ expiration.

F.2.  TASK ORDER PERIOD OF PERFORMANCE

The period of performance for each task order placed under IDIQ Contract shall be specified in the individual task order. The following conditions apply:

1. Under no circumstances may a task order be placed under the IDIQ Contract if the IDIQ Contract has expired or been terminated.

2. The period of performance for the task orders cannot exceed the period of performance of the base IDIQ inclusive of options (excluding the six-month extension of services IAW FAR 52.217-8). 


F.3.  TASK ORDER TRANSITION PLANS

At the end of the task order period of performance, the incumbent Contractor shall transition activities to the incoming Contractor and/or the Government with minimal disruption of services to the Government. The Contractor shall maintain sufficient qualified staff to meet all requirements of this effort. The Contractor shall submit a written transition plan unless designated otherwise by the KO as required by each task order.

The Contractor shall identify those actions, plans, procedures, and timelines necessary to ensure a smooth transition from the contract and/or the task order start date to full operational or end status by the Contractor. The Contractor shall also identify those actions, plans, procedures, and timelines necessary to ensure a smooth transition-out for the follow-on Contractor. The Contractor shall provide a transition plan subject to Government approval as required by each task order. The Contractor shall provide transition information and briefings to the Contracting Officer Representative (COR) prior to expiration dates. Task orders issued under the IDIQ contract may include transitions in/out requirements.

F.4.  PLACE OF PERFORMANCE

The services to be provided under the IDIQ Contract shall be accomplished at the locations identified in the task orders and may include locations in the CONUS and OCONUS. The place of performance and/or delivery requirements will be specified in each individual task order. Refer to the IDIQ SOO for specific place of performance information.

F.5.  DELIVERABLES

SOO Section 9 contains deliverables required under the IDIQ Contract. Individual task orders may have additional deliverables specified in each task order by the issuing agency. 





DELIVERY INFORMATION

	CLIN 
	DELIVERY DATE 
	QUANTITY 
	SHIP TO ADDRESS 
	DODAAC / CAGE 

	 
	 
	 
	 
	 

	0001 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	0002 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	0003 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	0004 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	1001 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	1002 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	1003 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	2001 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	2002 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	2003 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	3001 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	3002 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	3003 
	N/A 
	N/A 
	N/A 
	N/A 

	 
	 
	 
	 
	 

	9999 
	N/A 
	N/A 
	N/A 
	N/A 


 

CLAUSES INCORPORATED BY REFERENCE


	52.242-15 
	Stop-Work Order 
	AUG 1989 
	 

	52.242-17 
	Government Delay Of Work 
	APR 1984 
	 

	52.247-34 
	F.O.B. Destination 
	NOV 1991 
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Section G - Contract Administration Data

SECTION G
[bookmark: PD000022]
G.1. CONTRACTING AND ADMINISTRATIVE AUTHORITY

a. The contract will be administered by the Defense Information Technology Contracting Organization (DITCO). The KO at DITCO-NCR, 6914 Cooper Avenue, Fort Meade, Maryland 20755, is the only person authorized to approve changes or modify any of the requirements contained elsewhere in this contract; the said authority remains solely with the KO. In the event the Contractor effects any such change at the direction of any person other than the KO, the change will be considered to have been made without authority and no adjustment will be made in the contract costs to cover any increase incurred as a result thereof. 

b. The Contractor shall submit requests for modifications of this contract to the KO with a copy of the request to the COR as designated in the KO’s COR appointment letter.

c. Contractual problems, of any nature, that may arise during the life of this contract must be handled in conformance with very specific public laws and regulations (i.e., Federal Acquisition Regulation).  Only the KO is authorized to formally resolve such problems.  Therefore, the Contractor is hereby directed to bring all such contractual problems to the immediate attention of the KO.

d. Request for information on matters related to this contract, such as explanation of terms and contract interpretation, shall be submitted to the KO.

G.2. ROLES AND RESPONSIBILITES

This section describes the roles and responsibilities of Government personnel after the IDIQ Contract is awarded. The Government may modify the roles and responsibilities at any time during the period of performance of the IDIQ Contract.

G.2.1. CONTRACT MANAGEMENT

Notwithstanding the Contractor’s responsibility for total management during the performance of this contract, the administration of the contract requires maximum coordination between the Government and the Contractor.  The following individuals will be the Government points of contact during the performance of the contract.  Section Section G8 for contact information.

G.2.2. CONTRACTING OFFICER (KO)

i. Contract Administration. All contract administration will be handled by the DITCO-NCR KO.  Communications pertaining to contractual administrative matters shall be addressed to the KO and Specialist(s).  No changes in or deviation from the scope of work shall be effected without a written modification to the contract executed by the KO authorizing such changes.

ii. Designation of Representatives. The KO may designate individuals to act as COR under the contract. CORs may provide technical guidance in direction of the work, but they will not be authorized to change any of the terms and conditions of the contract. CORs will be designated by a letter of appointment from the KO.  Specific COR duties can be found in the DoD COR Handbook, which is located at: http://www.acq.osd.mil/dpap/cpic/cp/docs/USA001390-12_DoD_COR_Handbook_Signed.pdf.

G.2.3.  CONTRACTING OFFICER’S REPRESENTATIVE (COR)  

CORs are responsible for defining requirements, monitoring and evaluating the Contractor’s performance, providing technical support to the KO on Contracting issues, and providing acceptance and rejection information to the Accounting and Finance Section for all invoice processing.

i. At contract award, or at other times when required throughout the contract’s period of performance, the CORs will be designated on authority of the KO, to monitor and coordinate all technical aspects and assist in the administration of the contract. CORs are responsible for ensuring that the contract is administered properly and are responsible for performing the duties described in the COR designation letter. 

ii. All contacts with agencies of the Government and interface with other Contractors required in the performance of this contract shall be accomplished only through the direction and with the coordination of the COR. The responsibilities and limitation of the CORs are contained in the COR designation letter. 

G.2.4. TECHNICAL COORDINATION

i. Performance of work under this contract shall be in compliance with the requirements documents (i.e. Performance Work Statement (PWS)) and terms and conditions of the contract.  The Contractor shall use the PWS together with other applicable portions of the basic award for the description of its capabilities and ability to propose appropriate services when solicited in future task orders.

ii. All technical coordination shall remain within the scope of this contract and that of individual task orders. No oral statements of any person shall in any manner or degree modify or otherwise affect the terms of this contract or of the task orders. Technical coordination shall not result in any action that:

(a) Constitutes an assignment of additional work outside the requirements Statement of Work (SOW), PWS or task order.
(b) Constitutes a change as defined in the Contract clauses 52.243-1, Changes Fixed-Price and 52.243-2, Changes - Cost-Reimbursement, as applicable.
(c) Causes an increase in the total Contract ceiling amount, task order price, or the time required for contract or task order performance.
(d) Changes any of the expressed terms, conditions or specifications of this contract or any approved task orders.
(e) Interferes with the Contractor’s right to perform the terms and conditions of the Contract or subsequent task orders.

G.3. Contract Level Small Business Participation Plan Reporting 

a. Semi-annually the Contractor shall report as a part of their quarterly contract status reports with information concerning their performance under its small business participation plan via email to the KO and COR with a “cc” to the Office of Small Business Programs (disa.meade.osbp.mbx.disa-small-business-office@mail.mil) following the reporting schedule below:  

Reporting Period				Report Due Date
October 1 – March 31				April 30
April 1 – September 30			October 30 

The small business participation plan report shall cover the following: 

1. Accomplishments towards meeting proposed small business participation objectives presented in Small Business Participation Plan

· Identify the small businesses that performed work during the reporting period.

2. Small business subcontracts awarded during the reporting period

· Contractor name and socioeconomic category
· Dollar value of subcontract
· Type of product or service provided by the subcontractor
· Nature of the agreement (for example purchase orders, teaming agreements, letters of commitment) and/ or subcontract type

3. Specific initiatives to enhance small business utilization or capabilities, if any.  The small business participation plan semi-annual reporting shall address the Contractor’s overall small business utilization at the contract level.

b. For other-than-small businesses, the small business participation plan semi-annual reporting requirement is separate from the eSRS reporting submission requirements.  A negative report is required when there is no activity or no subcontracting in the preceding reporting period.  To satisfy the negative report requirement, send an email to the KO and COR with a “cc” to the Office of Small Business Programs (disa.meade.osbp.mbx.disa-small-business-office@mail.mil)] with a statement of “NO SUBCONTRACTING ACTIVITY TO REPORT FOR THIS REPORTING PERIOD.”  The negative report submitted should contain the Contractor’s contract number and report period in the email subject line.

G.4. ACCESS TO CONTRACTOR FACILITIES 

The COR designated on the contract and individual task orders and/or other authorized Government personnel shall be allowed access to the Contractor’s facilities or other work locations utilized under this contract during normal working hours provided the visitor has complied with the visit planning and coordination requirements of FAR 42.402.

G.5. LABOR CATEGORY ADDITIONS

The Labor Categories that are incorporated into the IDIQ Contract were written to encompass the broad scope of information technology requirements for the contract. Additional Labor Categories will not be added to the IDIQ Contract unless they are within the contract’s scope of work.  DISA reserves the right to add new Labor Categories throughout the life of the IDIQ Contract should it be necessary and in the best interest of the Government.  All labor categories in task orders are restricted to those within the IDIQ contract at the time the task order is awarded.

G.6. FFP MONTHLY PAYMENT SCHEDULE

The Contractor shall submit invoices in accordance with a schedule established for each individual task order (TO).


 

CLAUSES INCORPORATED BY REFERENCE


	252.232-7003 
	Electronic Submission of Payment Requests and Receiving Reports 
	DEC 2018 
	 


 

CLAUSES INCORPORATED BY FULL TEXT


[bookmark: PD000028]52.216-19      ORDER LIMITATIONS  (OCT 1995)

(a) Minimum order.  When the Government requires supplies or services covered by this contract in an amount of less than $500.00, the Government is not obligated to purchase, nor is the Contractor obligated to furnish, those supplies or services under the contract.

(b) Maximum order.  The Contractor is not obligated to honor -

(1)  Any order for a single item in excess of $11,207,046,403 with an additional $449,257,751 for the 52.217-8 6 month period for a total of $11,656,304,154.35 ;

(2)  Any order for a combination of items in excess of $11,207,046,403 with an additional $449,257,751 for the 52.217-8 6 month period for a total of $11,656,304,154.35 ; or


(3) A series of orders from the same ordering office within 10 days that together call for quantities exceeding the limitation in paragraph (b) (1) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the Federal Acquisition Regulation (FAR)), the Government is not required to order a part of any one requirement from the Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding the maximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office within 15 days after issuance, with written notice stating the Contractor's intent not to ship the item (or items) called for and the reasons.  Upon receiving this notice, the Government may acquire the supplies or services from another source.

(End of clause)

[bookmark: wp1115041]



252.201-7000     CONTRACTING OFFICER'S REPRESENTATIVE (DEC 1991)

(a) "Definition.  Contracting officer's representative" means an individual designated in accordance with subsection 201.602-2 of the Defense Federal Acquisition Regulation Supplement and authorized in writing by the contracting officer to perform specific technical or administrative functions.

(b) If the Contracting Officer designates a contracting officer's representative (COR), the Contractor will receive a copy of the written designation.  It will specify the extent of the COR's authority to act on behalf of the contracting officer.  The COR is not authorized to make any commitments or changes that will affect price, quality, quantity, delivery, or any other term or condition of the contract.

(End of clause)



[bookmark: PD000027]252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (DEC 2018)
 

(a) Definitions. As used in this clause—

“Department of Defense Activity Address Code (DoDAAC)” is a six position code that uniquely identifies a unit, activity, or organization.

“Document type” means the type of payment request or receiving report available for creation in Wide Area WorkFlow (WAWF).

“Local processing office (LPO)” is the office responsible for payment certification when payment certification is done external to the entitlement system.

“Payment request” and “receiving report” are defined in the clause at 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(b) Electronic invoicing. The WAWF system provides the method to electronically process vendor payment requests and receiving reports, as authorized by Defense Federal Acquisition Regulation Supplement (DFARS) 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports.

(c) WAWF access. To access WAWF, the Contractor shall—

(1) Have a designated electronic business point of contact in the System for Award Management at https://www.sam.gov; and

(2) Be registered to use WAWF at https://wawf.eb.mil/ following the step-by-step procedures for self-registration available at this web site.

(d) WAWF training. The Contractor should follow the training instructions of the WAWF Web-Based Training Course and use the Practice Training Site before submitting payment requests through WAWF. Both can be accessed by selecting the “Web Based Training” link on the WAWF home page at https://wawf.eb.mil/.

(e) WAWF methods of document submission. Document submissions may be via web entry, Electronic Data Interchange, or File Transfer Protocol.

(f) WAWF payment instructions. The Contractor shall use the following information when submitting payment requests and receiving reports in WAWF for this contract or task or delivery order:

(1)  Document type. The Contractor shall submit payment requests using the following document type(s):

(i) For cost-type line items, including labor-hour or time-and-materials, submit a cost voucher.

(ii) For fixed price line items—

(A) That require shipment of a deliverable, submit the invoice and receiving report specified by the Contracting Officer.

Not Applicable.

(B) For services that do not require shipment of a deliverable, submit either the Invoice 2in1, which meets the requirements for the invoice and receiving report, or the applicable invoice and receiving report, as specified by the Contracting Officer.

FFP: Services Only without ODC (2 in 1)
FFP: Services & Materials (Combo)
Cost: (CR, TM, LH, etc) (Cost Voucher)

(iii) For customary progress payments based on costs incurred, submit a progress payment request.

(iv) For performance based payments, submit a performance based payment request.

(v) For commercial item financing, submit a commercial item financing request.

(2) Fast Pay requests are only permitted when Federal Acquisition Regulation (FAR) 52.213-1 is included in the contract.

[Note: The Contractor may use a WAWF “combo” document type to create some combinations of invoice and receiving report in one step.]

(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in applicable fields in WAWF when creating payment requests and receiving reports in the system.

Routing Data Table*
	Field Name in WAWF
	Data to be entered in WAWF

	Pay Official DoDAAC
	HQ0801

	Issue By DoDAAC
	HC1047

	Admin DoDAAC**
	HC1047

	Inspect By DoDAAC
	N/A

	Ship To Code
	H98294

	Ship From Code
	N/A

	Mark For Code
	N/A

	Service Approver (DoDAAC)
	H98294

	Service Acceptor (DoDAAC)
	H98294

	Accept at Other DoDAAC
	N/A

	LPO DoDAAC
	N/A

	DCAA Auditor DoDAAC
	HAA031

	Other DoDAAC(s)
	N/A


 (4) Payment request. The Contractor shall ensure a payment request includes documentation appropriate to the type of payment request in accordance with the payment clause, contract financing clause, or Federal Acquisition Regulation 52.216-7, Allowable Cost and Payment, as applicable.
(5) Receiving report. The Contractor shall ensure a receiving report meets the requirements of DFARS Appendix F.
(g) WAWF point of contact.
Ship To/Service Acceptor: DoDAAC: HC1047 
Name: (To be filled in at the task order level) 
Phone Number: (To be filled in at the task order level) 
E-Mail: (To be filled in at the task order level)

Alternate Acceptor: DoDAAC: HC1047 
Name: (To be filled in at the task order level) 
Phone Number: (To be filled in at the task order level) 
E-Mail: (To be filled in at the task order level)
(1) The Contractor may obtain clarification regarding invoicing in WAWF from the following contracting activity’s WAWF point of contact.
Not Applicable.
(2) Contact the WAWF helpdesk at 866-618-5988, if assistance is needed.
(End of clause)






[bookmark: PD000024]
G.8.  POINTS OF CONTACT
(TO BE FILLED IN AT AWARD)

Contracting Officer
Name: 
Organization/Office Symbol: 
Phone No.: 
E-Mail Address: 

Contract Specialist 
Name: 
Organization/Office Symbol: 
Phone No.: 
E-Mail Address: 

Customer/COR/TM Point of Contact Name:
Organization/Office Symbol:
Phone No.:
E-Mail Address:

Contractor Point of Contact Contractor Legal Business Name:
DUNS:
CAGE CODE:
Contractor POC:
E-Mail Address:
Phone Number:
Fax Number:


(End of text)




[bookmark: PD000023]G.9. CONTRACT/ORDER CLOSEOUT - FIXED-PRICE, TIME-AND-MATERIALS, OR LABOR-HOURS

Timely contract closeout is a priority under this contract/order.  The Contractor shall submit a final invoice within ninety (90) calendar days after the expiration of this contract/order, unless the Contractor requests and is granted an extension by the Contracting Officer, in writing.  In addition, and concurrent with the submission of the final invoice, the Contractor shall notify the Contracting Officer of the amount of excess funds that can be deobligated from this contract/order so the closeout process can begin as soon as possible upon expiration of this contract/order.  A bilateral contract/order closeout modification will be forwarded to the Contractor by the Contracting Officer and must be signed by the Contractor and returned to the Contracting Officer within thirty (30) calendar days of issuance of the modification.  A Contractor’s failure to respond and/or sign the bilateral closeout modification within thirty (30) calendar days of receipt will constitute approval of the terms of the modification and the modification will subsequently be processed unilaterally by the Contracting Officer to deobligate excess funds and close this contract/order.

If this contract/order contains option periods, the Contractor is required to submit an invoice within ninety (90) calendar days after expiration of the base period of performance and the expiration of each exercised option period of performance to allow for deobligation of excess funds that were obligated in those respective periods of performance.

(End of text)

[bookmark: section8]
Section H - Special Contract Requirements

SECTION H
[bookmark: PD000031]H.1. RELEASE OF INFORMATION / PUBLICATIONS

No news release (including photographs and films, public announcements, denial or confirmation of the same) on any part of the subject matter of this contract or any phase of the tasks hereunder shall be made without the prior written approval of the KO and DISA Public Affairs Office and if Congressionally related, DISA’s Congressional Affairs. See also Section I, DFARS clause 252.204-7000 ―Disclosure of Information and item 12 of the DD Form 254.

The Government maintains overall responsibility for consistent messaging and information to the public about Government programs. All DES-related messaging will remain focused on the appropriate audience, which is clearly defined as Mission Partners/DOD. As such, the Government requires the review and approval of any Press/News Releases under this contract. Government review and approval includes, but is not limited to, the following DES-related items by a Contractor and/or subcontractor: Marketing / Promotional Materials and Brochures; Datasheets/ Slick Sheets; website(s) pages explaining or mentioning the DES-related service; Written presentations (e.g. DoD monthly stakeholder meetings, other conferences and events); Print media (e.g. Trade magazines and other publications); Banners and other signage (e.g. Mass Transit banners); Public media (e.g. Radio, Television and News spots); Social media (e.g. LinkedIn, Facebook, Twitter, Instagram); and Webinars/Blogs. The following disclaimer will be placed prominently on all Contractor and/or subcontractor materials: “[VENDOR NAME] is providing services to DoD customers under Contract [CONTRACT NUMBER].” Requests for reviews and approvals shall come through the PCO.

H.2. OBSERVANCE OF LEGAL HOLIDAYS AND EXCUSED ABSENCES

a. The Government hereby provides notice and the Contractor hereby acknowledges receipt that Government personnel observe the listed days as holidays and services under this contract will not be required on Federal holidays or closures by Executive Order.

· New Year‘s Day
· Martin Luther King Jr Day
· Presidents’ Day
· Memorial Day
· Independence Day
· Labor Day
· Columbus Day
· Veterans Day
· Thanksgiving Day
· Christmas Day

Federal employees in the Washington, DC, area are entitled to a holiday on the day a President is inaugurated (January 20 following a Presidential election).  Employees are entitled to this holiday if they are employed in-

1. the District of Columbia;
2. Montgomery and Prince Georges Counties in Maryland;
3. Arlington and Fairfax Counties in Virginia; and
4. the cities of Alexandria and Falls Church in Virginia.

When Inauguration Day is moved to January 21st because January 20th falls on Sunday, Federal employees in the Washington, DC, area who would otherwise work on Monday, January 21st, are entitled to a holiday on that day.

b. In addition to the days designated as holidays, the Government observes the following days: 

* Any other day designated by Federal Statute 
* Any other day designated by Executive Order 
* Any other day designated by a President‘s Proclamation

c. It is understood and agreed between the Government and the Contractor that observance of such days by Government personnel shall not otherwise be a reason for an additional period of performance, or entitlement to compensation except when services are required by the Government and actually performed on a holiday.  Whenever the Government is shut down for some unforeseen reason (i.e. death of a former President, unusually severe weather), the shutdown falls within the scope of Executive Order 11582 of February 11, 1971 and of 5 USC 5546 and 6103(b), all of which govern the observance of holidays by Government agencies. Unforeseen shut downs will be treated as a Federal holiday and will be applied to contractor personnel accordingly.  Section 2 of the Executive Order does allow agencies to require that certain personnel report for work on days that the Government is shut down for reasons of national security, defense, or other public need.

H.3. GOVERNMENT-CONTRACTOR RELATIONSHIPS

a. Non-personal Services. The parties agree that the services to be provided under this contract are non-personal and that no employer/employee or master/servant relationships exist or will exist between the Government and the Contractor’s employees.

b. Prohibitions. Contractor personnel under this contract shall not:

(1) Be placed in a position where they are appointed or employed by a Federal Official, or are under the supervision, direction, or evaluation of a Federal Officer, Military or Civilian.
(2) Be placed in a staff or policy making position or be asked to exercise personal judgment or discretion on behalf of the Government.
(3) Be placed in a position of command, supervision, administration or control over Military or Civilian Personnel, or personnel of other Contractors, or become a part of the Government organization.
(4) Be used for the purpose of avoiding manpower ceilings or other personnel rules and regulations of the DoD or the Federal Government.
(5) Be used in administration or supervision of military procurement activities.

c. Employee Relationship. Local rules, regulations, directives and requirements issued by military and civilian authorities pursuant to their responsibility for the administration and security of Government and military installations are applicable to Contractor personnel entering the offices or installations or traveling via Government- owned transportation. The Contractor agrees that compliance will not be construed to establish any degree of Government control consistent with a personal services contract.

H.4. MANDATORY TRAINING

All Contractor personnel requiring access to the DoDNet shall complete DISA and DoD required training.  DISA required training courses are found at https://cmis.disa.mil/training/lms/index.cfm?start=mtl.  Personnel who fail to complete the required training by the stated deadlines for completion may have their access to the DoDNet revoked and/or be removed from performance on the contract.  In the event the services are impacted, reduced, compromised, etc., the KO may request an equitable adjustment.

H.5. USE OF GOVERNMENT-FURNISHED COMPUTERS

a. Computers furnished under this contract shall be used for official business only. Contractor personnel shall not use computers furnished under this contract for any use other than to perform the requirements of this contract. Contractor personnel shall not install any software on Government furnished computers unless consent is obtained from the KO or COR.

b. Information services available on the Government furnished computers shall only be used for official business only. Examples of information services include DISA network (DISANet), Internet, Intranet, World Wide Web, and electronic mail.

c. Access to Government information services is granted as a privilege, and use of such services constitutes consent to monitoring. Information services use will be monitored to ensure the protection of DoD networks and information and to verify and enforce compliance with this contractual requirement.

d. In the event Contractor personnel use Government furnished computers and/or information services for other than official business, the Contractor shall be required to provide the Government with monetary consideration in the form of credits against the contract as determined by the KO. In addition, if requested by the KO, the Contractor shall be required to replace the individual who misused the Government furnished computers and/or information services within 10 working days.

e. The following are examples of misuse of information services:

(1) Illegal, fraudulent, or malicious activities.

(2) Partisan political activity, political or religious lobbying or advocacy, or activities on behalf of organizations having no affiliation with DISA or DoD.

(3) Activities whose purposes are for personal or commercial financial gain. These activities may include chain letters, solicitation of business or services, sales of personal property.

(4) Unauthorized fundraising or similar activities, whether for commercial, personal, or charitable purposes.

(5) Accessing, storing, processing, displaying or distributing offensive or obscene material such as pornography and hate literature.

(6) Annoying or harassing another person, e.g., by sending or displaying uninvited e-mail of a personal nature or by using lewd or offensive language in an e-mail message.

(7) Using another person's account or identity without his or her explicit permission, e.g., by forging e-mail.

(8) Viewing, damaging, or deleting files or communications belonging to others without appropriate authorization or permission.

(9) Permitting any unauthorized person to access a DISA or DoD-owned system.

(10) Modifying or altering the operating systems or system configuration (including the installation of software) without obtaining written authorization from the KO or COR.

H.6. PROPOSED PERSONNEL

If any proposed personnel become unavailable after proposal submission, the Contractor is required to provide a    substitute upon award on the same terms and with equal or greater qualifications than the individual originally proposed.  If personnel are not readily available, invoices shall be reduced until fully staffed. 

H.7. NON-DISCLOSURE OF SENSITIVE AND/OR PROPRIETARY DATA

a. Access to Information. The Contractor recognizes that in the performance of this Contract it may receive or have access to certain sensitive information, including information provided on a proprietary basis by other Contractors, equipment manufacturers and other private or public entities. The Contractor agrees to use and examine this information exclusively in the performance of this contract and to take the necessary steps in accordance with Government regulations to prevent disclosure of such information to any party outside the Government or Government-designated support Contractors possessing appropriate proprietary agreements, as listed in paragraphs a through d.

b. Indoctrination of Personnel. The Contractor agrees to indoctrinate its personnel who have access as to the sensitive nature of the information and the relationship under which the Contractor has possession of or access to the information. Contractor personnel shall not engage in any other action, venture or employment wherein sensitive information will be used for the profit of any party other than those furnishing the information. The Nondisclosure Agreement for Contractor Employees at Section J, Attachment 10, shall be signed by all indoctrinated personnel and forwarded to the KO, COR, and Task Order CORs for retention, prior to commencement of work. The Contractor shall restrict access to sensitive/proprietary information to the minimum number of employees necessary for contract performance.

c. Signed Agreements.

(1) The Contractor further agrees to sign an agreement to this effect with carriers, and other private or public entities providing proprietary data for performance under this contract. As part of this agreement, the Contractor shall inform all parties of its agreement to allow certain Government-designated Contractors access to all data as required by the Government. One copy of each signed agreement shall be forwarded to the KO. These shall be signed prior to work commencing.

(2) In addition, the Contractor shall be required to coordinate and exchange directly with other Contractors as designated by the Government for information pertinent and essential to performance of task orders issued under this contract. The Contractor shall discuss and attempt to resolve any problems between the Contractor and those Contractors designated by the Government. The KO shall be notified in writing of any disagreement(s) which has (have) not been resolved in a timely manner, and furnish the KO copies of communications between the Contractor and associate Contractor(s) relative to contract performance. Further, the close interchange between Contractor(s) may require access to or release of proprietary data. In such an event, the Contractor shall enter into agreement(s) with the Government designated Contractor (s) to adequately protect such proprietary data from unauthorized use or disclosure so long as it remains proprietary. A copy of such agreement shall be provided to the KO.

d. Remedy for Breach. The Contractor agrees that any breach or violation of the certifications or restrictions of this clause shall constitute a material and substantial breach of the terms, conditions and provisions of the contract and that the Government may, in addition to any other remedy available, terminate this contract for default in accordance with the provisions of FAR 52.249-6 - Termination (Cost-Reimbursement), FAR 52.259-6 – Termination (Cost- Reimbursement), Alt IV, and FAR 52.249-8 - Default (Fixed-Price Supply and Service). Nothing in this clause or contract shall be construed to mean that the Government shall be liable to the owners of proprietary information in any way for the unauthorized release or use of proprietary information by this Contractor or its subcontractors.

H.8. WORK ON A GOVERNMENT INSTALLATION

In performing on-site work under this contract on a Government installation or in a Government building, the Contractor shall:

a. Conform to the specific safety requirements established by a task order.

b. Comply with the safety rules of the Government installation that concern related activities not directly addressed in this contract.

c. Take all reasonable steps and precautions to prevent accidents and preserve the life and health of Contractor and Government personnel connected in any way with performance under this contract.

d. Take such additional immediate precautions as the KO, COR, or Task Order COR may reasonably require for safety and accident prevention purposes.

e. Conform to all security requirements as specified in the DD Form 254 and security requirements as specified in the Task Order PWS.

H.9. SECURITY CLEARANCES

Individual task orders may require Secret or Top Secret (TS) Facility Site Clearances, or may not require a Facility Site Clearance at all.

The IDIQ Contract’s firm fixed price ceiling rates cover work at all classifications levels and will not be adjusted based on task order classification levels.

The Contractor is responsible for providing personnel with appropriate security clearances to ensure compliance with Government security regulations, as specified on individual task orders. The Contractor shall fully cooperate on all security checks and investigations by furnishing requested information to verify the Contractor employee's eligibility for any required clearance.

H.10.  THEATER BUSINESS CLEARANCE (TBC) OR STATUS OF FORCES AGREEMENTS (SOFA) KOREA (OR JAPAN)

Work under this contract may be performed at locations listed in Attachment 11, SOO Appendex B, Places of Performance.  The Contractor is responsible for ensuring applicable agreements are in place and designated contractor personnel have the appropriate paperwork to perform in the designated theater of operations.

H.11. ORGANIZATIONAL AND CONSULTANT CONFLICTS OF INTEREST (OCCI)

(a) An offeror shall identify in its proposal, quote, bid or any resulting contract, any potential or actual Organizational and Consultant Conflicts of Interest (OCCI) as described in FAR Subpart
9.5. This includes actual or potential conflicts of interests of proposed subcontractors.  If an offeror identifies in its proposal, quote, bid or any resulting contract, a potential or actual conflict of interests the offeror shall submit an Organizational and Consultant Conflicts of Interest Mitigation Plan  to the contracting officer.  The Organizational and Consultant Conflicts of Interest Mitigation Plan shall describe how the offeror addresses potential or actual conflicts of interest and identify how they will avoid, neutralize, or mitigate present or future conflicts of interest.

(b) Offerors must consider whether their involvement and participation raises any OCCI issues, especially in the following areas when:

(1) Providing systems engineering and technical direction.

(2) Preparing specifications or work statements and/or objectives. 
(3) Providing evaluation services.
(4) Obtaining access to proprietary information.

(c)  If a prime contractor or subcontractor breaches any of the OCCI restrictions, or does not disclose or misrepresents any relevant facts concerning its conflict of interest, the government may take appropriate action, including terminating the contract, in additional to any remedies that may be otherwise permitted by the contract or operation of law.

(End of text)

H.12. REQUIREMENT TO SUBMIT AN ELECTRONIC PRODUCT LIST

The contractor shall submit the following in addition to complying with all requirements of
DFARS 252.211-7003, Item Identification and Valuation:

(a) Complete the Electronic Product List (EPL) attached to this contract for all products delivered under this contract.  If a copy of the EPL has not been provide with the contract document, the EPL should be obtained from the Contracting Officer.  A separate EPL shall be submitted each time products are delivered under this contract, including when products are replaced through a warranty or service support agreement.

(b) The EPL shall be delivered electronically for review and approval to the Acceptor identified as the Customer/COR/TM Point of Contact identified in the DITCO additional text titled: Points of Contact,  if method of payment is via the government purchase card, or the WAWF point of contact identified in the clause at DFARS 252.232-7006, Wide Area WorkFlow Payment Instructions for contracts process through WAWF.  A copy of the EPL shall also be submitted to the Manpower, Personnel and Security (MPS) Directorate at the following email address: disa.meade.mps.list.mps31-warehouse-branch-cam-l@mail.mil.

(c) The contractor shall submit the EPL to the Acceptor and MPS in advance of or concurrently with delivery of products. The Acceptor will not accept products delivered under this contract until the EPL is approved.

(d)  If the EPL is delivered in advance of the products, the Acceptor will notify the contractor via email if the list is approved or disapproved.  If the EPL is delivered concurrently with the products, acceptance of the products delivered via WAWF will also serve as approval of the
EPL.

(End of text)

H.13.  LETTER(S) OF AUTHORIZATION

Some travel to duty locations will require a Letter of Authorization (LOA). As noted in DFARS PGI 225.7402-3(e), a LOA is necessary to enable a Contractor employee to process through a deployment processing center; to travel to, from, and within a theater of operations; and, to identify any additional authorizations and privileges. As required the Contractor shall initiate a LOA for each prospective traveler. The Contractor shall use the Synchronized Pre- deployment & Operational Tracker (SPOT) web-based system at http://www.dod.mil/bta/products/spot.html, to enter and maintain data with respect to traveling/deployed personnel, and to generate LOAs. When necessary, and if in the Government’s interest, the Contractor may also initiate a LOA request to provide an official traveler access to Government facilities and to take advantage of travel discount rates in accordance with Government contracts and/or agreements. All privileges, services, and travel rate discount access are subject to availability and vendor acceptance. LOAs shall be signed/approved by the Contracting/ Ordering Officer for the contract/order who is registered in the SPOT system.

OCONUS Immunization Requirements. Contractor employees who deploy to locations that require immunizations shall do so in accordance with Department of Defense Instruction (DoDI) 6205.4.  As mandated by the Federal Republic of Germany, all Contractor personnel working in Germany under this contract shall obtain a Technical Expert Status Accreditation (TESA). TESA Memorandum of Instructions will be provided upon contract award.

Invited Contractor (IC) and Technical Representative (TR) status shall be governed by the U.S.–ROK (Republic of Korea) Status of Forces Agreement (SOFA), as implemented by United States Forces Korea (USFK) Reg. 700-19, which can be found under the “publications” tab on US Forces Korea homepage http://www.usfk.mil.

(a) Definitions. As used in this section --

“U.S. – ROK Status of Forces Agreement” (SOFA) means the Mutual Defense Treaty between the Republic of Korea and the United States of America, regarding facilities and areas and the Status of U.S. Armed Forces in the Republic of Korea, as amended.

“Combatant Commander” means the commander of a unified or specified combatant command established in accordance with 10 U.S.C. 161. In Korea, the Combatant Commander is the Commander, United States Pacific Command. “United States Forces Korea” (USFK) means the subordinate unified command through which US forces would be sent to the Combined Forces Command fighting components.

“Commander, United States Forces Korea” (COMUSK) means the commander of all U.S. forces present in Korea. In the Republic of Korea, COMUSK also serves as Commander, Combined Forces Command (CDR CFC) and Commander, United Nations Command (CDR UNC).

“USFK, Assistant Chief of Staff, Acquisition Management” (USFK/FKAQ) means the principal staff office to USFK for all acquisition matters and administrator of the U.S.–ROK SOFA as applied to US and Third Country Contractors under the Invited Contractor (IC) and Technical Representative (TR) Program (USFK Reg 700-19).

“Responsible Officer (RO)” means a senior DOD employee (such as a military E5 and above or civilian GS-7 and above), appointed by the USFK Sponsoring Agency (SA), who is directly responsible for determining and administering appropriate logistics support for IC/TRs during contract performance in the ROK.

(b)  IC or TR status under the SOFA is subject to the written approval of USFK, Assistant Chief of Staff, Acquisition Management (FKAQ), Unit #15289, APO AP 96205-5289.
(c) The Contracting Officer will coordinate with HQ USFK/FKAQ, IAW FAR 25.8, and USFK Reg 700-19. FKAQ will determine the appropriate Contractor status under the SOFA and notify the Contracting Officer of that determination.

(d) Subject to the above determination, the Contractor, including its employees and lawful dependents, may be accorded such privileges and exemptions under conditions and limitations as specified in the SOFA and USFK Reg 700-19. These privileges and exemptions may be furnished during the performance period of the contract, subject to their availability and continued SOFA status. Logistics support privileges are provided on an as-available basis to properly authorized individuals. Some logistics support may be issued as Government Furnished Property or transferred on a reimbursable basis.

(e) The Contractor warrants and shall ensure that collectively and individually, its officials and employees performing under this contract will not perform any contract, service, or other business activity in the ROK, except under U.S. Government contracts, and that performance is IAW the SOFA.

(f) The Contractor’s direct employment of any Korean-National labor for performance of this contract shall be governed by ROK labor law and USFK regulation(s) pertaining to the direct employment and personnel administration of Korean National personnel.

(g) The authorities of the ROK have the right to exercise jurisdiction over invited Contractors and technical representatives, including Contractor officials, employees and their dependents, for offenses committed in the ROK and punishable by the laws of the ROK. In recognition of the role of such persons in the defense of the ROK, they will be subject to the provisions of Article XXII, SOFA, related Agreed Minutes and Understandings. In those cases in which the authorities of the ROK decide not to exercise jurisdiction, they shall notify the U.S. military authorities as soon as possible. Upon such notification, the military authorities will have the right to exercise jurisdiction as is conferred by the laws of the U.S.

(h) Invited Contractors and technical representatives agree to cooperate fully with the USFK Sponsoring Agency (SA) and Responsible Officer (RO) on all matters pertaining to logistics support and theater training requirements. Contractors will provide the assigned SA prompt and accurate reports of changes in employee status as required by USFK Reg 700-19.

(i) Theater Specific Training. Training Requirements for IC/TR personnel shall be conducted in accordance with USFK Reg 350-2, “Theater Specific Required Training for all Arriving Personnel and Units Assigned to, Rotating to, or in Temporary Duty Status to USFK.” IC/TR personnel shall comply with requirements of USFK Reg 350-2.

(j) Except for Contractor air crews flying Air Mobility Command missions, all U.S. Contractors performing work on USAF classified contracts will report to the nearest Security Forces Information Security Section for the geographical area where the contract is to be performed to receive information concerning local security requirements.

(k) Invited Contractor and technical representative status may be withdrawn by USFK/FKAQ upon:

(1) Completion or termination of the contract.

(2) Determination that the Contractor or its employees are engaged in business activities in the ROK other than those pertaining to U.S. armed forces.

(3) Determination that the Contractor or its employees are engaged in practices in contravention of Korean law or USFK regulations.

(l) It is agreed that the withdrawal of invited Contractor or technical representative status, or the withdrawal of, or failure to provide any of the privileges associated therewith by the U.S. and USFK, shall not constitute grounds for excusable delay by the Contractor in the performance of the contract and will not justify or excuse the Contractor defaulting in the performance of this contract. Furthermore, it is agreed that withdrawal of SOFA status for reasons outlined in USFK Reg 700-19, Section II, paragraph 6, shall not serve as a basis for the Contractor filing any claims against the U.S. or USFK. Under no circumstance shall the withdrawal of SOFA Status or privileges be considered or construed as a breach of contract by the U.S. Government.

(m) Support.
(1) Unless the terms and conditions of this contract place the responsibility with another party, the COMUSK will develop a security plan to provide protection, through military means, of Contractor personnel engaged in the theater of operations when sufficient or legitimate civilian authority does not exist.

(2)(i) All Contractor personnel engaged in the theater of operations are authorized resuscitative care, stabilization, hospitalization at level III military treatment facilities, and assistance with patient movement in emergencies where loss of life, limb, or eyesight could occur. Hospitalization will be limited to stabilization and short-term medical treatment with an emphasis on return to duty or placement in the patient movement system.

(ii) When the Government provides medical or emergency dental treatment or transportation of Contractor personnel to a selected civilian facility, the Contractor shall ensure that the Government is reimbursed for any costs associated with such treatment or transportation.

(iii) Medical or dental care beyond this standard is not authorized unless specified elsewhere in this contract.

(2) Unless specified elsewhere in this contract, the Contractor is responsible for all other support required for its personnel engaged in the theater of operations under this contract.

(n) Compliance with laws and regulations. The Contractor shall comply with, and shall ensure that its personnel supporting U.S. Armed Forces in the Republic of Korea as specified in paragraph (b)(1) of this clause are familiar with and comply with, all applicable—

(1) United States, host country, and third country national laws;

(2) Treaties and international agreements;

(3) United States regulations, directives, instructions, policies, and procedures; and,

(4) Orders, directives, and instructions issued by the COMUSK relating to force protection, security, health, safety, or relations and interaction with local nationals. Included in this list are force protection advisories, health advisories, area (i.e. “off-limits”), prostitution and human trafficking and curfew restrictions.

(o) Vehicle or equipment licenses. IAW USFK Regulation 190-1, Contractor personnel shall possess the required licenses to operate all vehicles or equipment necessary to perform the contract in the theater of operations. All Contractor employees/dependents must have either a Korean driver’s license or a valid international driver’s license to legally drive on Korean roads.

(p) Evacuation.

(1) If the COMUSK orders a non-mandatory or mandatory evacuation of some or all personnel, the Government will provide assistance, to the extent available, to United States and third country national Contractor personnel.

(2) Non-combatant Evacuation Operations (NEO).

(i) The Contractor shall designate a representative to provide Contractor personnel and dependents information to the servicing NEO warden as required by direction of the Responsible Officer.

(ii) If contract period of performance in the Republic of Korea is greater than six months, non-emergency essential Contractor personnel and all IC/TR dependents shall participate in at least one USFK sponsored NEO exercise per year.

(q) Next of kin notification and personnel recovery.

(1) The Contractor shall be responsible for notification of the employee-designated next of kin in the event an employee dies, requires evacuation due to an injury, or is missing, captured, or abducted.

(2) In the case of missing, captured, or abducted Contractor personnel, the Government will assist in personnel recovery actions in accordance with DOD Directive 2310.2, Personnel Recovery.

(3) IC/TR personnel shall accomplish Personnel Recovery/Survival, Evasion, Resistance and Escape (PR/SERE) training in accordance with USFK Reg 525-40, Personnel Recovery Procedures and USFK Reg 350-2 Theater Specific Required Training for all Arriving Personnel and Units Assigned to, Rotating to, or in Temporary Duty Status to USFK.

(r) Mortuary affairs. Mortuary affairs for Contractor personnel who die while providing support in the theater of operations to U.S. Armed Forces will be handled in accordance with DOD Directive 1300.22, Mortuary Affairs Policy and Army Regulation 638-2, Care and Disposition of Remains and Disposition of Personal Effects.

(s) USFK Responsible Officer (RO). The USFK appointed RO will ensure all IC/TR personnel complete all applicable training as outlined in this clause.

All Contractor employees, including subcontractor employees, stationed or assigned on a Government facility shall comply with applicable installation, facility access procedures and local security policies (provided by the

Government security personnel). Should the Force Protection Condition (FPCON) at any individual facility or installation change, the Government may require changes in Contractor security processes or procedures. All Contractors stationed or deployed in OCONUS contingency operations areas and/or designated combat zones shall, upon request, provide all information required for background checks to meet installation access requirements to be accomplished by authorized Government personnel.

The Contractor and subcontractor employees, stationed or assigned on installations, facilities, or controlled areas (to include OCONUS contingency operations areas or designated combat zones) shall complete annual Antiterrorism (AT) Level I Awareness Training and Operations Security (OPSEC) Level 1 Training.

The Contractor employees, including subcontractor employees required to travel overseas as a condition of this contract shall receive Government provided Anti-Terrorism Awareness Briefing specific to the destination countries.

On-Site Support Afghanistan:

US Forces – US Forces Afghanistan (USFOR-A) in the USCENTCOM AOR will provide the Contractor with the following in support of the MPE-S task: (a) billeting (living spaces/quarters with installation security); (b) office, storage and warehouse spaces to include electricity and installation security; (c) fuel will be supplied for the Contractor’s leased vehicles ; (d) commissary and exchange facilities; (e) DSN line access; (f) trash removal at living quarters, office, and storage/warehouse locations; (g) meals; (h) APO/FPO/MPO postal facilities; (i) access to MWR facilities on post; (j) access to laundry services (i.e. pay for service); (j) medical treatment for life threatening situations only (i.e. all other medical needs to be provided by the Contractor).

The Contractor is responsible to provide their own body armor at no cost to the Government.

The Contractor will not be provided firearms and will not be permitted to carry firearms during daily execution of MPE-S tasks.

The Contractor is responsible for all personnel deploying in the CENTCOM AOR to provide CONUS Replacement Center (CRC) training at no cost to the Government.

Local military units/commands operating within the USCENTCOM AOR will provide military airlift/convoys to deployed contract personnel who are required to provide MPE-S in remote/austere locations throughout Afghanistan. Transportation of contract personnel is subject to availability/scheduling of local military commands. Under no circumstance are the Contractor employees to travel to remote/austere locations without scheduled military escort.

H.14.  USE OF GOVERNMENT-FURNISHED COMPUTERS

a. Computers furnished under this contract shall be used for official business only.  Contractor personnel shall not use computers furnished under this contract for any use other than to perform the requirements of this contract.  Contractor personnel shall not install any software on Government furnished computers unless consent is obtained from the KO or Contracting Officer's Representative (COR). 

b. Information services available on the Government furnished computers shall only be used for official business only.  Examples of information services include DoD network (DoDNet), Internet, Intranet, World Wide Web, and electronic mail. 

c. Access to Government information services is granted as a privilege, and use of such services constitutes consent to monitoring.  Information services use will be monitored to ensure the protection of DoD networks and information and to verify and enforce compliance with this contractual requirement. 

d. In the event contractor personnel use Government furnished computers and/or information services for other than official business, the Contractor shall be required to provide the Government with monetary consideration in the form of credits against the contract as determined by the KO.  In addition, if requested by the KO, the Contractor shall be required to replace the individual who misused the Government furnished computers and/or information services within 10 working days. 

e. The following are examples of misuse of information services: 

(1) Illegal, fraudulent, or malicious activities. 
(2) Partisan political activity, political or religious lobbying or advocacy, or activities on behalf of organizations having no affiliation with DISA or DoD. 
(3) Activities whose purposes are for personal or commercial financial gain. These activities may include chain letters, solicitation of business or services, sales of personal property. 
(4) Unauthorized fundraising or similar activities, whether for commercial, personal, or charitable purposes. 
(5) Accessing, storing, processing, displaying or distributing offensive or obscene material such as pornography and hate literature. 
(6) Annoying or harassing another person, e.g., by sending or displaying uninvited e-mail of a personal nature or by using lewd or offensive language in an e-mail message. 
(7) Using another person's account or identity without his or her explicit permission, e.g., by forging e-mail. 
(8) Viewing, damaging, or deleting files or communications belonging to others without appropriate authorization or permission. 
(9) Permitting any unauthorized person to access a DISA or DoD-owned system. 
(10) Modifying or altering the operating systems or system configuration (including the installation of software) without obtaining written authorization from the KO or COR.

(End of text)

H.15. OPTION TO EXERCISE SURGE SUPPORT
The Government may require in-scope surge support during the base or any option period.  Surge support is OPTIONAL and is not a guarantee.  The Contracting Officer may apply surge support to defined task areas of the Performance Work Statement (PWS / Statement of Work (SOW) by written notice to the contractor at least 5 calendar days prior to any unilateral modification.  In cases where a proposal and negotiations are necessary to incorporate the additional support, a bilateral modification will be issued.  Surge support will be realigned under new or existing CLINs for the relevant task areas identified in the PWS/SOW, and an equal amount will be deducted from the Surge CLIN.  Surge support will be provided at the same labor rates proposed and/or same pricing methodology proposed for non-labor support and found fair and reasonable at the time of contract/task order award for the applicable ordering period.  When surge support is realigned under cost-type CLINs, if actual, reimbursable labor rates exceed the labor rates originally proposed and found fair and reasonable at time of contract/task order award, the contractor is only entitled to a fee amount based on the originally proposed labor rates.
(End of text)

H.16.  ENTERPRISE-WIDE CONTRACTOR MANPOWER REPORTING APPLICATION (eCMRA) REPORTING
The contractor shall ensure ALL contractor labor hours including subcontractor, at all levels/tiers, labor hours required for the performance of services provided under this contract are reported via a secure data collection site.

The contractor and all subcontractors, at all levels/tiers, providing direct labor under this contract shall report complete and accurate data for the labor executed during the period of performance during each Government fiscal year (FY), which runs from October 1 to September 30.  The Contractor shall input the data into the appropriate eCMRA reporting tool, which can be accessed via a secure web site at http://www.ecmra.mil/.  There are four separate eCMRA tools: Army, Air Force, Navy and All Other Defense Components.  The appropriate eCMRA reporting tool to use is determined by the requiring activity being supported (e.g., if DISA awards a contract for an Air Force requiring activity, the contractor shall load the required reporting data in the “Department of Air Force CMRA” tool).  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  The contractor shall completely fill in all required data fields.  The contractor shall enter initial data into the appropriate eCMRA tool to establish the basic contract record no later than 15 working days after receipt of contract award or contract modification incorporating this clause.  The contractor shall notify the Contracting Officer Representative (COR) when the basic contract record has been established in the appropriate eCMRA tool.

eCMRA User Manuals and Frequently Asked Questions (FAQs) are available at http://www.ecmra.mil/
Contractors may direct technical questions to the eCMRA help desk at
usaf.pentagon.saf-aq.mbx.cmra-help-desk-dod@mail.mil 
(End of text)
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	52.203-5 
	Covenant Against Contingent Fees 
	MAY 2014 
	 

	52.203-6 Alt I 
	Restrictions On Subcontractor Sales To The Government  (JUN 2020) -- Alternate I 
	OCT 1995 
	 

	52.203-7 
	Anti-Kickback Procedures 
	JUN 2020 
	 

	52.203-12 
	Limitation On Payments To Influence Certain Federal Transactions 
	JUN 2020 
	 

	52.203-17 
	Contractor Employee Whistleblower Rights and Requirement To Inform Employees of Whistleblower Rights 
	JUN 2020 
	 

	52.204-2 
	Security Requirements 
	AUG 1996 
	 

	52.204-4 
	Printed or Copied Double-Sided on Postconsumer Fiber Content Paper 
	MAY 2011 
	 

	52.204-9 
	Personal Identity Verification of Contractor Personnel 
	JAN 2011 
	 

	52.204-13 
	System for Award Management Maintenance 
	OCT 2018 
	 

	52.204-19 
	Incorporation by Reference of Representations and Certifications. 
	DEC 2014 
	 

	52.204-23 
	Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities. 
	JUL 2018 
	 

	52.204-24 
	Representation Regarding Certain Telecommunications and Video Surveillance Services or Equipment. 
	AUG 2020 
	 

	52.209-10 
	Prohibition on Contracting With Inverted Domestic Corporations 
	NOV 2015 
	 

	52.210-1 
	Market Research 
	JUN 2020 
	 

	52.212-1
	Instructions to Offerors-Commercial     Items
	JUN 2020
	

	52.212-3 Alt I 
	Offeror Representations and Certifications--Commercial Items (JUN 2020) Alternate I 
	OCT 2014 
	 

	52.212-4 
	Contract Terms and Conditions--Commercial Items 
	OCT 2018 
	 

	52.215-2 
	Audit and Records--Negotiation 
	JUN 2020 
	 

	52.215-8 
	Order of Precedence--Uniform Contract Format 
	OCT 1997 
	 

	52.215-10 
	Price Reduction for Defective Certified Cost or Pricing Data 
	AUG 2011 
	 

	52.215-11 
	Price Reduction for Defective Certified Cost or Pricing Data--Modifications 
	JUN 2020 
	 

	52.215-12 
	Subcontractor Certified Cost or Pricing Data 
	JUN 2020 
	 

	52.215-13 
	Subcontractor Certified Cost or Pricing Data--Modifications 
	JUN 2020 
	 

	52.215-15 
	Pension Adjustments and Asset Reversions 
	OCT 2010 
	 

	52.215-18 
	Reversion or Adjustment of Plans for Postretirement Benefits (PRB) Other than Pensions 
	JUL 2005 
	 

	52.215-20 
	Requirements for Certified Cost or Pricing Data or Information Other Than Certified Cost or Pricing Data 
	OCT 2010 
	 

	52.215-21 
	Requirements for Certified Cost or Pricing Data and Data Other Than Certified Cost or Pricing Data -- Modifications 
	JUN 2020 
	 

	52.215-23 
	Limitations on Pass-Through Charges 
	JUN 2020 
	 

	52.219-8 
	Utilization of Small Business Concerns 
	OCT 2018 
	 

	52.222-26 Alt I 
	Equal Opportunity (SEPT 2016)  - Alternate I 
	FEB 1999 
	 

	52.222-29 
	Notification Of Visa Denial 
	APR 2015 
	 

	52.222-46 
	Evaluation Of Compensation For Professional Employees 
	FEB 1993 
	 

	52.223-5 
	Pollution Prevention and Right-to-Know Information 
	MAY 2011 
	 

	52.223-6 
	Drug-Free Workplace 
	MAY 2001 
	 

	52.224-1 
	Privacy Act Notification 
	APR 1984 
	 

	52.224-2 
	Privacy Act 
	APR 1984 
	 

	52.225-25 
	Prohibition on Contracting with Entities Engaging in Certain Activities or Transactions Relating to Iran-- Representation and Certifications. 
	JUN 2020 
	 

	52.227-1 
	Authorization and Consent 
	JUN 2020 
	 

	52.227-2 
	Notice And Assistance Regarding Patent And Copyright Infringement 
	JUN 2020 
	 

	52.228-5 
	Insurance - Work On A Government Installation 
	JAN 1997 
	 

	52.229-3 
	Federal, State And Local Taxes 
	FEB 2013 
	 

	52.229-6 
	Taxes--Foreign Fixed-Price Contracts 
	FEB 2013 
	 

	52.230-2 
	Cost Accounting Standards 
	JUN 2020 
	 

	52.230-6 
	Administration of Cost Accounting Standards 
	JUN 2010 
	 

	52.232-1 
	Payments 
	APR 1984 
	 

	52.232-8 
	Discounts For Prompt Payment 
	FEB 2002 
	 

	52.232-11 
	Extras 
	APR 1984 
	 

	52.232-17 
	Interest 
	MAY 2014 
	 

	52.232-18 
	Availability Of Funds 
	APR 1984 
	 

	52.232-23 
	Assignment Of Claims 
	MAY 2014 
	 

	52.232-39 
	Unenforceability of Unauthorized Obligations 
	JUN 2013 
	 

	52.232-40 
	Providing Accelerated Payments to Small Business Subcontractors 
	DEC 2013 
	 

	52.233-1 
	Disputes 
	MAY 2014 
	 

	
	
	
	

	52.233-3 
	Protest After Award 
	AUG 1996 
	 

	52.233-3 Alt I 
	Protest After Award (Aug 1996) -  Alternate I 
	JUN 1985 
	 

	52.233-4 
	Applicable Law for Breach of Contract Claim 
	OCT 2004 
	 

	52.237-2 
	Protection Of Government Buildings, Equipment, And Vegetation 
	APR 1984 
	 

	52.237-3 
	Continuity Of Services 
	JAN 1991 
	 

	52.242-13 
	Bankruptcy 
	JUL 1995 
	 

	52.243-1 Alt I 
	Changes--Fixed Price (Aug 1987) -  Alternate I 
	APR 1984 
	 

	52.243-6 
	Change Order Accounting 
	APR 1984 
	 

	52.243-7 
	Notification Of Changes 
	JAN 2017 
	 

	52.244-2 
	Subcontracts 
	JUN 2020 
	 

	52.244-5 
	Competition In Subcontracting 
	DEC 1996 
	 

	52.244-6 
	Subcontracts for Commercial Items 
	JUN 2020 
	 

	52.245-1 
	Government Property 
	JAN 2017 
	 

	52.245-9 
	Use And Charges 
	APR 2012 
	 

	52.246-25 
	Limitation Of Liability--Services 
	FEB 1997 
	 

	52.248-1 
	Value Engineering 
	JUN 2020 
	 

	52.251-1 
	Government Supply Sources 
	APR 2012 
	 

	52.253-1 
	Computer Generated Forms 
	JAN 1991 
	 

	252.203-7000 
	Requirements Relating to Compensation of Former DoD Officials 
	SEP 2011 
	 

	252.203-7002 
	Requirement to Inform Employees of Whistleblower Rights 
	SEP 2013 
	 

	252.203-7003 
	Agency Office of the Inspector General 
	AUG 2019 
	 

	252.204-7000 
	Disclosure Of Information 
	OCT 2016 
	 

	252.204-7003 
	Control Of Government Personnel Work Product 
	APR 1992 
	 

	252.204-7008 
	Compliance With Safeguarding Covered Defense Information Controls 
	OCT 2016 
	 

	252.204-7009 
	Limitations on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident Information 
	OCT 2016 
	 

	252.204-7012 
	Safeguarding Covered Defense Information and Cyber Incident Reporting 
	DEC 2019 
	 

	252.204-7015 
	Notice of Authorized Disclosure of Information for Litigation Support 
	MAY 2016 
	 

	252.205-7000 
	Provision Of Information To Cooperative Agreement Holders 
	DEC 1991 
	 

	252.209-7004 
	Subcontracting With Firms That Are Owned or Controlled By The Government of a Country that is a State Sponsor of Terrorism 
	MAY 2019 
	 

	252.211-7007 
	Reporting of Government-Furnished Property 
	AUG 2012 
	 

	252.217-7027 
	Contract Definitization 
	DEC 2012 
	 

	252.219-7003 
	Small Business Subcontracting Plan (DOD Contracts) 
	DEC 2019 
	 

	252.219-7003 Alt I 
	Small Business Subcontracting Plan (DoD Contracts)(DEC 2019) Alternate I 
	DEC 2019 
	 

	252.222-7002 
	Compliance With Local Labor Laws (Overseas) 
	JUN 1997 
	 

	252.225-7001 
	Buy American And Balance Of Payments Program-- Basic 
	DEC 2017 
	 

	252.225-7002 
	Qualifying Country Sources As Subcontractors 
	DEC 2017 
	 

	252.225-7012 
	Preference For Certain Domestic Commodities 
	DEC 2017 
	 

	252.225-7040 
	Contractor Personnel Supporting U.S. Armed Forces Deployed Outside the United States 
	OCT 2015 
	 

	252.225-7041 
	Correspondence in English 
	JUN 1997 
	 

	252.225-7043 
	Antiterrorism/Force Protection Policy for Defense Contractors Outside the United States 
	JUN 2015 
	 

	252.225-7048 
	Export-Controlled Items 
	JUN 2013 
	 

	252.225-7972
	Prohibition on the Procurement of Foreign-Made Unmanned Aircraft Systems. (DEVIATION 2020-O0015) 
	MAY 2020
	

	252.225-7973 (Dev) 
	Prohibition on the Procurement of Foreign-Made Unmanned Aircraft Systems - Representation (DEVIATION 2020-O0015) 
	MAY 2020 
	 

	252.225-7974 (Dev) 
	Representation Regarding Business Operations with the Maduro Regime (DEVIATION 2020-O0005) 
	FEB 2020 
	 

	252.225-7980 (Dev) 
	Contractor Personnel Performing in the United States Africa Command Area of Responsibility. (DEVIATION 2016-O0008) 
	JUN 2016 
	 

	252.226-7001 
	Utilization of Indian Organizations and Indian-Owned Economic Enterprises, and Native Hawaiian Small Business Concerns 
	APR 2019 
	 

	252.227-7010 
	License to Other Government Agencies 
	AUG 1984 
	 

	252.227-7015 
	Technical Data--Commercial Items 
	FEB 2014 
	 

	252.227-7037 
	Validation of Restrictive Markings on Technical Data 
	SEP 2016 
	 

	252.232-7007 
	Limitation Of Government's Obligation 
	APR 2014 
	 

	252.232-7008 
	Assignment of Claims (Overseas) 
	JUN 1997 
	 

	252.232-7010 
	Levies on Contract Payments 
	DEC 2006 
	 

	252.237-7010 
	Prohibition on Interrogation of Detainees by Contractor Personnel 
	JUN 2013 
	 

	252.239-7001 
	Information Assurance Contractor Training and Certification 
	JAN 2008 
	 

	252.239-7010 
	Cloud Computing Services 
	OCT 2016 
	 

	252.239-7018 
	Supply Chain Risk 
	FEB 2019 
	 

	252.243-7002 
	Requests for Equitable Adjustment 
	DEC 2012 
	 

	252.244-7000 
	Subcontracts for Commercial Items 
	JUN 2013 
	 

	252.245-7002 (Dev) 
	Reporting Loss of Government Property (DEVIATION 2020-O0004) 
	FEB 2020 
	 

	252.245-7003 
	Contractor Property Management System Administration 
	APR 2012 
	 

	252.245-7004 
	Reporting, Reutilization, and Disposal 
	DEC 2017 
	 

	252.247-7023 
	Transportation of Supplies by Sea 
	FEB 2019 
	 

	252.251-7000 
	Ordering From Government Supply Sources 
	AUG 2012 
	 


 

CLAUSES INCORPORATED BY FULL TEXT


[bookmark: PD000246]52.204-21  BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (JUN 2016)
  
(a) Definitions. As used in this clause--
    
Covered contractor information system means an information system that is owned or operated by a contractor that processes, stores, or transmits Federal contract information.
    
Federal contract information means information, not intended for public release, that is provided by or generated for the Government under a contract to develop or deliver a product or service to the Government, but not including information provided by the Government to the public (such as on public Web sites) or simple transactional 
information, such as necessary to process payments.
    
Information means any communication or representation of knowledge such as facts, data, or opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on National Security Systems Instruction (CNSSI) 4009).
    
Information system means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502).
    
Safeguarding means measures or controls that are prescribed to protect information systems.
    
(b) Safeguarding requirements and procedures. 

(1) The Contractor shall apply the following basic safeguarding requirements and procedures to protect covered contractor information systems. Requirements and procedures for basic safeguarding of covered contractor information systems shall include, at a minimum, the following security controls:
    
(i) Limit information system access to authorized users, processes acting on behalf of authorized users, or devices 
(including other information systems).
    
(ii) Limit information system access to the types of transactions and functions that authorized users are permitted to execute.
    
(iii) Verify and control/limit connections to and use of external information systems.
    
(iv) Control information posted or processed on publicly accessible information systems.
   
 (v) Identify information system users, processes acting on behalf of users, or devices.
    
(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to 
organizational information systems.
    
(vii) Sanitize or destroy information system media containing Federal Contract Information before disposal or release for reuse.
    
(viii) Limit physical access to organizational information systems, equipment, and the respective operating environments to authorized individuals.
    
(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and control and manage physical access devices.
   
 (x) Monitor, control, and protect organizational communications (i.e., information transmitted or received by organizational information systems) at the external boundaries and key internal boundaries of the information systems.
    
(xi) Implement subnetworks for publicly accessible system components that are physically or logically separated from internal networks.
    
(xii) Identify, report, and correct information and information system flaws in a timely manner.
    
(xiii) Provide protection from malicious code at appropriate locations within organizational information systems.
    
(xiv) Update malicious code protection mechanisms when new 
releases are available.
    
(xv) Perform periodic scans of the information system and real-time scans of files from external sources as files are downloaded, opened, or executed.
    
(2) Other requirements. This clause does not relieve the Contractor of any other specific safeguarding requirements specified by Federal agencies and departments relating to covered contractor information systems generally or other Federal safeguarding requirements for controlled unclassified information (CUI) as established by Executive Order 13556.
    
(c) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (c), in subcontracts under this contract (including subcontracts for the acquisition of commercial items, other than commercially available off-the-shelf items), in which the subcontractor may have Federal contract 
information residing in or transiting through its information 
system.
                                                               
                                                                                      (End of clause)




[bookmark: PD000276]52.204-25  PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR EQUIPMENT (AUG 2020)

(a) Definitions. As used in this clause--
    
Backhaul means intermediate links between the core network, or backbone network, and the small subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core telephone network). Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

Covered foreign country means The People's Republic of China.
    
Covered telecommunications equipment or services means--
    
(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such entities);
    
(2) For the purpose of public safety, security of Government facilities, physical security surveillance of critical 
infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of such entities);
    
(3) Telecommunications or video surveillance services provided by such entities or using such equipment; or
    
(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered foreign country.
    
Critical technology means--
    
(1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code of Federal Regulations;
    
(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export Administration Regulations under subchapter C of chapter VII of title 15, Code of Federal Regulations, and controlled--
    
(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology; or
    
(ii) For reasons relating to regional stability or surreptitious listening;
    
(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic energy activities);
    
(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to export and import of nuclear equipment and material);
    
(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or
    
(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U.S.C. 4817).
    
Interconnection arrangements means arrangements governing the physical connection of two or more networks to allow the use of another's network to hand off traffic where it is ultimately delivered (e.g., connection of a customer of telephone provider A to a customer of telephone company B) or sharing data and other information resources.

Reasonable inquiry means an inquiry designed to uncover any information in the entity's possession about the identity of the producer or provider of covered telecommunications equipment or services used by the entity that excludes the need to include an internal or third-party audit.

Roaming means cellular communications services (e.g., voice, video, data) received from a visited network when unable to connect to the facilities of the home network either because signal coverage is too weak or because traffic is too high.

Substantial or essential component means any component necessary for the proper function or performance of a piece of equipment, system, or service.
    
(b) Prohibition. 

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system. The Contractor is prohibited from providing to the Government any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system, unless an exception at paragraph (c) of this clause applies or the covered telecommunication equipment or services are covered by a waiver described in FAR 4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract, or extending or renewing a contract, with an entity that uses any equipment, system, or service that uses covered telecommunications equipment or services as a substantial or essential component of any system, or as critical technology as part of any system, unless an exception at paragraph (c) of this clause applies or the covered telecommunication equipment or services are covered by a waiver described in FAR 4.2104. This prohibition applies to the use of covered telecommunications equipment or services, regardless of whether that use is in performance of work under a Federal contract.
    
(c) Exceptions. This clause does not prohibit contractors from providing--
    
(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection arrangements; or
    
(2) Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into any user data or packets that such equipment transmits or otherwise handles.
    
(d) Reporting requirement. 

(1) In the event the Contractor identifies covered telecommunications equipment or services used as a substantial or essential component of any system, or as critical technology as part of any system, during contract performance, or the Contractor is notified of such by a subcontractor at any tier or by any other source, the Contractor shall report the information in paragraph (d)(2) of this clause to the Contracting Officer, unless elsewhere in this contract are established procedures for reporting the information; in the case of the Department of Defense, the Contractor shall report to the website at https://dibnet.dod.mil. For indefinite delivery contracts, the Contractor shall report to the Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) for any affected order or, in the case of the Department of Defense, identify both the indefinite delivery contract and any affected orders in the report provided at https://dibnet.dod.mil.
    
(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause:
    
(i) Within one business day from the date of such identification or notification: The contract number; the order number(s), if applicable; supplier name; supplier unique entity identifier (if known); supplier Commercial and Government Entity (CAGE) code (if known); brand; model number (original equipment manufacturer number, 
manufacturer part number, or wholesaler number); item description; and any readily available information about mitigation actions undertaken or recommended.
    
(ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause: Any further available 
information about mitigation actions undertaken or recommended. In addition, the Contractor shall describe the efforts it undertook to prevent use or submission of covered telecommunications equipment or services, and any additional efforts that will be incorporated to prevent future use or submission of covered telecommunications 
equipment or services.
    
(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e) and excluding paragraph (b)(2), in all subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial items.

(End of clause)




[bookmark: PD000064][bookmark: OLE_LINK2][bookmark: OLE_LINK1]52.212-5     CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS--COMMERCIAL ITEMS (JUL 2020) 

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions of commercial items:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. (AUG 2019) (Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015).

(5) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(6) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77 and 108-78 (19 U.S.C. 3805 note)).

[bookmark: OLE_LINK6][bookmark: OLE_LINK5](b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items: (Contracting Officer check as appropriate.)

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (JUN 2020), with Alternate I (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (JUN 2020) (41 U.S.C. 3509).

____  (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act of 2009.) 

X (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (JUN 2020) (Pub. L. 109-282) (31 U.S.C. 6101 note).

___  (5) [Reserved] 

___  (6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).
   
___  (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).

X (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for Debarment. (JUN 2020) (31 U.S.C. 6101 note).

X (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (OCT 2018) (41 U.S.C. 2313).

____ (10) [Reserved]

____ (11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (MAR 2020) (15 U.S.C. 657a).

____  (ii) Alternate I (MAR 2020) of 52.219-3.

X (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (MAR 2020) (if the offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).
    
____ (ii) Alternate I (MAR 2020) of 52.219-4.

____ (13) [Reserved] 

____ (14)(i)  52.219-6, Notice of Total Small Business Set-Aside (MAR 2020) (15 U.S.C. 644).

____ (ii) Alternate I (MAR 2020) of 52.219-6.

____ (15)(i)  52.219-7, Notice of Partial Small Business Set-Aside (MAR 2020) (15 U.S.C. 644). 

____ (ii) Alternate I (MAR 2020) of 52.219-7. 

X (16) 52.219-8, Utilization of Small Business Concerns (OCT 2018) (15 U.S.C. 637(d)(2) and (3)).

____ (17)(i)  52.219-9, Small Business Subcontracting Plan (JUN 2020) (15 U.S.C. 637(d)(4)).

____ (ii) Alternate I (NOV 2016) of 52.219-9. 

X (iii) Alternate II (NOV 2016) of 52.219-9. 

____ (iv) Alternate III (JUN 2020) of 52.219-9.

____ (v) Alternate IV (JUN 2020) of 52.219-9.

____ (18) (i) 52.219-13, Notice of Set-Aside of Orders (MAR 2020) (15 U.S.C. 644(r)).

____ (ii) Alternate I (MAR 2020) of 52.219-13.

____ (19) 52.219-14, Limitations on Subcontracting (MAR 2020) (15 U.S.C. 637(a)(14)).

X (20) 52.219-16, Liquidated Damages—Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).

____ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (MAR 2020) (15 U.S.C. 657f).

X (22) (i) 52.219-28, Post Award Small Business Program Rerepresentation (MAY 2020) (15 U.S.C. 632(a)(2)). 

____  (ii) Alternate I (MAR 2020) of 52.219-28.

____ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-Owned Small Business (EDWOSB) Concerns (MAR 2020) (15 U.S.C. 637(m)).
    
____ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns Eligible Under the Women-Owned Small Business Program (MAR 2020) (15 U.S.C. 637(m)).
____ (25) 52.219-32, Orders Issued Directly Under Small Business Reserves (MAR 2020) (15 U.S.C. 644(r)).
   
____ (26) 52.219-33, Nonmanufacturer Rule (MAR 2020) (15 U.S.C. 637(a)(17)).
[bookmark: Text25]
X (27) 52.222-3, Convict Labor (JUN 2003) (E.O. 11755).

____(28) 52.222-19, Child Labor--Cooperation with Authorities and Remedies (JAN 2020) (E.O. 13126).

X (29) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

____ (30)(i) 52.222-26, Equal Opportunity (SEPT 2016) (E.O. 11246).

X (ii) Alternate I (FEB 1999) of 52.222-26.
    
____ (31)(i) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).
    
____ (ii) Alternate I (JUL 2014) of 52.222-35.
    
____ (32)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C. 793).
    
____ (ii) Alternate I (JUL 2014) of 52.222-36.

X (33) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

X (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496). 

X (35)(i) 52.222-50, Combating Trafficking in Persons (JAN 2019) (22 U.S.C. chapter 78 and E.O. 13627).

____ (ii) Alternate I (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

[bookmark: Text33]X (36) 52.222-54, Employment Eligibility Verification (OCT 2015). (E. O. 12989). (Not applicable to the acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in 22.1803.)

____ (37)(i)  52.223-9, Estimate of Percentage of Recovered Material Content for EPA–Designated Items (MAY 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.) 

____ (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of commercially available off-the-shelf items.) 

____ (38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 2016) (E.O. 13693).

____ (39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners (JUN 2016) (E.O. 13693).

____ (40) (i) 52.223-13, Acquisition of EPEAT® Registered Imaging Equipment (JUN 2014) (E.O.s 13423 and 13514).

____  (ii) Alternate I (OCT 2015) of 52.223-13.

____ (41)(i) 52.223-14, Acquisition of EPEAT® Registered Televisions (JUN 2014) (E.O.s 13423 and 13514).

____   (ii) Alternate I (JUN 2014) of 52.223-14.

____ (42) 52.223-15, Energy Efficiency in Energy-Consuming Products (MAY 2020) (42 U.S.C. 8259b).

____ (43)(i)  52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products (OCT 2015) (E.O.s 13423 and 13514).

____ (ii) Alternate I (JUN 2014) of 52.223-16. 

X (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (JUN 2020) (E.O. 13513). 

____ (45) 52.223-20, Aerosols (JUN 2016) (E.O. 13693).

____ (46) 52.223-21, Foams (JUN 2016) (E.O. 13693).

X (47)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).

____ (ii) Alternate I (JAN 2017) of 52.224-3.

X (48) 52.225-1, Buy American--Supplies (MAY 2014) (41 U.S.C. chapter 83).

____ (49) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (MAY 2014) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.

____ (ii) Alternate I (MAY 2014) of 52.225-3.

____ (iii) Alternate II (MAY 2014) of 52.225-3.

____ (iv) Alternate III (MAY 2014) of 52.225-3.

____ (50) 52.225-5, Trade Agreements (OCT 2019) 19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

X (51) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, proclamations, and statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).

____ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

____ (53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (NOV 2007) (42 U.S.C. 5150

____ (54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) (42 U.S.C. 5150).

____  (55) 52.229-12, Tax on Certain Foreign Procurements (JUN 2020).
[bookmark: text46]
____ (56) 52.232-29, Terms for Financing of Purchases of Commercial Items (FEB 2002) (41 U.S.C. 4505, 10 U.S.C. 2307(f)). 

____ (57) 52.232-30, Installment Payments for Commercial Items (JAN 2017) (41 U.S.C. 4505, 10 U.S.C. 2307(f)).

X (58) 52.232-33, Payment by Electronic Funds Transfer—System for Award Management (OCT 2018) (31 U.S.C. 3332). 

____ (59) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award Management (JUL 2013) (31 U.S.C. 3332). 

____ (60) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332).

X (61) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a). 

X (62)  52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 637(d)(13)).
[bookmark: Text52]
____ (63)(i)  52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631).
    
____ (ii) Alternate I (APR 2003) of 52.247-64.
    
____ (iii) Alternate II (FEB 2006) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items: (Contracting Officer check as appropriate.)

_____ (1) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

_____ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_____ (3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards--Price Adjustment (Multiple Year and Option Contracts) (AUG 2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_____ (4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards--Price Adjustment (MAY 2014) (29 U.S.C 206 and 41 U.S.C. chapter 67).

_____ (5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (MAY 2014) (41 U.S.C. chapter 67).

X  (6) 52.222-53, X from Application of the Service Contract Labor Standards to Contracts for Certain Services--Requirements (MAY 2014) (41 U.S.C. chapter 67).

_____(7) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015) (E.O. 13658).

_____ (8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).	
[bookmark: Text61]
_____ (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1792).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of this contract, and does not contain the clause at 52.215-2, Audit and Records--Negotiation. 

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions related to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this contract is completely or partially terminated, the records relating to the work terminated shall be made available for 3 years after any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising under or relating to this contract shall be made available until such appeals, litigation, or claims are finally resolved. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law. 

[bookmark: _Hlk22550040](e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1)in a subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause—

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (JUN 2020) (41 U.S.C. 3509).

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing resolutions)).

(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91).

(iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. (AUG 2019) (Section 889(a)(1)(A) of Pub. L. 115-232).

(v) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts 
to small business concerns) exceeds the applicable threshold specified in FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

(vi)  52.222-21, Prohibition of Segregated Facilities (Apr 2015).

(vii) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246).

(viii) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C. 793).

(x) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (Aug 2018), (41 U.S.C. chapter 67).

(xiii) _____ (A) 52.222-50, Combating Trafficking in Persons (JAN 2019) (22 U.S.C. chapter 78 and E.O. 13627).

_____ (B) Alternate I (March 2, 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).
(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May 2014) (41 U.S.C. chapter 67.)

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67)

(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989).

(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) (E.O. 13658).
    
(xviii) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2017) (E.O. 13706).
(xix) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).
(B) Alternate I (Jan 2017) of 52.224-3.
(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (JUN 2020) (42 U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xxii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial items a minimal number of additional clauses necessary to satisfy its contractual obligations.

(End of clause)






[bookmark: PD000297]52.216-18      ORDERING. (AUG 2020)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders or task orders by the individuals or activities designated in the Schedule. Period of performance under this IDIQ contract is a ten (10) year ordering period. Under no circumstances may a task order be placed under the IDIQ Contract if the IDIQ Contract has expired or been terminated..

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of conflict between a delivery order or task order and this contract, the contract shall control.

(c) A delivery order or task order is considered "issued" when--
    
(1) If sent by mail (includes transmittal by U.S. mail or private delivery service), the Government deposits the order in the mail;
    
(2) If sent by fax, the Government transmits the order to the Contractor's fax number; or
    
(3) If sent electronically, the Government either--
    
(i) Posts a copy of the delivery order or task order to a Government document access system, and notice is sent to the 
Contractor; or
    
(ii) Distributes the delivery order or task order via email to the Contractor's email address.
    
(d) Orders may be issued by methods other than those enumerated in this clause only if authorized in the contract.


(End of clause)



[bookmark: PD000247]52.216-22     INDEFINITE QUANTITY.  (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period stated, in the Schedule.  The quantities of supplies and services specified in the Schedule are estimates only and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the Ordering clause.  The Contractor shall furnish to the Government, when and if ordered, the supplies or services specified in the Schedule up to and including the quantity designated in the Schedule as the "maximum".  The Government shall order at least the quantity of supplies or services designated in the Schedule as the "minimum".

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit on the number of orders that may be issued.  The Government may issue orders requiring delivery to multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall be completed by the Contractor within the time specified in the order.  The contract shall govern the Contractor's and Government's rights and obligations with respect to that order to the same extent as if the order were completed during the contract's effective period; provided, that the Contractor shall not be required to make any deliveries under this contract after 6 months subsequent to IDIQ expiration. See Section F for additional detail.

(End of clause)



52.217-8     OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified in the contract.  These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the Secretary of Labor.  The option provision may be exercised more than once, but the total extension of performance hereunder shall not exceed 6 months.  The Contracting Officer may exercise the option by written notice to the Contractor within any time before the contract expires. 

(End of clause)



52.217-9     OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor at any time prior to contract expiration; provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 10 days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 10 years from the date of award.
(End of clause)



[bookmark: PD000252]52.252-2      CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

FAR  https://www.acquisition.gov/browse/index/far

DFARS:  https://www.acquisition.gov/dfars

(End of clause)



[bookmark: PD000253]52.252-6     AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause.

(b) The use in this solicitation or contract of any Defense Federal Acquisition Regulation Supplement (48 CFR Chapter 2) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the regulation.

(End of clause)



[bookmark: PD000270]252.204-7004  LEVEL I ANTITERRORISM AWARENESS TRAINING FOR CONTRACTORS (FEB 2019)

(a) Definition. As used in this clause--
    
Military installation means a base, camp, post, station, yard, center, or other activity under the jurisdiction of the Secretary of a military department or, in the case of an activity in a foreign country, under the operational control of the Secretary of a military department or the Secretary of Defense (see 10 U.S.C. 2801(c)(4)).
    
(b) Training. Contractor personnel who require routine physical access to a Federally-controlled facility or military installation shall complete Level I antiterrorism awareness training within 30 days of requiring access and annually thereafter. In accordance with Department of Defense Instruction O-2000.16 Volume 1, DoD Antiterrorism (AT) Program Implementation: DoD AT Standards, Level I antiterrorism awareness training shall be completed--
    
(1) Through a DoD-sponsored and certified computer or web-based distance learning instruction for Level I antiterrorism awareness; or
    
(2) Under the instruction of a Level I antiterrorism awareness instructor.
    
(c) Additional information. Information and guidance pertaining to DoD antiterrorism awareness training is available at https://jko.jten.mil/ or as otherwise identified in the performance work statement.
   
(d) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (d), in subcontracts, including subcontracts for commercial items, when subcontractor performance requires routine physical access to a Federally-controlled facility or military installation.


(End of clause)




[bookmark: PD000254]252.237-7023    CONTINUATION OF ESSENTIAL CONTRACTOR SERVICES (OCT 2010)

(a) Definitions. As used in this clause-
    
(1) Essential contractor service means a service provided by a firm or individual under contract to DoD to support mission-essential functions, such as support of vital systems, including ships owned, leased, or operated in support of military missions or roles at sea; associated support activities, including installation, 
garrison, and base support services; and similar services provided to foreign military sales customers under the Security Assistance Program. Services are essential if the effectiveness of defense systems or operations has the potential to be seriously impaired by the interruption of these services, as determined by the appropriate functional commander or civilian equivalent.
    
(2) Mission-essential functions means those organizational activities that must be performed under all circumstances to achieve DoD component missions or responsibilities, as determined by the appropriate functional commander or civilian equivalent. Failure to perform or sustain these functions would significantly affect DoD's ability to provide vital services or exercise authority, direction, and control.
    
(b) The Government has identified all or a portion of the contractor services performed under this contract as essential contractor services in support of mission-essential functions. These services are listed in attachment --, Mission-Essential Contractor Services, dated --------.
    
(c)(1) The Mission-Essential Contractor Services Plan submitted by the Contractor, is incorporated in this contract.
    
(2) The Contractor shall maintain and update its plan as necessary. The Contractor shall provide all plan updates to the Contracting Officer for approval.
    
(3) As directed by the Contracting Officer, the Contractor shall participate in training events, exercises, and drills associated with Government efforts to test the effectiveness of continuity of operations procedures and practices.
    
(d)(1) Notwithstanding any other clause of this contract, the Contractor shall be responsible to perform those services identified as essential contractor services during crisis situations (as directed by the Contracting Officer), in accordance with its Mission-Essential Contractor Services Plan.
    
(2) In the event the Contractor anticipates not being able to perform any of the essential contractor services identified in accordance with paragraph (b) of this clause during a crisis situation, the Contractor shall notify the Contracting Officer or other designated representative as expeditiously as possible and use 
its best efforts to cooperate with the Government in the Government's efforts to maintain the continuity of operations.
    
(e) The Government reserves the right in such crisis situations to use Federal employees, military personnel, or contract support from other contractors, or to enter into new contracts for essential contractor services.
    
(f) Changes. The Contractor shall segregate and separately identify all costs incurred in continuing performance of essential services in a crisis situation. The Contractor shall notify the Contracting Officer of an increase or decrease in costs within ninety days after continued performance has been directed by the Contracting Officer, or within any additional period that the Contracting Officer approves in writing, but not later than the date of final payment under the contract. The Contractor's notice shall include the Contractor's proposal for an equitable adjustment and any data supporting the increase or decrease in the form prescribed by the Contracting Officer. The parties shall negotiate an equitable price adjustment to the contract price, delivery schedule, or both as soon as is practicable after receipt of the Contractor's proposal.
    
(g) The Contractor shall include the substance of this clause, including this paragraph (g), in subcontracts for the essential services.

(End of clause)


[bookmark: section10]
Section J - List of Documents, Exhibits and Other Attachments

SECTION J
[bookmark: PD000255]
DOCUMENT TYPE	DESCRIPTION
Attachment 1	DD254
Attachment 2	Q&A Template
Attachment 3	DISA Subcontracting Review Checklist 
Attachment 4	SB Participation and Commitment Document Proposal Format 
Attachment 5	PP Information Template
Attachment 6	Past Performance Questionnaire (PPQ)
Attachment 7	Consent Letter 
Attachment 8	CLIN Structure
Attachment 9	Task Order # 001 SOO* 
Attachment 10 	Non-Disclosure Agreement
Attachment 11	SOO Appendix B: Places of Performance
Attachment 12	SOO Appendix C: Agency Size Designations and Sample IT Architecture 
Attachment 13	SOO Appendix D: Service Desk Workload History
Attachment 14	SOO Appendix E: DISA IDIQ PWS Template 
Attachment 15	SOO Appendix F: DAFA Data Calls 
Attachment 16	SOO Appendix G: Glossary
Attachment 17	TO # 001 Appendix B: Places of Performance*
Attachment 18	TO # 001 Appendix C: Agency Size Designations and Sample IT Architecture*
Attachment 19	TO # 001 Appendix D: Service Desk Workload History*
Attachment 20	TO # 001 Appendix E: DISA PWS Template *
Attachment 21	TO # 001 Appendix F: DAFA Data Calls *
Attachment 22	TO # 001 Appendix G: Glossary*
Attachment 23 	TO #001 DD254*
Attachment 24 	TO#1 GFP attachment*
Attachment 25	Evaluation Tables


*Task Order 1 documents will be provided with the issuance of the final RFP.
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Section K - Representations, Certifications and Other Statements of Offerors 

CLAUSES INCORPORATED BY REFERENCE


	52.203-11 
	Certification And Disclosure Regarding Payments To Influence Certain Federal Transactions 
	SEP 2007 
	 

	52.204-16 
	Commercial and Government Entity Code Reporting 
	JUL 2016 
	 

	52.204-17 
	Ownership or Control of Offeror 
	JUL 2016 
	 

	52.204-20 
	Predecessor of Offeror 
	JUL 2016 
	 

	52.204-26 
	Covered Telecommunications Equipment or Services--Representation. 
	DEC 2019 
	 

	52.222-56 
	Certification Regarding Trafficking in Persons Compliance Plan. 
	MAR 2015 
	 

	52.230-7 
	Proposal Disclosure--Cost Accounting Practice Change 
	APR 2005 
	 

	252.203-7005 
	Representation Relating to Compensation of Former DoD Officials 
	NOV 2011 
	 

	252.215-7008 
	Only One Offer 
	JUL 2019 
	 

	252.219-7000 
	Advancing Small Business Growth 
	SEP 2016 
	 


 

CLAUSES INCORPORATED BY FULL TEXT


[bookmark: PD000267]52.204-8    ANNUAL REPRESENTATIONS AND CERTIFICATIONS (MAR 2020)

[bookmark: NAICS](a)(1) The North American Industry Classification System (NAICS) code for this acquisition is 541512.

[bookmark: SIZESTD](2) The small business size standard is $30,000,000.

(3) The small business size standard for a concern which submits an offer in its own name, other than on a construction or service contract, but which proposes to furnish a product which it did not itself manufacture, is 500 employees.

(b)(1) If the provision at 52.204-7, System for Award Management, is included in this solicitation, paragraph (d) of this provision applies.

(2) If the provision at 52.204-7, System for Award Management, is not included in this solicitation, and the Offeror has an active registration in the System for Award Management (SAM), the Offeror may 
choose to use paragraph (d) of this provision instead of completing the corresponding individual representations and certifications in the solicitation. The Offeror shall indicate which option applies by 
checking one of the following boxes:

(     ) Paragraph (d) applies.

(     ) Paragraph (d) does not apply and the offeror has completed the individual representations and certifications in the solicitation.
(c) (1) The following representations or certifications in SAM are applicable to this solicitation as indicated:
(i) 52.203-2, Certificate of Independent Price Determination. This provision applies to solicitations when a firm-fixed-price contract or fixed-price contract with economic price adjustment is contemplated, unless—
(A) The acquisition is to be made under the simplified acquisition procedures in Part 13;
(B) The solicitation is a request for technical proposals under two-step sealed bidding procedures; or
(C) The solicitation is for utility services for which rates are set by law or regulation.
(ii) 52.203-11, Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions. This provision applies to solicitations expected to exceed $150,000.
(iii) 52.203-18, Prohibition on Contracting with Entities that Require Certain Internal Confidentiality Agreements or Statements--Representation. This provision applies to all solicitations.
(iv) 52.204-3, Taxpayer Identification. This provision applies to solicitations that do not include the provision at 52.204-7, System for Award Management.
(v) 52.204-5, Women-Owned Business (Other Than Small Business). This provision applies to solicitations that—
(A) Are not set aside for small business concerns;
(B) Exceed the simplified acquisition threshold; and
(C) Are for contracts that will be performed in the United States or its outlying areas.
(vi) 52.204-26, Covered Telecommunications Equipment or Services--Representation. This provision applies to all solicitations.

(vii)  52.209-2,  Prohibition on Contracting with Inverted Domestic Corporations--Representation.
(viii) 52.209-5, Certification Regarding Responsibility Matters. This provision applies to solicitations where the contract value is expected to exceed the simplified acquisition threshold.
(ix)  52.209-11, Representation by Corporations Regarding Delinquent Tax Liability or a Felony Conviction under any Federal Law. This provision applies to all solicitations.
(x) 52.214-14, Place of Performance--Sealed Bidding. This provision applies to invitations for bids except those in which the place of performance is specified by the Government.
(xi) 52.215-6, Place of Performance. This provision applies to solicitations unless the place of performance is specified by the Government.
(xii) 52.219-1, Small Business Program Representations (Basic, Alternates I, and II). This provision applies to solicitations when the contract will be performed in the United States or its outlying areas.
(A) The basic provision applies when the solicitations are issued by other than DoD, NASA, and the Coast Guard.
(B) The provision with its Alternate I applies to solicitations issued by DoD, NASA, or the Coast Guard.
(C) The provision with its Alternate II applies to solicitations that will result in a multiple-award contract with more than one NAICS code assigned.
(xiii) 52.219-2, Equal Low Bids. This provision applies to solicitations when contracting by sealed bidding and the contract will be performed in the United States or its outlying areas.
(xiv) 52.222-22, Previous Contracts and Compliance Reports. This provision applies to solicitations that include the clause at 52.222-26, Equal Opportunity.
(xv) 52.222-25, Affirmative Action Compliance. This provision applies to solicitations, other than those for construction, when the solicitation includes the clause at 52.222-26, Equal Opportunity.
(xvi) 52.222-38, Compliance with Veterans' Employment Reporting Requirements. This provision applies to solicitations when it is anticipated the contract award will exceed the simplified acquisition threshold and the contract is not for acquisition of commercial items.
(xvii) 52.223-1, Biobased Product Certification. This provision applies to solicitations that require the delivery or specify the use of USDA-designated items; or include the clause at 52.223-2, Affirmative Procurement of Biobased Products Under Service and Construction Contracts.
(xviii) 52.223-4, Recovered Material Certification. This provision applies to solicitations that are for, or specify the use of, EPA- designated items.
(xix) 52.223-22, Public Disclosure of Greenhouse Gas Emissions and Reduction Goals--Representation. This provision applies to solicitations that include the clause at 52.204-7.)
(xx) 52.225-2, Buy American Certificate. This provision applies to solicitations containing the clause at 52.225-1.
(xxi) 52.225-4, Buy American--Free Trade Agreements--Israeli Trade Act Certificate. (Basic, Alternates I, II, and III.) This provision applies to solicitations containing the clause at 52.225- 3.
(A) If the acquisition value is less than $25,000, the basic provision applies.
(B) If the acquisition value is $25,000 or more but is less than $50,000, the provision with its Alternate I applies.
(C) If the acquisition value is $50,000 or more but is less than $83,099, the provision with its Alternate II applies.
(D) If the acquisition value is $83,099 or more but is less than $100,000, the provision with its Alternate III  applies.
(xxii) 52.225-6, Trade Agreements Certificate. This provision applies to solicitations containing the clause at 52.225-5.
(xxiii) 52.225-20, Prohibition on Conducting Restricted Business Operations in Sudan--Certification. This provision applies to all solicitations.
(xxiv) 52.225-25, Prohibition on Contracting with Entities Engaging in Certain Activities or Transactions Relating to Iran—Representation and Certification. This provision applies to all solicitations.
(xxv) 52.226-2, Historically Black College or University and Minority Institution Representation. This provision applies to solicitations for research, studies, supplies, or services of the type normally acquired from higher educational institutions.
(2) The following representations or certifications are applicable as indicated by the Contracting Officer:
[Contracting Officer check as appropriate.]
      (i) 52.204-17, Ownership or Control of Offeror. 
      (ii) 52.204-20, Predecessor of Offeror.
      (iii) 52.222-18, Certification Regarding Knowledge of Child Labor for Listed End Products.
      (iv) 52.222-48, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Certification.
      (v) 52.222-52 Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services--Certification.
      (vi) 52.223-9, with its Alternate I, Estimate of Percentage of Recovered Material Content for EPA-Designated Products (Alternate I only).
      (vii) 52.227-6, Royalty Information.
      (A) Basic.
      (B) Alternate I.
      (viii) 52.227-15, Representation of Limited Rights Data and Restricted Computer Software.
(d) The Offeror has completed the annual representations and certifications electronically in SAM accessed through https://www.sam.gov. After reviewing the SAM information, the Offeror verifies by submission of the offer that the representations and certifications currently posted electronically that apply to this solicitation as indicated in paragraph (c) of this provision have been entered or updated within the last 12 months, are current, accurate, complete, and applicable to this solicitation (including the business size standard applicable to the NAICS code referenced for this solicitation), as of the date of this offer and are incorporated in this offer by reference (see FAR 4.1201); except for the changes identified below [     offeror to insert changes, identifying change by clause number, title, date]. These amended representation(s) and/or certification(s) are also incorporated in this offer and are current, accurate, and complete as of the date of this offer.

------------------------------------------------------------------------
FAR Clause         Title               Date           Change
------------------------------------------------------------------------
------             ----------             ------          ------
------------------------------------------------------------------------

	[bookmark: wp1137900]

	[bookmark: wp1137902]


[bookmark: wp1137903]Any changes provided by the offeror are applicable to this solicitation only, and do not result in an update to the representations and certifications posted on SAM. 
[bookmark: wp1137904](End of provision) 




[bookmark: PD000266]52.209-7   INFORMATION REGARDING RESPONSIBILITY MATTERS (OCT 2018)

(a) Definitions. As used in this provision--

Administrative proceeding means a non-judicial process that is adjudicatory in nature in order to make a determination of fault or liability (e.g., Securities and Exchange Commission Administrative Proceedings, Civilian Board of Contract Appeals Proceedings, and Armed Services Board of Contract Appeals Proceedings). This includes administrative proceedings at the Federal and State level but only in connection with performance of a Federal contract or grant. It does not include agency actions such as contract audits, site visits, corrective plans, or inspection of deliverables.

Federal contracts and grants with total value greater than $10,000,000 means--

(1) The total value of all current, active contracts and grants, including all priced options; and

(2) The total value of all current, active orders including all priced options under indefinite-delivery, indefinite-quantity, 8(a), or requirements contracts (including task and delivery and multiple-award Schedules).

Principal means an officer, director, owner, partner, or a person having primary management or supervisory responsibilities within a business entity (e.g., general manager; plant manager; head of a 
division or business segment; and similar positions).

(b) The offeror ( ) has ( ) does not have current active Federal contracts and grants with total value greater than $10,000,000.

(c) If the offeror checked “has” in paragraph (b) of this provision, the offeror represents, by submission of this offer, that the information it has entered in the Federal Awardee Performance and Integrity Information System (FAPIIS) is current, accurate, and complete as of the date of submission of this offer with regard to the following information:

(1) Whether the offeror, and/or any of its principals, has or has not, within the last five years, in connection with the award to or performance by the offeror of a Federal contract or grant, been the subject of a proceeding, at the Federal or State level that resulted in any of the following dispositions:

(i) In a criminal proceeding, a conviction.

(ii) In a civil proceeding, a finding of fault and liability that results in the payment of a monetary fine, penalty, reimbursement, restitution, or damages of $5,000 or more.

(iii) In an administrative proceeding, a finding of fault and liability that results in--

(A) The payment of a monetary fine or penalty of $5,000 or more; or

(B) The payment of a reimbursement, restitution, or damages in excess of $100,000.

(iv) In a criminal, civil, or administrative proceeding, a disposition of the matter by consent or compromise with an acknowledgment of fault by the Contractor if the proceeding could have led to any of the outcomes specified in paragraphs (c)(1)(i), (c)(1)(ii), or (c)(1)(iii) of this provision.

(2) If the offeror has been involved in the last five years in any of the occurrences listed in (c)(1) of this provision, whether the offeror has provided the requested information with regard to each occurrence.

(d) The offeror shall post the information in paragraphs (c)(1)(i) through (c)(1)(iv) of this provision in FAPIIS as required through maintaining an active registration in the System for Award Management, which can be accessed via https://www.sam.gov (see 52.204-7).

(End of provision)




[bookmark: PD000269]252.239-7009 REPRESENTATION OF USE OF CLOUD COMPUTING (SEPT 2015)

    
(a) Definition. Cloud computing, as used in this provision, means a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or 
service provider interaction. This includes other commercial terms, such as on-demand self-service, broad network access, resource pooling, rapid elasticity, and measured service. It also includes commercial offerings for software-as-a-service, infrastructure-as-a-service, and platform-as-a-service.
    
(b) The Offeror shall indicate by checking the appropriate blank in paragraph (c) of this provision whether the use of cloud computing is anticipated under the resultant contract.
   
(c) Representation. The Offeror represents that it--
    
 ___  Does anticipate that cloud computing services will be used in the performance of any contract or subcontract resulting from this solicitation.
    
 ___  Does not anticipate that cloud computing services will be used in the performance of any contract or subcontract resulting from this solicitation.


(End of provision)

[bookmark: section12]
Section L - Instructions, Conditions and Notices to Bidders

SECTION L
[bookmark: PD000271]
INFORMATION TO OFFERORS AND INSTRUCTIONS FOR PROPOSAL PREPARATION

L.1.0 Defense Information Systems Agency (DISA) Defense Enclave Services (DES), Indefinite Delivery, Indefinite Quantity (IDIQ) Contract

L.1.1. Contract Information

The following information is provided to guide proposal development:

L.1.1.1. This Request for Proposal (RFP) seeks competitive proposals, utilizing full and open competition and a best-value trade-off evaluation method (BVTO), to award a single IDIQ Hybrid Firm Fixed Price (FFP) with a cost type CLIN for Travel, and surge, and a Labor Hour CLIN for emergency and/or urgent services. Task Orders can be any combination of FFP, LH, and Cost Reimbursement for travel and surge. The applicable North American Industry Classification System (NAICS) Code is 541512.

L.1.1.2 A Top Secret Facility Site Clearance from the Defense Security Service Facility Clearance Branch is required for this solicitation and contract. A DD254 will be issued with the RFP, Attachment 1. The work to be performed under this contract is up to the Top Secret (TS) level and will require Sensitive Compartmented Information (SCI) access eligibility for some personnel, to include subcontractors and Independent Consultants. Personnel requiring TS/SCI clearance must possess a current INTERIM or FINAL TS/SCI security clearance granted by the U.S. Government. The Top Secret Facility Site Clearance is required at the time proposals are due. Any Offeror without this requirement will be removed from consideration and not evaluated. Please note that the Offeror named and submitting the proposal is required to possess the clearance. If the Offeror is a joint venture, partnership or other entity, that joint-venture, partnership or entity must possess the clearance to be eligible. It is not acceptable for each company in the joint-venture, partnership or entity to possess the clearance individually.

L.1.1.3 Places of performance are worldwide. Work performed may be in either secure or non-secure sites.

L.1.1.4 The purpose of these instructions are to establish uniform evaluation procedures by the Source Selection Evaluation Teams (SST) for the development of the Best Value Decision by the Source Selection Authority (SSA) using the Trade-Off Process (See Federal Acquisition Regulation 15.101-1). In as much as the proposal shall describe the capability of the Offeror to perform the resulting contract, the proposal shall be specific and complete in every detail as well as be prepared simply and economically, providing a straightforward and concise description of capabilities to satisfactorily perform the contract.

L.2.0 General Instructions

L.2.0.1 This section of the Information to Offerors provides general guidance for preparing proposals, as well as specific instructions on the format and content of the proposal. The Offeror's proposal must include all data and information requested by the RFP and must be submitted in accordance with these instructions. The Offer shall be compliant with the requirements as stated in the IDIQ and task order 1. Non-conformance with the instructions provided in this Solicitation may result in removal of the proposal from further evaluation.

L.2.0.2 The proposal shall be clear, concise, and shall include sufficient detail for effective evaluation and for substantiating the validity of stated claims. The proposal should not simply rephrase or restate the Government's requirements but rather shall provide convincing rationale to address how the Offeror intends to meet these requirements. Offerors shall assume that the Government has no prior knowledge of their facilities and experience and will base its evaluation solely on the information presented in the Offeror's proposal.

L.2.0.3 Elaborate brochures or documentation, detailed artwork or other embellishments are unnecessary and are not desired.

L.2.0.4 The proposal acceptance period is 180 days. The Offeror shall make a clear statement in Volume I- Contract Documentation that the proposal is valid through this date.  By not doing so, may result in removal of the proposal from further evaluation. See compliance statement section below. 

L.2.0.5. In accordance with FAR Subpart 4.8 (Government Contract Files), the Government will retain an electronic copy of all unsuccessful proposals.

L.2.1 General Information

L.2.1.1. Point(s) of Contact

The Contracting Officer (KO) and the Contracting Specialist(s) (CS) are the sole points of contact for this procurement. Address any questions or concerns you may have to the KO & CS. Written requests for clarification must be sent to the Adelis Rodriguez, Veronica Peters and Trang Tran at disa.meade.PLD.mbx.defense-enclave-services@mail.mil. This is the only email address that will be used for communications.  Oral communications are not permissible.  No telephonic communications will be permitted.

L.2.1.2 Debriefings 

The KO will notify Offerors of any decision to exclude them from the competitive range; whereupon, they may request and receive a debriefing in accordance with FAR 15.505. Offerors excluded from the competitive range may request a pre-award debriefing or they may choose to wait until after the source selection decision to request a post- award debriefing. Offerors excluded from the competitive range are entitled to no more than one debriefing for each proposal. The KO will notify unsuccessful Offerors in the competitive range of the source selection decision in accordance with FAR 15.506. Upon such notification, unsuccessful Offerors may request and receive a debriefing. Offerors desiring a debriefing must make their request in accordance with the requirements of FAR 15.505 or 15.506, as applicable.

L.2.1.3 Discrepancies

If an Offeror believes that the requirements in these instructions contain an error, omission, or are otherwise unsound, the Offeror shall immediately notify the KO in writing with supporting rationale. The Offeror is reminded that the Government reserves the right to award this effort based on the initial proposal, as received, without discussion; therefore, the Offeror’s initial proposal should contain the Offeror’s best terms from a cost/price and technical standpoint.

L.2.1.4 Electronic Reference Documents

All referenced documents for this solicitation are available on the Beta.Sam web site at https://beta.sam.gov/. Potential Offerors are encouraged to subscribe to Beta.Sam, for real-time e-mails notifying interested parties that solicitation information has been posted to the website. The Government shall communicate all formal information regarding this solicitation via the Beta.Sam website. This is the only mechanism by which Offerors will have access to solicitation documentations released by the Government. It is the exclusive responsibility of interested/prospective Contractors to gain access to and retain an account with Beta.Sam. Any and all technical, connectivity, or other access-related issues (electronic or physical) regarding Beta.Sam must be directed to the Beta.Sam systems administrators, Federal Service Desk (FSD) by phone at 1- 866-606-8220. The KO for this solicitation has no influence over FedBizOpps regulations, policy and protocol.

L.2.1.5 Communications

Exchanges of source selection information between Government and Offerors will be controlled by the KO. Email may be used to transmit such information to Offerors.  Offerors shall provide a viable email address to be used by the Government for official correspondence.

L.2.1.6 Competitive Range Determination

The Government reserves the right to make award without discussions or establishment of a competitive range. In the event a competitive range is established and the KO determines that the number of proposals that would otherwise be in the competitive range, exceeds the number at which an efficient competition can be conducted, the KO may limit the number of proposals in the competitive range to the greatest number that will permit efficient competition. In accordance with FAR Part 15.306(c)(2), Offerors are advised that the competitive range may be reduced for purposes of efficiency.

L.2.1.7 Special Notice to Offerors

The Government's obligation under this contract for all option periods is contingent upon the availability of funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are made available to the KO for this contract and until the Contractor receives notice of such availability, to be confirmed in writing by the KO. The Government reserves the right to begin services for the contract based upon funds availability. The award will be based on the successful Offeror's proposal submitted in accordance with Section L herein and evaluated based on Section M.

L.2.2. Organization / Number of Copies / Page Limits

The offeror shall prepare the proposal as set forth in the Proposal Organization Table below. The titles and contents of the volumes shall be as defined in this table, all of which shall be within the required page limits and with the number of copies as specified. The contents of each proposal volume are described in the information to offerors paragraph as noted in the table below. To the greatest extent possible, each volume shall be written on a stand-alone basis so that its contents may be evaluated with a minimum of cross referencing to other volumes of the proposal. Information required for proposal evaluation which is not found in its designated volume will be assumed to have been omitted from the proposal. Cross-referencing within a proposal volume is permitted where its use would conserve space without impairing clarity. Each volume may contain a more detailed table of contents to delineate the subparagraphs within that volume. Tab indexing may be used to identify sections.

Additionally, each volume may contain a glossary of all abbreviations and acronyms used, and with an explanation for each. Glossaries do not count against the page limitations for their respective volumes.

Table 1.1 - Proposal Organization
	VOLUME
	VOLUME TITLE
	PAGE LIMIT – Not to Exceed

	I
	Contract Documentation
	 

	Part A
	Coversheet
	Shall not exceed 2 pages

	Part B
	Master Table of Contents
	No Limit

	Part C
	EEO Pre-Award Information
	No Limit

	Part D
	Compliance Statement
	No Limit

	Part E
	Other Contract Documentation
	No Limit

	Part F
	DD Form 254 Security Classification 
	No Limit

	Part G
	Organizational Conflicts of Interest (OCI) Mitigation Plan 
	No Limit

	II
	Technical/Management Volume
	 

	Part A
	Table of Contents and List of Tables and Drawings
	No Limit

	[bookmark: _GoBack]Part B
	Executive Summary
	2 pages

	Part C
	Acceptable/Unacceptable Factor
	75 pages

	Part D
	BVTO Factor, excluding the IDIQ PWS and the task order 1 PWS documents.
	25 Pages

	Part E
	PWS IDIQ
	35

	Part F
	PWS Task order 1
	45

	III
	Past Performance Volume
	 

	Part A
	Past Performance Information for Recent and Relevant Contracts
	3 pages max per reference

	Part B
	Consent Letters
	One Page per partner / subcontractor

	IV
	Cost/Price Volume
	 

	Part A
	Cost/Price Narrative
	No Limit

	Part B
	Price Spreadsheet 
	No Limit

	V
	Small Business
	 

	Part A
	Small Business Participation and Commitment Plan
	No Limit

	Part B
	Small Business Subcontracting Plan, if required
	No Limit

	Part C
	Small Business Subcontracting Review Checklist
	No Limit



L.2.2.1 Page Limitations

Page limitations shall be treated as maximums. If exceeded, the excess pages will not be read or considered in the evaluation of the proposal. Should the Government engage in discussions with Offerors, page limitations may be placed on responses to Evaluation Notices (ENs). The specified page limits for EN responses will be identified in the letters forwarding the ENs to the Offerors. Page limitations shall not be circumvented by including inserted text boxes/pop-ups or internet links to additional information; such inclusions are not acceptable and will not be considered part of the proposal. The Government reserves the right to not consider any proposal for award that does not adhere to the administrative requirements of this solicitation. Each page shall be counted except as identified above. Pages shall be numbered per volume.

L.2.2.2. Page Size and Format

L.2.2.2.1 A page is defined as each face of a sheet of paper containing information. Page size shall be 8.5 x 11 inches, not including foldouts. Pages shall be single spaced with space between paragraphs. Except for the reproduced sections of the solicitation document and the RFP Attachments, the text size shall be no less than 11 point Arial or Times New Roman font for all text. RFP Attachment text size shall be no less than 10 point Arial or Times New Roman font for all text. Tracking, kerning, and leading values shall not be changed from the default values of the word processing or page layout software. Use at least one inch margins on the top and bottom and side margins. Pages shall be numbered sequentially by volume. These page format restrictions shall apply to responses to ENs. These limitations shall apply to electronic proposals.

L.2.2.2.2 Legible tables, charts, graphs and figures shall be used wherever practical to depict organizations, systems and layout, implementation schedules, plans, etc. For tables, charts, graphs, figures, headers, and footers the text shall be no smaller than 810 point Arial or Times New Roman font for all text included in a table. It is the Offeror’s responsibility to ensure the information is readable.

L.2.2.3 Pricing Information


L.2.2.4 Indexing

Each volume shall contain a more detailed table of contents to delineate the subparagraphs within that volume. Tab indexing shall be used to identify sections.

L.2.2.5 Labeling

Each volume of the proposal should be separately labeled to include the volume number, title, solicitation identification, and the Offeror’s name. The Contractor shall apply all appropriate markings including those prescribed in accordance with FAR 3.104-4, Disclosure, Protection, and Marking of Contractor Bid or Proposal Information and Source Selection Information.

L.2.2.6 Glossary of Abbreviations and Acronyms

A glossary of all abbreviations and acronyms used, with an explanation for each shall be provided as part of the executive summary. Glossaries of Abbreviations and Acronyms do not count against the page limitations.

L.2.2.7 Classified Information

Your response should not include classified information. If an Offeror believes its response must include classified information in order to be responsive to this solicitation, the Offeror shall immediately notify the KO and CS in writing with specific rationale.

L.2.3 Questions

Questions regarding this RFP shall be submitted using the Blank Question and Response template, Attachment 2. All questions (technical or otherwise) must be submitted via email (subject line: “Questions HC1047-20-R-0014”) to Adelis Rodriguez, Veronica Peters and Trang Tran at  disa.meade.PLD.mbx.defense-enclave-services@mail.mil  at any time but no later than 8:00 AM EST., on TBD. Questions and/or comments received after the specified date/time may not be addressed by the Government. Once addressed, all timely questions and government answers will be published to the beta.sam portal. No oral communications are permissible.

L.2.4 Electronic Submission of Offer

In order to respond to this solicitation, electronic proposals are to be submitted in lieu of paper copies. It is the Offeror’s responsibility to assure its complete proposal is received by the date and time specified in the solicitation. Responses received after the time and date for which proposals are due will be considered late and will not be evaluated. Responses must be submitted electronically to the following: disa.meade.PLD.mbx.defense-enclave-services@mail.mil. 

The Offeror’s proposal submission will be considered complete when all volumes are received.

The content and page size of electronic copies must be as described in Section L. If the Offeror sends more than one email for their proposal, they must state as such in each email (“Email 1 of 2”). The electronic copies of the proposal shall be submitted in a format readable by Microsoft (MS) Office Word 2010 or compatible, MS Office Excel 2010 or compatible, and/or Adobe XI or compatible. Attachment 8 CLIN structure must be submitted with the contractor provided spreadsheet. Other attachments may be submitted in the format provided or other approved formats listed above. Offerors shall provide one copy of each file.

To ensure delivery, no single email should exceed 20MB and no single file should exceed 5MB. Multiple emails and/or multiple files are acceptable to ensure delivery. File attachment types with extensions other than .doc, .docx, .xls, .xlsx, or .pdf may be blocked by email security protocols, and any emails quarantined as a result of restricted file types will preclude the proposal from being evaluated. Compressed files are not permitted given that zip files may be stripped from emails in accordance with DISA’s security policy. No zipped files will be evaluated. Efforts by the Government to clarify or expedite installation of electronic proposal submissions, in accordance with FAR 15.207(c), will not be considered discussions. The Government is under no obligation to seek clarification regarding electronic proposal submissions if submissions cannot be opened or accessed.

It is the sole responsibility of the Offeror to ensure that the electronic files submitted are virus free and can be opened and read by the Government. Proposal submissions shall not be locked, encrypted, or otherwise contain barriers to opening. The Government strongly recommends that the Offeror test the files on more than one internal machine and more than one machine type or platform to ensure proposals are entirely virus free and accessible to the Government on any platform. In the event any file is corrupted or un-openable, the Offeror’s proposal may be rejected. In the event any email is quarantined for security reasons, the Offeror’s proposal may be rejected.

PROPOSAL DUE DATE: See Block 9 of the solicitation

L.3.0 Volume I: CONTRACT DOCUMENTATION

L.3.1 Part A – Coversheet

1) DUNS number, CAGE code and Taxpayer 
2) Identification Number (TIN); Company name and mailing address;
3) Date submitted and proposal expiration date
4) All of the above-cited information for each entity on the proposed team, if a team is proposed; Type of Company (i.e., small business, 8(a), woman owned, veteran owned, etc.) as validated via the System for Award Management (SAM). All Offerors must be registered in SAM at the time the proposal is submitted and at the time of award, which is located at http://www.sam.gov/.
5) All of the above-cited information for each entity on the proposed team, if a team is proposed;
6) All of the above cited information for each subcontractor, if subcontractors are proposed. 
7) Company Point of Contact, Phone and Email Address
8) Offeror shall also include the following information for Authorized Negotiators:
The Contractor represents that the following persons are authorized to negotiate on its behalf with the Government in connection with the request for proposals (RFP). The only individual(s) authorized to bind the Company is/are marked with an “*”. The Contractor shall provide, at no additional cost to the Government, updated listings of authorized negotiators (names, titles, email addresses and telephone numbers) as soon as changes are made.

The Offeror shall include the following information on the coversheet:

	Name
	Title
	Phone Number
	Email Address

	
	
	
	

	
	
	
	

	
	
	
	



In the Contract Documentation Volume, the Offeror shall provide the following information in the format prescribed herein. Failure to comply with the administrative requirements of the solicitation may result in elimination from the competition. 

L.3.2 Part B – Table of Contents

Include a master table of contents of the entire proposal.

L.3.3. Part C – EEO Pre-Award Information

This information is only required for the Prime Offeror. Indicate whether the Office of Federal Contract Compliance Programs (OFCCP) has conducted an evaluation and found the prospective Contractor to be in compliance with Executive Order 11246, and if so, provide the date of that determination.  All prime contractors shall include in the proposal any teaming partner to which they intend to award more than $10 million in accordance with FAR 52.222-24.

L.3.4 Part D – Compliance Statement

The Offeror is required to sign and certify that all items submitted in the proposal comply with the RFP requirements and any differences, deviations or exceptions must be stated and explained in this section. Offerors are required to complete the statement and submit it with their proposals. Even if there are no differences, deviations or exceptions, the Offeror must submit the signed Compliance Statement stating that no differences, deviations or gexceptions exist.

Furthermore, the Offeror shall state in the compliance statement that its proposal is valid for no less than 180 days from the date of submission of its’ proposal response to the RFP.

Sample: Statement of Compliance: This Offeror hereby certifies this proposal is in compliance with the solicitation and its requirements. There are no exceptions, deviations or differences and the proposal is valid for 180 days from the date of submission.

L.3.5 Part E – Other Contract Documentation

The purpose of this part is to provide information to the Government for preparing the contract document and supporting file. The Offeror's proposal must include completion of Sections H, I and K.

The Offeror shall fill-in all clauses specified in the RFP. The Offeror shall comply clauses and provisions provided herein. Please note that many clauses require the prime Contractor to include the same or similar clause in contracts with subcontractors.

Offerors shall provide a copy of the “FAR and DFARS Report” found in the Representations and Certifications section of the System for Award Management (SAM) website. In addition, Offerors shall comply with the clause in Section I – 52.204-7 entitled “System for Award Management.” The Contracting Officer will check the System for Award Management (SAM). An Offeror shall be determined ineligible for contract award if not registered within SAM at the time of proposal submission and at the time of award. Offerors are also required to complete additional representations, certifications, acknowledgments and statements reflected in Section K of this solicitation.

L.3.6 	Part F- DD254 Security Classification

All prime Contractors shall include in the proposal a completed Form DD254. Offerors shall complete Blocks 6, 7 and 8 of the DD254 with the appropriate information for their company. A separate DD254 shall be completed for each subcontractor, if applicable. Failure to present an acceptable DD254 with the proposal will deem the proposal non-responsive and it may be removed from further consideration. See Attachment 1.

L.3.7 Part G  - Organizational Conflicts of Interest

(See Section H in addition to the instructions below)
The Offeror shall submit a Mitigation Plan that addresses all actual or potential Organizational and Consultant Conflicts of Interest (OCCI) as described in FAR Subpart 9.5. The plan should address the issues in adequate detail for the KO to determine whether an OCI exists or has or can been mitigated.

If an Offeror does not believe that any actual or potential OCCI exists, the Offeror shall include a statement to that effect as part of its proposal.

To facilitate resolution of any potential or actual OCCIs, Offerors are encouraged to submit their OCCI Plans in advance of the proposal submission due date.

The Offeror’s OCCI Mitigation Plan shall provide any and all methods to avoid, neutralize, or mitigate present and future conflicts of interest. The plan should encompass the prime and all teaming partners. The plan should be specific as related to this requirement. As part of its OCCI Mitigation Plan, the Offeror must identify which contracts or subcontracts it will continue to support and those it intends to terminate or allow to lapse to eliminate any conflicts of interest. It should also address other resolution and mitigation measures to include the divestment of business units.

The Government’s review of the Offeror’s Organizational and Consultant Conflict of Interest (OCCI) Mitigation plan will consider the following in determining whether the plan is acceptable:
a) the degree to which the Offeror addressed OCCI concerns,
b) the Offeror’s approach for mitigating actual OCCI issues,
c) the Offeror’s approach to mitigate potential OCCI issues,
d) the adequacy of its OCCI training and oversight programs,
e) the adequacy of its procedures, and
f) whether or not the Offeror’s OCCI plan and / or mitigation strategy complies with all regulatory and statutory requirements, including FAR Subpart 9.5

L.4.0 Volume II: TECHNICAL / MANAGEMENT VOLUME 

L.4.1 General 

The Technical/Management Volume should be specific and complete. Legibility, clarity, and coherence is very important. Your responses will be evaluated against the technical/management criteria defined in Section M, Evaluation Factors for Award. Using the instructions provided below, provide as specifically as possible the actual methodology you would use for accomplishing/satisfying the subfactors. All the requirements specified in the solicitation are mandatory. Do not merely reiterate the objectives or reformulate the requirements specified in the solicitation. Offerors who simple rephrase or restate the Government’s requirement without providing convincing rational to address how the Offeror intends to meet this requirement will not be considered for award.

L.4.2 Format and Specific Content

L.4.2.1 Technical/Management Volume
In the Technical/Management volume, address your proposed approach to meeting or exceeding the minimum performance or capability requirements of each technical/management subfactor, as well as the risks in your proposed approach in terms of technical/performance and/or schedule. The Offeror shall include in this technical/management proposal the technical/management approach for the IDIQ contract, as well as Task Order 1. The proposal for Task Order 1 will be evaluated in conjunction with the IDIQ proposal for the purpose of making best value determination. The Government intends to award Task Order 1 at the same time as the issuance of the IDIQ.

L.4.2.2 Part A – Table of Contents and List of Tables and Drawings

Submit a Table of Contents for Volume II and also include a list of Tables and Drawings utilized throughout the Technical / Management Volume.

L.4.2.3. Part B – Executive Summary

The Executive Summary of the entire proposal should be concise, to include addressing the significant risks, and highlighting any key or unique features, excluding cost/price. It shall define direct lines of control, responsibility, functional relationships, and authority among the organizational elements, including proposed teaming partners, subcontractors, and joint venture arrangements. An organizational chart may be included to illustrate the lines of control and relationships. The salient features should tie in with Section M evaluation factors/subfactors. Any summary material presented here shall not be considered as meeting the requirements for any portions of other volumes of the proposal.

L.4.2.4 Part C –Acceptable/Unacceptable Factors 

The following evaluation factors and subfactors will be used to evaluate each proposal. The factors are listed in descending order of importance. The Government will employ a two-step evaluation for this acquisition.

In step one, the Government will evaluate the Offerors technical/management proposal against the following 2 as “Acceptable / Unacceptable.” Offerors who are rated as “Unacceptable” in any of the “Acceptable / Unacceptable” evaluation criteria may not be further evaluated under Step Two.

L.4.2.5 Part E –IDIQ PWS 

The contractor shall use the PWS templates provided in attachments 14 to create a PWS that meets or exceeds the requirements listed in the SOO. 

L.4.2.6 Part F –Task order 1 PWS

The contractor shall use the PWS templates provided in attachments 20 to create a PWS that meets or exceeds the requirements listed in the SOO. 

L.5.0 Volume III: PAST PERFORMANCE VOLUME

L.5. 1 General

Each Offeror shall submit a past performance volume with its proposal, containing past performance information in accordance with the format contained in Attachment 5, Past Performance Volume Submission Template. Offerors shall submit no more than three (3) total recent past/present performance efforts for evaluation, and each cited past performance shall not exceed three (3) pages. Two of the three past performance efforts must be submitted where the Prime for this proposal was a Prime on the referenced contract. Offerors are cautioned that the Government will use data provided by each Offeror in this volume and data obtained from other sources in the evaluation of past performance. (Note: Individual task orders under an ID/IQ contract are each considered to be one (1) past/present performance effort.)

A maximum of one recent and relevant Contract performed by an Offeror’s significant teaming partner or a significant subcontractor may be submitted. The Government considers a significant subcontractor or teaming partner to be a company which:
(1) provides 20% or more of the support required, 
(2) provides a critical portion of the effort required, or 
(3) influences the results of performance. References for proposed subcontractors not considered significant are not desired and will not be considered relevant

The Offeror shall provide the Past Performance Questionnaire and Cover Letter, Attachment 6, to each of the customer Points of Contact identified for each of the relevant past performance efforts. In order to expedite the assessment process, the Offeror may complete Sections 1 and 2 of the Past Performance Questionnaire for the convenience of the Points of Contact. The Offeror shall not, however, complete any other section of the Past Performance Questionnaire. Once the questionnaires are completed by the POCs, the information contained therein shall be considered Source Selection Information in accordance with FAR 2.101 and 3.104 and shall not be released to the Offeror. Past Performance Questionnaires submitted for any Offeror’s team member shall clearly indicate the name of the Offeror within the questionnaire. Early submission of the Past Performance Questionnaires is encouraged. Questionnaires shall be sent directly via email to the Contract Specialists, Veronica Peters, Trang Tran and the Contracting Officer, Adelis M Rodriguez at disa.meade.PLD.mbx.defense-enclave-services@mail.mil no later than the proposal due time and date from the customer filling out the form.

L.5.2 Part A – Past Performance Information for Recent and Relevant Contracts

In accordance with the page limitations set forth in Table 1.1, Offerors shall provide information requested in the Past Performance Information Template, Attachment 5, for each reference. The information provided will be used to help determine relevancy.

The Offeror is NOT required to provide a past performance evaluation if such evaluation is within the Contractor Performance Assessment Reporting System (CPARS). If a CPARS is available, a Past Performance Questionnaire (PPQ) is not required. If a formal evaluation is unavailable, submit information using the format contained in Attachment 6, Past Performance Questionnaire and Cover Letter. Offerors shall submit Past Performance Information on recent (active within the past three years from the date of this solicitation) Contracts/Task Orders that the Offeror considers most relevant in demonstrating their ability to perform the proposed effort. 

Note: IDIQs or BPAs may be submitted as one past performance reference if all Task/Call Orders are described and presented. IDIQs, BPAs, and GSA Schedule contracts without any associated Task/Call Orders will not be considered in the past performance evaluation.

Past performance reference shall include rationale supporting your assertion of relevance. Pursuant to DoD Source Selection Procedures, the Government uses degrees of relevancy when assessing recent, relevant Contracts. The past performance evaluation team will consider the performance quality of relevant and recent efforts for the second aspect of the past performance evaluation. Finally, the past performance evaluation team will review past performance information and determine the overall rating at the factor level as it applies to the performance confidence assessment. Ratings are identified in Section M.

If submitting the Past Performance Questionnaire, the Offeror shall complete all sections and send it to the assessing official. The Offeror shall not, however, complete any other section of the Past Performance Questionnaire.  Questionnaires shall be sent back to the Offeror for inclusion in the proposal. Past Performance Questionnaires submitted for any Offeror’s team members shall clearly indicate the name of the Offeror within the questionnaire. The Government may contact the POCs to verify the accuracy of the Questionnaire.

Similar contracts may include efforts in a variety of sizes, a variety of disciplines, and varying degrees of technical complexity.

Similar efforts should demonstrate as many of the task area types included in the PWS (either individually or in combination thereof) as possible. Contracts or Task/Call Orders that provided multiple types of support for durations of multiple years will be more relevant. 

In addition to the above, the Government may review any other sources of information for evaluating past performance. Other sources may include, but are not limited to, past performance information retrieved through the including Contractor Performance Assessment Reporting System (CPARS), using all CAGE/DUNS numbers of team members (partnership, joint venture, teaming arrangement, or parent company/subsidiary/affiliate) identified in the Offeror’s proposal, inquiries of owner representative(s), Federal Awardee Performance and Integrity Information System (FAPIIS), and any other known sources not provided by the Offeror like interviews with Contracting Officers, CORs, or other Government or commercial customers.

While the Government may elect to consider data from other sources, the burden of providing detailed, current, accurate and complete past performance information rests with the Offeror.

L.5.3 Part B- Consent Letters

In accordance with the page limitations set forth in Table 1.1, the Offeror shall provide consent or client authorization letters executed by each subcontractor, teaming partner, and/or joint venture partner. These letters authorize the release of past performance information so the Offeror can respond to such information. A sample consent letter is provided at Attachment 7. Consent letters cannot exceed more than one page per partner/ subcontractor. 

L.6.0 Volume IV– FACTOR 3: PRICE VOLUME

L.6.1 General Instructions

The following instructions are applicable to the prime Offeror or the designated team lead in teaming arrangements. This section is to assist you in submitting information other than certified cost and pricing data that is required to evaluate the reasonableness, realism, and completeness of your proposed price. The Government will verify that all solicitation requirements have been priced, figures are correctly calculated, and prices are presented in a clear and useful format. Note that unreasonably high proposed prices, initially or subsequently, may be grounds for eliminating a proposal from competition. 

Only the total evaluated price for task order 1 will be used for tradeoff between price and non-price factors. The total evaluated price will consist of the proposed price for task order 1, inclusive of all options and the option pricing for the additional 6-month period in accordance with FAR 52.217-8. 

L.6.1.1. Price Reasonableness and Completeness

This solicitation is being made under anticipated conditions of adequate competition. This section is to assist you in submitting information other than certified cost or pricing data that is required to evaluate the reasonableness, completeness, realism, balance, and/or affordability of proposed price/cost. Should the Contracting Officer determine that conditions of adequate competition do not exist, and no exceptions apply, the Offeror may be required to provide certification of current cost or pricing data in accordance with FAR 15.406-2. As this is a competed Firm Fixed Price effort, competition is largely determinative of price reasonableness.

L.6.1.2 Price Information

Pricing is submitted for the IDIQ ten (10) year ordering period and option pricing for an additional six-month period that may be authorized in accordance with FAR 52.217-8 "Option to Extend Services". See FAR 52.217-8 which authorizes the Government to require continued performance of any services within the limits and at the rates specified in the contract. The pricing proposal should include separate line items for the additional six-month period in accordance with FAR 52.217-8. These prices shall be identical to the proposed pricing in the six months prior to expiration of the IDIQ. The total proposed price will consist of the proposed prices for the ten year IDIQ ordering period and the option pricing for the additional 6-month period. Fully loaded labor rates for the IDIQ ordering period will be incorporated into Schedule B and related B-Tables upon Contract award and used as a capped ceiling rate for all fixed price orders placed against the IDIQ award.

L.6.1.3 Supplemental Price Information

Information beyond that required by this instruction shall not be submitted, unless it is considered essential to document or support your cost/price position. All information relating to the proposed price, including all required supporting documentation must be included in the section of the proposal designated as the Price Volume. Under no circumstances shall this information and documentation be included elsewhere in the proposal.

L.6.1.4 Cost/Pricing Information Requirements

In accordance with FAR 15.403-1(b) and 15.403-3(a), data other than certified cost or pricing data may be required to support cost/price reasonableness. Information shall be provided in accordance with FAR 15.403-5. If, after receipt of proposals, the KO determines the required conditions of adequate competition do not exist and that there is insufficient information available to determine price reasonableness and none of the exceptions in FAR 15.403-1 apply, the Offeror may be required to certify its submitted cost or pricing data (see: FAR 15.406-2 -- Certificate of Current Cost or Pricing Data).

Offeror shall provide whatever information is necessary to help the Government understand why the proposed prices are reasonable in its Cost/Price Narrative Document.

L.6.2 Part A – Cost/Price Narrative

The Offeror shall describe their methodology used to establish their cost/price. The Offeror shall provide information describing and detailing the evaluation it performed to determine the reasonableness of prices on hourly labor rates. Each Offeror's price proposal shall contain sufficient quantitative and narrative documentation necessary to adequately support and explain the prices proposed. This analysis shall be provided to the KO and may be submitted in accordance with the Offeror’s internal accounting procedures; there is no specified format.  The prime contractor shall also specify what type ofcontract (firm-fixed-price, cost-reimbursement etc.) is proposed for each subcontractor. For any subcontractor proposed at or above the Truth In Negotiations Act (TINA) threshold, the Offeror shall provide, or instruct the subcontractor to provide evidence of accounting system adequacy if the subcontractor is performing on any basis other than Firm Fixed Price (FFP) or Time and Materials (T&M).

The price narrative shall provide whatever information is necessary to help the Government understand why the proposed prices are reasonable. Each Offeror’s price proposal shall contain sufficient quantitative and narrative documentation necessary to adequately support and explain the prices proposed, to include subcontractor proposed prices.

L.6.3 Part B –Price Spreadsheet

The Offeror shall submit a contractor created excel spreadsheet to include the CLIN structure provided in the (Attachment 8) for both the IDIQ and task order 1.  The contractor shall be responsible for the accuracy of the spreadsheet. The contractor’s proposal shall include the proposed labor rates and labor categories for the IDIQ. It shall also include the proposed labor rates, labor categories and full time equivalents (FTEs) for task order 1.  Proposed rates will be included in the IDIQ as ceiling rates for each labor category.  Labor rates for Task Order 1 may not exceed the ceiling rates for the applicable labor categories proposed for the IDIQ contract, but they may be discounted from those ceiling rates. The Offeror’s spreadsheet shall also include option pricing for an additional six-month period that may be authorized in accordance with FAR 52.217-8.

The Microsoft Excel Workbook shall include all formulas and calculations and NOT be hard-numbered. Failure to comply with this section may result in Offeror’s cost/price submission being determined non-responsive. DO NOT SUBMIT a .pdf file.

All labor categories included in Attachment 8 shall be priced. Proposed labor category rates will be included in the IDIQ as ceiling rates for each labor category. Pricing shall not be provided in any other part of the proposal. The period of performance shall be one ten-year ordering period. Additionally, Offerors shall propose rates for a six-month option extension in accordance with FAR 52.217-8, “Option to Extend Services.”

Offerors will propose rates based on one-year increments. The yearly cycles will start on the date of award. Proposed IDIQ rates for the potential six-month extension under FAR Clause 52.217-8 must be identical to the rates proposed for Year ten of the IDIQ contract. In Task Orders, subcontractors fully burdened labor rates will be subject to the prime Offeror’s fixed price ceiling rates for fixed priced Task Orders/CLINS.

The Government considers a full time staff year to be 1,880 hours. Offerors are REQUIRED to use this as a baseline for a full staff year.

Each Offeror shall input their proposed rates into the Government provided Excel workbook. Offerors should assume an December 2021 start date. The hours and labor categories provided in the Excel workbook does not obligate the Government to acquire all of the labor categories or labor hours provided. Ceiling labor shall take into consideration CONUS-site performance and OCONUS-site performance.

The Offeror must propose a CLIN 9999, Surge. The Government may require surge support in any task order. The Government is providing a percentage value to be used by all Offerors when proposing surge: surge support will not exceed 40% of the Offeror’s total proposed cost/price for the ten (10) year ordering period, excluding the six-month extension of services pursuant to FAR 52.217-8. Offerors are instructed to propose this EXACT percentage for Surge CLIN 9999. In the event the Government does elect to exercise the Surge Option, surge support will be realigned under new or existing CLINs for the relevant task areas identified in the PWS, and an equal amount will be deducted from Optional Surge CLIN 9999.

The Offeror shall use the estimated Travel figures provided by the Government under the Pricing Summary tab as a plug amount in its price proposal for evaluation purposes only.

Base Period 		$11,974,556.31
Option Period 1 		$16,085,934.00
Option Period 2 		$9,818,107.88
Option Period 3 		$7,843,404.71
Six Month Extension 	$738,898.08
Total included: 		$46,461,400.98

The following travel figures apply to task 1:
Base Period 		$1,903,317.00
Option Period 1 		$ 1,962,320.00
Option Period 2 		$ 2,085,869.00
Option Period 3 		$ 2,285,931.00
Option Period 4	 	$ 2,582,841.00
Total included: 		$10,820.278.00

L.7 Volume V: Small Business 

L.7.1 General
All Offerors, including small business, that submit proposals as a prime contractor are required to propose on the extent of their inclusion of small businesses in the performance of the contract, including: small business, small disadvantaged business, women-owned small business, HUBZone small business, and service-disabled veteran-owned small business. The Government’s assessment of small business participation and commitment will be measured to determine if small business participation is maximized where applicable. The small business commitment document shall outlines the "specifics" or the "how" or the "details" of the Offeror’s firm intentions to maximize the utilization of small businesses within this acquisition. The Offeror shall articulate how small businesses will participate through performance as a small business Prime Offeror and/or ‘first tier’ small business subcontracting only. Second and third tier small business subcontractors will not be considered towards the total small business participation percentage in this factor.

L.7.2 Part A: Small Business Participation and Commitment Document

All Offerors, including those who are DoD Comprehensive Test Program participants, shall submit a small business participation and commitment document as a part of their proposal. The final small business commitment document will be monitored as a measure of contract compliance on an annual basis. The small business commitment document shall not reference the subcontracting plan or any other volume for information; all information required within the small business commitment document must be contained within the tab for that element. This small business commitment document is for the overall contract and will be incorporated at contract award within Section J. The commitment document applies to the overall contract. In accordance with DFARS 215.304(c)(i) small business participation is an evaluation factor under Section M.2.1.3 of this solicitation.

The Small Business Participation and Commitment Document shall include the following:

a. Provide the federally designated category of the prime offeror.
b. Submit the total combined percentage of work to be performed by both large and small businesses (include the percentage of work to be performed both by Prime and Subcontractors):
c. Indicate the total percentage of participation to be performed by each type of subcategory small business. The percentage of work performed by Small Businesses that qualify in multiple small business categories may be counted in each category

The extent of participation of small business firms will be calculated (including those in socioeconomic categories as defined in FAR Part 19) in terms of the percentage of the total acquisition value (TAV). The Government will evaluate the extent to which the Offeror meets the small business participation minimum quantitative requirements (MQRs). The small business MQRs for this contract is 20%.

The Government must be able to verify that each percentage is based on the value of the total acquisition. For the purposes of this factor, when calculating MQRs and dollar values Offerors shall use $11,207,046,403, for the TAV.

The TAV shall only be used for calculating small business participation MQRs for this element and shall not be considered a minimum guarantee, ceiling amount, or estimate for pricing purposes. The percentage of work performed by small businesses that qualify in multiple socioeconomic categories may be counted in each category. Detailed explanations shall be provided when the Offeror’s percentages do not meet the small business participation minimum objectives listed within the solicitation. If the Offeror submits zero percentages, the Offeror shall provide a detailed explanation to address how the Offeror will achieve small business participation where zero percentages are presented.

a. List principal supplies/services to be performed by Small Businesses:
b. Provide documentation regarding enforceable commitments to utilize any Small Business category, as defined in FAR Part 19, as subcontractors. Documentation validating business relationships described must be submitted. Each enforceable commitment must be specific to the subject requirement and include acknowledgement via signatures by both parties. Duly authorized and fully executed documentation validating the subject business relationships should be submitted. Copies of the enforceable commitments are required to be provided with this Commitment Document.
c. Describe the specifics on how the Offeror’s firm intends to maximize the utilization of small businesses within this acquisition. What plans of action will the Offeror execute to ensure maximum participation for small business? The Offeror shall articulate how small businesses will participate through performance as a small business Prime Offeror and/or ‘first tier’ small business subcontracting only. Second and third tier small business subcontractors will not be considered towards the total small business participation percentage in this factor.
d. The commitment document must provide the demonstration of success in utilization of small business. This may be in the form of a Defense Contract Management Agency’s (DCMA) Small Business Subcontracting Program Compliance Review with a Satisfactory Rating or higher or eSRS reports demonstrating meeting or exceeding goals. The included documents shall be from the proposing entity.

A small business commitment document format is included at Attachment 4 for your use. This is a suggested format but not a required format, however, each element included in the template shall be required to be included to determine acceptability.

L.7.3 Part B: Small Business Subcontracting Plan

A Small Business Subcontracting Plan is also required (FAR 52.219-9) for Other than U.S. Small Businesses ONLY (i.e. Large Businesses). ONLY OTHER THAN SMALL BUSINESS OFFERORS ARE REQUIRED TO SUBMIT.

Separate from Small Business Participation Plan, firms other than U.S. Small Business Offerors, must also submit a subcontracting plan meeting the requirements of FAR 52.219-9 and DFARS 252.219-7003 (or DFARS 252.219-7004 if the Offeror has a comprehensive subcontracting plan). Firms other than U.S. Small Businesses must submit acceptable subcontracting plans to be eligible for award. The plan, at a minimum shall address the elements set forth in FAR Clause 52-219-9(d)(1) through (11). Subcontracting Plans shall reflect and be consistent with the commitments offered in the Small Business Participation and Commitment Plan. Note: Subcontracting plans will only be reviewed for acceptability for the Offeror deemed to be apparent awardee. If the apparent awardees Subcontracting Plan is not initially acceptable, the Contracting Officer may engage in clarifications in regards to the Subcontracting Plan and this shall not be deemed discussions.

L.7.4 Part C: Small Business Subcontracting Review Checklist

The offeror is required to submit attachment No. 3, DISA subcontracting Review checklist as part of their submission. 


 

CLAUSES INCORPORATED BY REFERENCE


	52.204-7 
	System for Award Management 
	OCT 2018 
	 

	52.204-18 
	Commercial and Government Entity Code Maintenance 
	JUL 2016 
	 

	52.204-22 
	Alternative Line Item Proposal 
	JAN 2017 
	 

	52.215-22 
	Limitations on Pass-Through Charges--Identification of Subcontract Effort 
	OCT 2009 
	 

	52.222-24 
	Preaward On-Site Equal Opportunity Compliance Evaluation 
	FEB 1999 
	 

	52.222-46 
	Evaluation Of Compensation For Professional Employees 
	FEB 1993 
	 

	52.232-13 
	Notice Of Progress Payments 
	APR 1984 
	 

	52.237-1 
	Site Visit 
	APR 1984 
	 

	252.215-7013 
	Supplies and Services Provided by Nontraditional Defense Contractors. 
	JAN 2018 
	 


 

CLAUSES INCORPORATED BY FULL TEXT


52.216-1     TYPE OF CONTRACT (APR 1984)

The Government contemplates award of a Hybrid Single Award IDIQ, Firm-Fixed Price (FFP) for Labor and Cost Reimbursable for Travel, and Surge, Labor Hour for emergency and/or urgent services and Surge, contract resulting from this solicitation.

(End of provision)



[bookmark: PD000088]52.233-2     SERVICE OF PROTEST (SEP 2006)
 
(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed directly with an agency, and copies of any protests that are filed with the Government Accountability Office (GAO), shall be served on the Contracting Officer (addressed as follows) by obtaining written and dated acknowledgment of receipt from:

Adelis Rodriguez
Defense Information Systems Agency Procurement Directorate/ PL62
disa.meade.PLD.mbx.defense-enclave-services@mail.mil 

(b) The copy of any protest shall be received in the office designated above within one day of filing a protest with the GAO. 

(End of provision) 



[bookmark: PD000089]52.252-1     SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. The offeror is cautioned that the listed provisions may include blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of submitting the full text of those provisions, the offeror may identify the provision by paragraph identifier and provide the appropriate information with its quotation or offer. Also, the full text of a solicitation provision may be accessed electronically at this/these address(es):

[bookmark: Text1]FAR:  https://www.acquisition.gov/browse/index/far

DFARS:  https://www.acquisition.gov/dfars

(End of provision)



[bookmark: PD000090]52.252-5     AUTHORIZED DEVIATIONS IN PROVISIONS (APR 1984)

(a) The use in this solicitation of any Federal Acquisition Regulation (48 CFR Chapter 1) provision with an authorized deviation is indicated by the addition of"(DEVIATION)" after the date of the provision.

(b) The use in this solicitation of any Defense Acquisition Regulation Supplement (48 CFR Chapter 2) provision with an authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the regulation.

(End of provision)



[bookmark: PD000091]252.237-7024 NOTICE OF CONTINUATION OF ESSENTIAL CONTRACTOR SERVICES (OCT 2010)

(a) Definitions. Essential contractor service and mission-essential functions have the meanings given in the clause at 
252.237-7023, Continuation of Essential Contractor Services, in this solicitation.
    
(b) The offeror shall provide with its offer a written plan describing how it will continue to perform the essential contractor services detailed in the PWS, during periods of crisis. The offeror shall--
    
(1) Identify provisions made for the acquisition of essential personnel and resources, if necessary, for continuity of operations for up to 30 days or until normal operations can be resumed;
    
(2) Address in the plan, at a minimum--
    
(i) Challenges associated with maintaining essential contractor services during an extended event, such as a pandemic that occurs in repeated waves;
    
(ii) The time lapse associated with the initiation of the acquisition of essential personnel and resources and their actual availability on site;
    
(iii) The components, processes, and requirements for the identification, training, and preparedness of personnel who are capable of relocating to alternate facilities or performing work from home;
    
(iv) Any established alert and notification procedures for mobilizing identified ``essential contractor service'' personnel; and
    
(v) The approach for communicating expectations to contractor employees regarding their roles and responsibilities during a crisis.

(End of provision)


[bookmark: section13]
Section M - Evaluation Factors for Award

SECTION M
[bookmark: PD000272]
EVALUATION FACTORS FOR AWARD

M.1. SOURCE SELECTION

M.1. Basis for Contract Award

This is a competitive, best value trade-off (BVTO) source selection conducted in accordance with Federal Acquisition Regulation (FAR) 15.3, Source Selection, as supplemented by the Defense Federal Acquisition Regulation Supplement (DFARS), and the DISA Acquisition Regulation Supplement (DARS). These regulations are available electronically at https://www.acquisition.gov/browse/index/far. The Government will select the best overall offer, based upon an integrated assessment of the evaluation factors and subfactors described below.

M.1.1. Solicitation Requirements, Terms and Conditions

Offerors are required to meet all solicitation requirements, such as terms and conditions, representations and certifications, and technical/management requirements, in addition to those identified as factors or subfactors. Failure to comply with the terms and conditions of the solicitation may result in the Offeror being ineligible for award. A Contract may be awarded to the Offeror who is deemed responsible in accordance with the FAR, as supplemented, whose proposal conforms to the solicitation’s requirements (to include all stated terms, conditions, representations, certifications, and all other information required by Section L of this solicitation) and is judged, based on the evaluation factors and subfactors, to represent the best value to the Government. The Government seeks to award to the Offeror who gives DISA the greatest confidence that it will best meet, or exceed, the requirement and result in the best value to the Government.

M.1.2. Evaluation Process

Throughout proposal evaluation, the source selection team (SST) will strictly adhere to FAR Subpart 15.3, DFARS 215.303, DARS Subpart 15.3, and the evaluation process and criteria stated in Section M of the solicitation. The technical proposal should include all information the Offeror wants the Government to consider and evaluate regarding its company’s ability to perform all required tasks and conform to all required terms and conditions. The best value determination will be based on the stated evaluation factors.

The Government intends to evaluate proposals and award a contract without discussions with Offerors. However, the Government reserves the right to conduct discussions or seek clarifications if the KO determines they are necessary. Offerors may be asked to clarify certain aspects of their proposal (for example, the relevance of past performance information) or respond to adverse past performance information to which the Offeror has not previously had an opportunity to respond. Adverse past performance is defined as past performance information that supports a less than satisfactory rating on any evaluation element or any unfavorable comments received from sources without a formal rating system. Communication conducted to resolve minor or clerical errors will not constitute discussions and the KO reserves the right to award a Contract without the opportunity for proposal revision.

The Government understands that specific proposed personnel may become unavailable between time of proposal submission and award as a result of circumstances beyond the Offeror’s control. In such cases, the Government will continue to evaluate the proposal as submitted, but if the Offeror is selected for award, it will be obligated to provide a substitute on the same terms and with equal or greater qualifications than the individual originally proposed, as determined by the KO.

In the event issues pertaining to a proposed contract cannot be resolved to the KO’s satisfaction, the Government reserves the right to withdraw and cancel the solicitation. In such event, Offerors will be notified in writing. In the event a competitive range is established and the KO determines that the number of proposals that would otherwisebe in the competitive range exceeds the number at which an efficient competition can be conducted, the KO may limit the number of proposals in the competitive range to the greatest number that will permit an efficient competition.

The Government will employ a two-step evaluation for this acquisition. 
In step one, the Government will evaluate the Offerors technical/management proposal against the following  “Acceptable / Unacceptable” subfactors.   Offerors who are rated as “Unacceptable” in any of the “Acceptable / Unacceptable” evaluation criteria may not be further evaluated under Step Two. 

Factor 1: Acceptable/Unacceptable Factors
Subfactor 1: Staffing and Transition Plan
Subfactor 2: Network Engineering
Subfactor 3: Small Business Participation and Commitment 

In Step Two of the evaluation, the Government will evaluate the Offerors proposals against the best value tradeoff criteria. The following evaluation factors and subfactors will be used to evaluate each proposal. 

Factor 2: Technical Factor 
Subfactor 1: IDIQ PWS 
Subfactor 2: Survey & Migration
Subfactor 3: Network Operations & Support  
Subfactor 4: Innovations and Emerging Technology
Subfactor 5: Task Order #001 PWS

Factor 3: Past Performance 

Factor 4: Price 

M.1.2.1 Relative Importance of Factors and Subfactors. 
The relative importance of each factor and subfactor is as follows: 
· Within the Technical Factor, subfactors are listed in descending order of importance. 
· In accordance with FAR 15.304(e), when combined Technical and past performance are approximately equal to price. 

M.1.2.2 Step One – Acceptable/Unacceptable Evaluation Criteria:

The following criteria will be evaluated on an “Acceptable / Unacceptable” basis in accordance with Table 1 below. In order to be eligible for award, the Offeror must be rated as “Acceptable” in each of the following technical criteria.
[image: ]



M.1.2.3 Step Two – Best Value Trade-Off Evaluation Criteria

Offerors that are rated as “Acceptable” for each of the “Acceptable / Unacceptable” criteria cited in Step One above will subsequently be evaluated using the following best value trade-off evaluation criteria. The best value trade-off evaluation criteria will be evaluated in accordance with Tables 1 and 2 of the evaluation tables found on attachment 25 utilizing combined Technical / Management and Risk Ratings.
 
M.1.3. Evaluation of Options

The IDIQ Contract resulting from this solicitation is intended to be a four-year base period with three (3) two-year option periods. Task orders will each specify a particular period of performance and may include options for additional periods of performance. Notwithstanding the lack of options on the IDIQ, the Government will include FAR clause 52.217-8 as part of the Contract award. Should the Government make use of FAR 52.217-8, it would have the ability to extend the contract ordering period or any of the task orders’ periods of performance for up to six additional months.

The prices for the six-month option shall be identical to the proposed pricing in the six months prior to expiration of the period of performance for each task. The total evaluated price will consist of the Contractor’s proposed prices for each of the task orders’ periods of performance including the pricing for the additional six-month period. The Government may determine that an offer is unacceptable if the option prices or task order prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the option(s).

M.1.4. Number of Contracts to be Awarded

The Government intends to award one Contract for DES but reserves the right to make no award at all.

M.1.5. Rejection of Offers

The Government may reject any proposal that is determined to be non-compliant in terms of program commitments or contract terms and conditions. Note that unreasonably high proposed prices, initially or subsequently, may be grounds for eliminating a proposal from competition.

M.2.	EVALUATION FACTORS

The following evaluation factors and subfactors will be used to evaluate each proposal.

M.2.1 Factor 1: Acceptable/Unacceptable Factors 

The following subfactors shall be rated as Acceptable or Unacceptable. An Unacceptable rating in any of these subfactors will remove the proposal from award consideration.  All Factor 1 subfactors are of equal importance.

M.2.1.1. Factor 1: Subfactor 1: Staffing and Transition plan

In order for this factor to be rated acceptable, the Offeror’s proposal shall include their planned approach to successfully coordinate Assumption of Responsibility (AOR) for handling 100% of the required Defense Enclave Service operations from the incumbent contractor(s) within 90 calendar days of performance start.  The Government will evaluate the proposed Staffing Plan and Staffing Schedule to determine if the collective experience, education, certifications and team structure proposed is feasible, presents low risk, and supports the following requirements:

a. Network Operations Staffing: The staffing approach to support post-migration operational and sustainment environments, to include maintaining the infrastructure such as: servers, firewalls, switch, as well as endpoints such as telephony and workstations. 

b. Tier I Service Desk Staffing: The staffing approach to support Tier I Service Desk operations, based on an industry-accepted staffing model with the model name, model version/number, and description of how the model calculates the number of service desk agents.  The Offeror shall provide a demonstration calculation to achieve the Tier I AQLs based on 900,000 incidents per year (assume workload split of 70% calls and 30% emails, if required). 

c. Tier II Service Desk Staffing: The staffing approach for onsite Tier II Service Desk staffing to ensure full coverage to maintain coverage at each site to meet contract Acceptable Quality Levels (AQLs). 

d. DoDNet Migration Staffing: The staffing approach to support the DoDNet migrations and sustainment of (at minimum) 370,000 users across 22 agencies, with 500+ global locations, as well as the Offeror’s methodology to surge staffing in the event of additional number of user and site migrations. 

e. Transition Plan: The Government will evaluate the proposed Transition Plan to ensure the Offeror demonstrates a thorough understanding of the organization and process required for working closely with the 4ENO PMO to transition work efforts from the incumbent contractors to the Offeror without degradation of services.  The Government will evaluate the transition plan to ensure the transition plan minimizes the extent of duplicate staffing between the incumbents and the Offeror.  

M.2.1.2. Subfactor 2: Network Engineering

In order for this factor to be rated acceptable, the Offeror’s proposal shall demonstrate the ability to operate and secure a global network for all users. The Government will evaluate the Offeror’s proposed Network Engineering approach:

a. Network Architecture: Offeror’s demonstrated ability and approach to building, maintaining, and engineering a network architecture without proprietary elements or closed architecture.

b. Authority to Operate (ATO): The Offeror’s proposal to meet current and future ATO requirements and to obtain, at minimum, a 6 month ATO and include the following:

· A proven methodology to sustain network at a minimum (LAN/WAN) during and after site migrations, taking into account the current network architecture.

· Method and ability to address and/or fix vulnerabilities, not to exceed the minimum number of CAT I & II findings required to maintain or obtain an ATO; to include demonstrated ability in delivering engineering network solutions, with Government approved hardware/software.

M.2.1.3. Subfactor 3: Small Business Participation and Commitment

The Government will evaluate small business participation and commitment for acceptability of MQRs proposed against the minimum MQRs provided in Section L and the other requirements included in Section L and the Commitment Document template. As part of this evaluation, the Government will consider each Offeror's commitment to use small businesses in terms of the type of work to be performed, the extent to which specific companies are named in the proposal and whether documented commitments are included in their proposal. The Government will use the following pass/fail rating for the Small Business Participation and Commitment Small Business Factor:

	SMALL BUSINESS RATING METHOD

	Adjectival Rating
	Description

	Acceptable
	Proposal indicates an adequate approach and understanding of small business objectives.

	Unacceptable
	Proposal does not indicate an adequate approach and understanding of small business objectives.



The Government will assess the Offerors’ submissions to this factor for acceptability of the proposed Small Business Participation and Commitment. To be acceptable, the Offeror shall:
· Provide a complete and responsive small business participation and commitment document that includes all of the elements listed in the provided template.
· The commitment document must show consideration for all federally designated small business categories and must meet the MQRs listed in Section L.

· If the Offeror does not meet or exceed all MQRs provided, the Offeror shall:
· Provide a detailed explanation of why the Offeror does not meet the small business participation minimum objectives listed within section L
· Provide a detailed explanation of why the Offeror cannot meet the minimum objectives
· Describe what the Offeror has done to try to meet the minimum objectives
· Respond to why the Government should accept their commitment document.

· If the Offeror submits zero percentages in any category, the Offeror shall also:
· Provide a detailed explanation to address how the Offeror will achieve small business participation where zero percentages are presented.

These explanations must be reasonable and the determination of an acceptable response will be determined by the Government.

· The commitment document must provide the demonstration of success in utilization of small business. To be acceptable, the documentation provided must demonstrate Satisfactory or better for a DCMA Review or Meets/Exceeds in eSRS Reports.

M.2.2. FACTOR 2: TECHNICAL FACTOR.

The following subfactors shall be rated based on Table 1’s color and rating scheme.  

M.2.2.1. Subfactor 1: IDIQ PWS

The Government will evaluate the proposed Performance Work Statement (PWS), including performance standards with the acceptable quality levels and associated performance incentives for exceeding the acceptable quality levels delineated in the performance standards, to ensure the Offeror demonstrates a thorough understanding of the requirements listed in the SOO.  The Government will evaluate the PWS to ensure the Offeror proposed a well-developed, low-risk plan to provide standardized, responsive and innovative IT services focused on mission value and user network experience. The PWS, performance standards, and associated performance incentives will also be evaluated on the extent to which it is specifically tailored to the DES operations, and demonstrates the ability to achieve rapid, incremental, quantifiable improvements.

M.2.2.2. Subfactor 2: Survey & Migration

The Government will evaluate the Offeror’s Survey and Migration Support approach in the following:

a. Site Survey Execution: Proven approach to survey multiple disperse sites, ensure systems are operational, and Defense Agencies and DoD Field Activities (DAFA) mission partners can be migrated into the enterprise single service. 

b. Migration to a Single Service Provider (SSP) Network: Proven ability and methodology to migrate multiple disperse sites of (X) Number of users onto a SSP Network in a minimum of (Y) Number of days.

c. Onboarding: Provide end-user and workstation onboarding capabilities to transition (X) number of users over a 3 month period.

M.2.2.3. Subfactor 3: Network Operations & Support  

The Government shall evaluate the Offeror’s Network Support & Operations approach in the following: 

a. Operations: The Offeror’s proven approach to operating and maintaining a SSP network to ensure system availability meets the Acceptable Quality Levels (AQLs) listed in the Statement of Objectives.  The approach shall include, at minimum:

· Approach to sustain a minimum of 200 sites with 75,000 users in a SSP Network in concurrence with keeping up migration efforts to migrate future sites into the SSP Network. To include demonstrated ability and approach in sustaining and improving the network (LAN/WAN) during and after migration, while maintaining a standard baseline for all users.

· Approach to providing sites with alternate/backup circuits to maintain network reliability/efficiency and COOP. The plan shall include: maintaining network efficiency and uptime; monitoring of network health and security; identifying service interruptions prior to outage being reported by users; and executing fix actions within 24 hours of service/network interruption.

b. Service Desk Support: The Offeror’s detailed approach to providing queue oversight and oversight of individual agent performance to ensure calls/emails/chats meet AQLs listed in the Statement of Objectives. The approach shall include, at minimum:

· Approach to monitoring dedicated queues and assignment of tickets to appropriate resources for troubleshooting and ticket resolution, while maintaining established AQLs.

· Approach to assigning tickets which are out of scope to Service Desk/Other Teams.

· Approach to ensuring associated tickets are related to the parent ticket and proper follow-up is performed once incident is resolved.

c. Security Patching: Security patches are released each week with a regular 21 day timeline as mandated by US Cyber Command.  Proven ability to apply security patches in a timely manner in accordance with the Information Assurance Vulnerability Management (IAVM) process; the Offeror’s demonstrated approach to test & deploy patches to meet or exceed the timeframe shall include, at minimum:

· Method for deploying patches on 95% of the endpoints in the global service for across 22 agencies both for NIPR and SIPR; action plan for the application of patches/quality of life improvements, which may require an Authorized Service Interruption (ASI) to be requested.

· Approach for ensuring Government mandated cybersecurity scanning and intrusion detection capabilities (i.e. Ensure Assured Compliance Assessment Solution (ACAS) and Host Based Security System (HBSS)) updates are completed maintaining compliance and Command Cyber Readiness Inspection (CCRI) grade of 3.0 or less is met.

· Rollback capability in the event that patches fail to be applied, or in the event that said patch causes service instability/interruptions.

M.2.2.4. Subfactor 4: Innovations and Emerging Technology
The Government will evaluate the Offeror’s proposed toolset for innovations and emerging technology for Defense Enclave Service in the following:

a. Innovations: The Offeror’s proven approach to improve network operations and enterprise management through industry best practices and toolsets.

· Total lifecycle costs to include hardware and software costs, training and sustainment.

· Describe how the toolset will improve the enterprise service by decreasing customer interactions by X %, increase ticket closure by Y %, or increase request fulfillment by Z % per week. 
 
· Evidence the system proposed is secure and free of CAT I/II vulnerabilities and will pass the DISA security accreditation process.

b. Emerging Technologies: The Offeror’s proven approach to recommend and deliver future technologies and improvements over the current architecture at the time/need of tech refresh. Proven knowledge to streamline current end-user support processes (such as laptop provisioning and remote imaging) through technology insertion.

NOTE:  The Government will provide a list of current tools and systems used to manage the DoDNet environment.

M.2.2.5. Subfactor 5: Task Order #001 PWS

The Government will evaluate the proposed Performance Work Statement (PWS), including performance standards with the acceptable quality levels and associated performance incentives for exceeding the acceptable quality levels delineated in the performance standards, to ensure the Offeror demonstrates a thorough understanding of the requirements listed in the SOO.  The Government will evaluate the PWS to ensure the Offeror proposed a well-developed, low-risk plan to provide standardized, responsive and innovative IT services focused on mission value and user network experience. The PWS, performance standards, and associated performance incentives will also be evaluated on the extent to which it is specifically tailored to the DES operations, and demonstrates the ability to achieve rapid, incremental, quantifiable improvements.

M.2.3.  FACTOR 3 – PAST PERFORMANCE 

The Government will evaluate the Offeror’s performance under existing and prior contracts and / or task orders for similar products or services. The Government will evaluate Past Performance information for Recency. The Government will assign a past performance confidence assessment rating based on the Offeror’s overall record of recency, relevancy, and quality of performance. 

References other than those identified by Offerors may be contacted by the Government, and the information received may be used in the past performance evaluation. Offerors for whom information on past performance is not available, or so sparse that no confidence assessment rating can be reasonably assigned, will not be evaluated favorably or unfavorably on past performance and as a result will receive an “Neutral Confidence” rating for the Past Performance Factor. 

M.2.3.1 Recency 

An assessment of the past performance information will be made to determine if it is recent. To be recent, the effort must be ongoing or must have been performed during the past three (3) years from the date of issuance of this solicitation. For those efforts currently being performed, the Offeror must have been performing for at least six (6) months from the date of issuance of this RFP. Past performance information that fails this condition will not be further evaluated. 

M.2.3.2 Relevancy 
The Government will conduct an in-depth evaluation of all recent performance information obtained. The scope and magnitude of Task Order 1 shall be used for relevancy comparison. For each recent past performance reference reviewed, the relevance of the work performed will generally be assessed for the task areas in Section 6 and dollar value. A relevancy determination of the Offeror’s past performance will be made based upon the aforementioned considerations. The past performance information forms and information obtained from other sources will be used to establish the degree of relevancy of past performance. Past performance efforts with higher relevance may be accorded greater weight than those with lower relevance. The Government will use the following degrees of relevancy when assessing recent, relevant contracts (DoD Source Selection Procedures, paragraph 3.1.3.1). Efforts assessed as Not Relevant will not be further evaluated. Relevancy will be evaluated in accordance with Evaluation Table 3 Attachment 25. 

M.2.3.3 Performance Confidence Assessment
 
As a result of the relevancy and quality assessments of the recent contracts evaluated, Offerors will receive an integrated performance confidence assessment rating. The resulting performance confidence assessment rating is made at the past performance factor level and represents an overall evaluation of contractor performance. Offerors without a record of relevant past performance or for whom information on past performance is not available will not be evaluated favorably or unfavorably on past performance and, as a result, will receive an "Neutral Confidence" rating for the past performance factor. For evaluation purposes, a “Substantial Confidence” or “Satisfactory Confidence” past performance rating is worth more than a “Neutral Confidence” past performance rating. 
The past performance factor will receive one of the performance confidence assessments described in the DoD Source Selection Procedures, paragraph 3.1.3.3. Confidence will be evaluated in accordance with Evaluation Table 5 Attachment 25.

M.2.4. FACTOR 4 – PRICE FACTOR 

M.2.4.1 Price proposals will be evaluated to determine if they are reasonable and complete. The Government will utilize the completed Excel Workbooks for Task Order 1, in order to calculate the total fully burdened rates for each labor category as well as the total proposed price for the Offeror. ONLY the total proposed price of Task Orders 1 will be used for tradeoff between price and non-price factors. The Offeror’s price proposal will be evaluated for award purposes based upon the total price proposed for Task Order 1. 

M.2.4.2 The Offeror’s price proposal will be evaluated, using one or more of the techniques defined in FAR 15.404, in order to determine if it is reasonable and complete. Normally, price reasonableness is established through price analysis techniques as described in FAR 15.404. For additional information see FAR 31.201-3. 

M.2.4.3 Unbalanced Pricing - The Government will analyze offers to determine whether they are unbalanced with respect to separately priced items. Offers that are determined to be unbalanced may be rejected if the KO determines that the lack of balance poses an unacceptable risk to the Government.

M.2.4.4 Subcontracting – The Government will evaluate the Offeror’s ability to comply with FAR 52.219-14, Limitations on Subcontracting, when subcontracting is proposed.
 
M.3 Discussions / Clarifications 

The Government intends to evaluate proposals and award a contract without discussions with Offerors. However, the Government reserves the right to conduct discussions or seek clarifications if the KO determines they are necessary. Offerors may be asked to clarify certain aspects of their proposal (for example, the relevance of past performance information) or respond to adverse past performance information to which the Offeror has not previously had an opportunity to respond. Adverse past performance is defined as past performance information that supports a less than satisfactory rating on any evaluation element or any unfavorable comments received from sources without a formal rating system. Communication conducted to resolve minor or clerical errors will not constitute discussions and the KO reserves the right to award a contract without the opportunity for proposal revision.
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Phase  Agency FY22-FY25 FY26-FY31

Defense Information Systems Agency (DISA-HQ) S S

Defense Technical Information Center (DTIC)  S S

Defense Prisoner of War/Missing in Action Accounting Agency (DPAA) S S

Defense Microelectronics Activity (DMEA) M S

Defense Media Activity (DMA) M S

Defense Information Systems Agency (DISA-Field Sites) M S

Defense Contract Management Agency (DCMA)  M S

Defense Contract Audit Agency (DCAA)  M S

Defense Human Resources Agency/Defense Manpower Data Center 

(DHRA/DMDC)

M S

Defense Finance and Accounting Service (DFAS)  M S

Defense Threat Reduction Agency (DTRA)  M S

Defense Logistics Agency (DLA)  M S

Defense Advanced Research Projects Agency (DARPA)  M S

Missile Defense Agency (MDA) M S

Nine additional DoD agencies are included in the scope of the DES procurement:

Phase  Agency

Defense Health Agency (DHA)

Defense Legal Services Agency (DLSA)

Defense Security Cooperation Agency (DSCA)

Defense Technology Security Agency (DTSA)

Joint Chiefs of Staff (JCS)

Office of Secretary of Defense (OSD)

Personnel Force Protection Agency (PFPA)

Washington Headquarters Services (WHS)

Joint Service Provider (JSP)

Table 1, DES Integration Timeline     {M= Migration, S= Sustainment}

Phase I Agencies

Phase II Agencies
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