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For the Intelligence Community, the value of open source intelligence is 
no longer questioned.

“The speed with which analysts can produce relevant intelligence from OSINT has 
proven its value, particularly when used in conjunction with the other intelligence 
disciplines,” Maj. Lauren Maloney, who leads the Air Force’s Open Source Intelligence 
Branch, noted in this Federal News Network survey.

In fact, the Air Force intends to double down on its investment in integrating OSINT into its intelligence 
capabilities. “The Air Force OSINT vision is to create a force of agile OSINT professionals, equipped with 
the guidance, training and tools necessary to drive exquisite intelligence collection and answer intelligence 
requirements in denied environments,” Maloney said.

The belief in the value of extracting critical data and insights from the scads of publically available information 
to both validate and enhance more traditional intelligence gathering has been gaining traction for a few years in 
IC circles.

At the State Department, intelligence teams regularly rely on OSINT to produce analytics and intel products 
for senior policymakers, even the president, said Brett Holmgren, assistant secretary of State for intelligence 
and research.

Of critical value is that many of these products are wholly 
unclassified because they use entirely open source data, 
he added. “It’s changing how we conduct assessments and 
expanding the number of customers who can receive 
our products.”

No one expects that OSINT will fully replace other intelligence 
tactics, but that’s not the point. The ultimate goal has not 
changed, Holmgren said: “Deliver timely, objective intelligence 
to our clients and advance U.S. diplomacy.” 

As is clear from the respondents to our survey, OSINT is 
just another tool in the tool box to help intelligence analysts 
do just that.

Vanessa Roberts
Editor, Custom Content
Federal News Network
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Open source intelligence takes 
hold as trusted discipline



The exponential growth of data available 
via the internet and social media has 
challenged the Air Force Intelligence, 
Surveillance and Reconnaissance (AF ISR) 
enterprise’s ability to fully harness and 
integrate all relevant information sources. 
Rapidly changing technology, the dense 
volume of publicly available information 
(PAI) and the potential for deceptive 
information challenge existing ISR 
structures and training. Consequently, open 
source intelligence (OSINT) has been one of 
the most untapped resources available 
to our ISR enterprise. 

In 2018, the Air Force embarked on a plan 
to incorporate the use of PAI widely across 
the AF ISR enterprise in order to provide 
a foundation for fused intelligence and 
enhance insight into adversary intent 
and capabilities. This change drove the 
acquisition of adaptive tools encompassing 
machine learning and artificial intelligence, 
as well as increased training for analysts 
across the enterprise.

The emphasis on the use of PAI as an 
information source, versus the development 
of the OSINT discipline, enabled the 
integration of open source information 
into the cyber realm in addition to the other 
intelligence fields. However, it also led to 
the need for clear governance and oversight. 

In order to meet this need, the Air Force 
is focused on increased engagement with 
the Defense Department and Intelligence 
Community on both OSINT and PAI policy 
initiatives. As the Air Force moves forward, 
it is shifting to focus on the growth of the 
OSINT discipline, while maintaining the 
integration between the intelligence and 
cyber fields. 

— Maj. Lauren Maloney, Chief of the 
Open Source Intelligence Branch

How has the way your organization uses open source 
intelligence changed in recent years? Why has it changed?

AIR FORCE
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STATE DEPARTMENT

Open source intelligence is valuable to the 
Intelligence Community and is one of the 
IC’s core collection disciplines. Since the 
beginning of her tenure, Director of National 
Intelligence Avril Haines has stressed the 
importance of open source intelligence. 
She reiterated that point again during her 

testimony on the annual threat assessment, 
noting that open source is critical to our 
work.

For decades, the Bureau of Intelligence and 
Research (INR) has relied on open source 
information — remarks by foreign leaders, 
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published military doctrines, etc. — to 
derive strategic insights into the plans 
and intentions of U.S. adversaries and 
competitors. 

Traditionally, open source intelligence 
was integrated into classified intelligence 
assessments. Today, due to the abundance 
of open source information, INR is regularly 
providing analytic products for senior 
policymakers, including the president, at 
the unclassified level using entirely open 
source data. It’s changing how we conduct 
assessments and expanding the number of 
customers who can receive our products.  

Now, open source “unclassified/for official 
use only” products certainly won’t replace 
traditional classified sources and products, 
but these new products are another tool 
in our toolbox to deliver timely, objective 
intelligence to our clients and advance U.S. 
diplomacy.

— Brett Holmgren, Assistant Secretary of 
State for Intelligence and Research

IT INFORMATION SHARING AND ANALYSIS CENTER

Aggregation of open source intelligence 
has always been a key function of the IT 
Information Sharing and Analysis Center 
(IT-ISAC) analytic team. Our job is to turn all 
this information into actionable intelligence. 

We have specific security blogs that we rely 
on. We also get content from the Department 
of Homeland Security, partner ISACs, 
members and more. There is vastly more 
information available via open sources 
today than when we first began. 

We leverage an open source news 
aggregator to help identify relevant 
information. The tool uses artificial 
intelligence to skim the web for relevant 

material. This provides a scaling ability, as 
the aggregator often picks up information 
on sites we don’t always monitor. 

We are able to monitor open source news 
for certain keywords. This also is useful as 
it enables us to track information on specific 
actors and security issues across multiple 
platforms.

— Scott C. Algeier, Executive Director, IT 
Information Sharing and Analysis Center
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How has trust in OSINT changed in the last one to three years? How is your 
organization and its analysts overcoming the perception of OSINT being 
less valuable than the classified intel that it’s relied on in the past?

AIR FORCE

Building trust in OSINT is an ongoing 
effort across the AF ISR enterprise. 
Foundational training in PAI and OSINT 
across all intelligence and cyber specialties 
has helped develop an understanding of 
the value this unclassified information 
can have. 

Incorporating adaptive tools with the ability 
to search and filter information in a timely 
manner has been essential to allowing 
analysts to spend more time applying 
analytic tradecraft and has reduced the 
amount of time from initial collection to 
finished product. This has been key in 
providing timely intelligence. 

The speed with which analysts can produce 
relevant intelligence from OSINT has 
proven its value, particularly when used 
in conjunction with the other intelligence 
disciplines. 

Hundreds of analysts across the total 
force now use PAI and OSINT training to 
incorporate open source information into 
their analyses, fusing it into the majority of 
finished all-source intelligence products.

— Maj. Lauren Maloney

STATE

The trust in OSINT has improved in the 
past few years because as the volume 
of open source information increases, 
corroboration using intelligence sources 
becomes more possible.

Analysts understand the value of OSINT to 
supplement and strengthen intelligence they 
have from other sources. 

Despite many benefits, the explosion of 
OSINT also presents new challenges due to 
the parallel growth in disinformation, nearly 
all of which is in the public domain.

— Asistant Secretary Brett Holmgrem
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We don’t have access to classified 
information on a regular basis, but we
are able to use OSINT to help achieve both 
tactical and strategic situational awareness. 

For example, we are able to track patterns 
across industry, understand how threat 
actors operate and what tactics they deploy, 
identify indicators that they use, and 
recommend mitigation activities. 

We are also able to achieve a strong 
understanding of security trends and 
vulnerabilities across multiple industries. 

For various reasons, threat intelligence 
companies, security researchers and the 
government are all making available large 
amounts of information. An effective OSINT 
program can identify trends and patterns 
among this information.

— Executive Director Scott C. Algeier

IT-ISAC
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What is your approach to operationalizing OSINT? How do you 
determine that it’s trusted enough to be actionable?

AIR FORCE

Within the AF ISR enterprise, focus has 
been placed on fusing OSINT with the other 
intelligence disciplines, while also giving 
units the flexibility to conduct OSINT in the 
way that best serves their mission. 

This operational flexibility can range from 
all-source analysts using OSINT tools and 
training to amplify their work to dedicated 
OSINT collectors and analysts specializing 
in OSINT tradecraft, working in a multi-
INT team to produce cohesive intelligence 
analysis. 

This level of integration has been essential 
to building the reputation of OSINT as a 
reliable intelligence discipline. Due to the 
near-real-time capabilities of OSINT, one of 
its many strengths lies in cueing the other 
intelligence disciplines. 

Consequently, teams that have historically 
used only a single intelligence discipline 
are now incorporating OSINT to cue 
further collection and correlate reporting. 
By providing early indications of relevant 
events, OSINT enables focused multi-
INT collection while assisting in the 
prioritization of time and resources. 

Furthermore, as OSINT reporting is 
confirmed via additional intelligence 
sources, it’s acceptance as a reliable 
intelligence discipline grows. 

— Maj. Lauren Maloney

A big factor in successfully incorporating 
OSINT into INR’s daily work is the deep 
expertise on the issues within our workforce 
and their long-standing use of open 
sources. They have been using open source 
information as a routine part of all-source 
intelligence analysis for many years, 
combining it with classified sources to 
provide insightful and nuanced analysis
and guidance to our policy clients. 

Now, we are working to expand and 
institutionalize the use of open source by 
examining and adopting new tools and 
procedures to allow analysts to better search, 
curate and use myriad open source data 
available around the globe.

— Asistant Secretary Brett Holmgrem

STATE
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There are several ways to operationalize 
OSINT. 

One example within the IT-ISAC is that we 
have been able to build adversary attack 
playbooks on specific actors. These are 
mapped to the Mitre Att&ck Framework and 
contain indicators; tactics, techniques and 
procedures (TTPs); and other information 
about threat actors, including mitigation 
information. 

These playbooks provide our members with 
a detailed understanding of threat actors 
and how to defend against them. These 
playbooks were built using OSINT.

— Executive Director Scott C. Algeier

IT-ISAC
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How are you investing in OSINT tools, strategies and training? 
How do you plan to expand use of OSINT during the next 12 
to 24 months?

AIR FORCE

The Air Force OSINT vision is to create a 
force of agile OSINT professionals, equipped 
with the guidance, training and tools 
necessary to drive exquisite intelligence 
collection and answer intelligence 
requirements in denied environments.
We are working to accomplish this through 
developing and refining the guiding policies 
that govern Air Force OSINT, continuing to 
identify and procure agile capabilities and 
solutions, and developing and implementing 
intermediate and advanced OSINT training 
and tradecraft in order to create a workforce 
of professional OSINT airmen.

Guidance and standards are the foundation 
for continued expansion of the OSINT 
field. In addition to refining the policies 
that govern Air Force OSINT, the service 
is working closely with partners in DoD 
and the IC to improve the larger OSINT 
community through standardization, 

information sharing and the formalization 
of best practices. 

Simultaneously, we are identifying 
existing and future capability requirements 
and partnering with DoD and the IC to 
field agile solutions and avoid duplicate 
purchasing. We are constantly exploring 
new capabilities while working within 
the constraints of our resources in order to 
provide OSINT tools across the full spectrum 
of the AF ISR enterprise, to include cyber 
operations. 

Finally, as we improve our policy foundation 
and capabilities, we must continue to evolve 
the training we provide to our airmen, 
focusing on building professionals with the 
tradecraft expertise needed to fulfill their 
missions. 

— Maj. Lauren Maloney

STATE

In March 2022, I announced our new 
strategic plan for INR through 2025. The 
“INR 2025” plan provides the roadmap 
for how INR will build on our legacy and 
continue fulfilling our mission to deliver 
and coordinate timely, objective intelligence 
that advances U.S. diplomacy. 

A key part of that plan is creating an Open 
Source Coordination Unit to equip our 
workforce with open source tools, products 

and resources to drive our strategic analysis 
and intelligence support. This new unit
will institutionalize how we evaluate, assess 
and integrate open source information into 
our work. 

This work will be central to INR’s future.

— Asistant Secretary Brett Holmgrem
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IT-ISAC

We have a threat intelligence platform that 
correlates feeds against one another. This 
helps us figure out which feeds are giving
us real value and which are giving us noise. 

We also developed a scale to determine 
what kind of OSINT to look for, based on
the needs of our members. We often split 
up our intelligence gathering into actionable 
versus informational. We assign a severity 
scale to the OSINT and, when possible, add 
additional information. 

While we have high confidence in the 
sources we use, we continue to look for 
ways to quickly verify and correlate 
indicators to verify if they are malicious 
and to connect them to various campaigns 
and actors.

— Executive Director Scott C. Algeier
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What is OSINT’s role in helping your organization respond to both cyber 
and physical threats in the future? How are your intelligence and cyber 
teams collaborating to keep up with the convergence of these threats?

AIR FORCE

OSINT is central to responding to both cyber 
and physical threats, and the integration of 
OSINT into cyber operations is instrumental 
in keeping pace with our adversaries. 
Cyberthreat actors operate in the digital 
environment and create reflections in the 
public sphere. Additionally, due to the ever-
growing digital connections of daily life, 
physical threats leave digital footprints 
in the public domain. Analysts trained 
and equipped for OSINT collection, and 
integrated across the intelligence and cyber 
fields, are necessary to detect and respond 
to future threats in both the physical and 
digital domains.  

The Air Force has facilitated this integration 
through multiple avenues, including 
training, capabilities and policy. Airmen 
supporting cyber missions start with the 
fundamentals of PAI and OSINT and receive 
specialized training in the use of OSINT 
tools in support of their particular missions. 

Units performing cyber operations 
participate in multiple OSINT- or PAI-
focused forums, allowing for direct feedback 
on their requirements and capability 
gaps, sharing of best practices across 
the intelligence and cyber force, and the 
highlighting of exceptional uses of OSINT 
to accomplish cyber missions. 

Furthermore, the integration of intelligence 
and cyber operations at the headquarters 
level has led to collaboration on strategy 
and guidance, facilitating the use of OSINT 
in both the intelligence and cyber fields.

— Maj. Lauren Maloney
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STATE

As government entities use more and more 
software to enhance our capabilities, our 
exposure to threats increases. The more 
reliant our business becomes on multiple 
software vendors, the more systems there 
are for hackers to attack and administrators 
to patch. While the U.S. government — and 
particularly the IC — have some insights 
into software vendors and application 
vulnerabilities, it is often through OSINT 
that we first become aware of critical 
vulnerabilities. 

INR’s Technology and Innovation Office 
regularly uses open source databases 
for awareness of software and hardware 
vulnerabilities before deploying a new 
product and throughout its lifecycle to 
ensure security.

— Asistant Secretary Brett Holmgrem

IT-ISAC

There is active sharing across the ISAC 
community through the National Council 
of ISACs. This includes analysis based on 
OSINT and private information. Within 
the IT-ISAC, there is active sharing among 
members. 

Our role is to comb through information 
shared by these partners, and the vast 
amount of information available elsewhere, 
to identify what is important, aggregate it 
and deliver it in easy to consume formats 
for our members and partners. It is 

impossible to see everything, but we provide 
situational awareness that assists members 
in managing risks to their own unique 
environments. 

Effective partnerships within the 
IT industry and across the critical 
infrastructure community (in the U.S. and 
internationally) help us achieve this.

— Executive Director Scott C. Algeier



Intel community weighs role of 
open source intelligence amid 
Ukraine conflict
BY JUSTIN DOUBLEDAY

Intelligence agencies have struggled to 
define how open source intelligence fits 
into its broader work, but the wide breadth 
of publicly available information about the 
Ukraine conflict, combined with proactive 
disclosures of classified information, are 
providing some clarity about OSINT’s role.

During an appearance at the Center for 
Strategic and International Studies (CSIS) 
last week, Principal Deputy Director of 
National Intelligence Stacey Dixon said 
publicly available satellite imagery, for 
instance, puts the intelligence community 
“in a different place” in not being the sole 
arbiter of information about a foreign 
conflict like the one in Ukraine.
Commercial satellite imagery helped 

expose Russia’s build-up of forces prior to 
the invasion, and since then, such imagery 
has helped publicly track the conflict’s 
progression in detail.

“Within the community, I think we 
have been thinking about open source 
information and how it actually fits into the 
intelligence enterprise for quite a while,” 
Dixon said. “There’s a lot of really useful 
information out there and so [we are] 
figuring out how we legally, while keeping in 
mind privacy and civil liberties, bring in the 
information that’s useful and see how we 
can complement the classified information 
we have in terms of being able to provide 
insights to our customers.”

OSINT represents a rapidly expanding world 
of social media feeds, commercial satellite 
imagery, cell phone videos and other 
internet-derived information that allow 
professional and amateur analysts alike 
to investigate events happening around 
the world without the need for classified 
information.

But Dixon said U.S. intelligence analysts 
bring a known amount of “rigor” to their 
work even though measuring the quality of 
outside analysis can be difficult.
“I know the rigor with which our analysts 
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“For the intelligence 
community to meet its 
mission of ‘all-source’ 
analysis, it cannot afford 
to ignore a wealth of 
available data solely 
because it is unclassified.”
 
— Center for Strategic and 
International Studies, “Move Over 
JARVIS, Meet OSCAR”
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What defines the intelligence 
considered as “OSINT”

https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/220119_Harding_MoveOverJARVIS_MeetOSCAR_0.pdf?NqfrbU05ULzzcySzNHB0pTzsNYw3HdfK
https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/220119_Harding_MoveOverJARVIS_MeetOSCAR_0.pdf?NqfrbU05ULzzcySzNHB0pTzsNYw3HdfK
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interpret information,” she said. “I don’t 
know the rigor with which all other analysts 
interpret information.”

Dixon added: “I’ve seen sometimes others 
with perhaps less rigor in their analysis 
make statements and claims that you really 
can’t tell from that information itself. It may 
be a logical next step, but our intelligence 
is based on what we actually see or hear or 
what we actually measure.”

The IC traditionally defined open source 
intelligence as foreign newspapers and other 
media. But the definition of OSINT within 
the intelligence community has evolved 
over the years to also capture media from 
the internet. Even so the full definition of 
what is included remains somewhat vague 
and varies across agencies, according to a 
January report from CSIS.

The CSIS report suggested that the 
intelligence community “has not yet 
warmed” to OSINT and has yet to take 
advantage of artificial intelligence and 
machine learning tools to make sense 
of vast amounts of publicly available 
information.

“For the intelligence community to meet 
its mission of ‘all-source’ analysis, it cannot 
afford to ignore a wealth of available data 
solely because it is unclassified,” the report 
noted. “In a best-case scenario, the IC will 
lose policymaker attention and trust as they 
compete with private intelligence. But the 
worst case scenario is more problematic: 
U.S. adversaries are pursuing this same 
technology aggressively and outstripping 
IC capabilities.”

The CSIS report provides a good overview 
of the myriad policy, legal and cultural 
challenges that can constrain the use of 
OSINT within the intelligence community, 
said Lauren Zabierek, a former intelligence 
officer and executive director of the Cyber 
Project at the Harvard Kennedy School 
Belfer Center.

“Analysts want to do a good job, they want to 
be able to use information in their analyses,” 
Zabierek said on Federal News Network’s 
Inside the IC. “But there are a lot of different 
issues that I think the community and even 
Congress really need to address.”

For instance, Congress could improve how 
it sets budgets and requirements to advance 
the role of OSINT, she said. Both Congress 
and the executive branch also need to work 
through legal issues governing how analysts 
use publicly available information while 
ensuring privacy and civil liberties are 
protected, Zabierek added.

“I know the rigor with 
which our analysts 
interpret information. 
I don’t know the rigor with 
which all other analysts 
interpret information.”
 
— Stacey Dixon, Principal Deputy 
Director of National Intelligence
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How the IC and Congress can 
help improve OSINT use

https://www.csis.org/analysis/move-over-jarvis-meet-oscar


What’s the 
difference 
between 
data and 
intelligence? 
After all, 
our world is 
saturated with 
data. Anything 
you want to 
know, it’s most 
likely out there, 
as long as you’re 

willing to look hard enough. But what 
separates public records, a social media 
feed or a news story from open source 
intelligence (OSINT)?

The word “intelligence” implies you’re 
using a process, a tried and true 
process, said Geoff Brown, vice 
president of global intelligence 
platforms at Recorded Future and 
former chief information security officer 
of New York City. 

“At a very high level, you’re talking about 
collection, analysis, deployment and 
the feedback loop,” Brown said. “What I 
think is really important with that word 
‘intelligence’ is that what you’re really 
driving for, in some sense, is deriving 
an insight.” 

But what about the term “open source?” 
That doesn’t mean all the information 
out there, he said.

“You can get information from 
news sites,” Brown said. “You can get 
information by going to whatever your 
favorite internet search tool is. But 
you don’t really know in today’s digital 
landscape where that information that 
you collide with is coming from.”

A significant portion of information on 
the internet is subject to business needs, 
which means that at some level much 
of it exists simply to sell ads. But covert 
influence and overt disinformation 
also run rampant, Brown said. The 
intelligence process has to be able to 
confidently and accurately sort out the 
motive behind open source information 
and data to determine the level of trust 
that can be applied, he explained.

On the other hand, it’s precisely the 
proliferation of data and the need to 
examine more closely whether data can 
be trusted that is helping to drive a rise 
in credibility for OSINT, Brown said. The 
need to closely examine and ensure the 
trustworthiness of data has led to an 
appreciation for OSINT processes and 
the utility of this type of intelligence, 
he said. 

When it comes to how to use and apply 
OSINT, solid tradecraft and training 
are so important to the intelligence 

Rethinking OSINT: 
Information vs. intelligence
PROVIDED BY RECORDED FUTURE

Geoff Brown, 
Vice President of Global 
Intelligence Platforms, 
Recorded Future
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Understanding the why behind 
information found in the open



community. There has to be a common 
baseline, with respect to the processes 
applied, that allows decision-makers to 
accurately evaluate the insights gleaned 
from the data. The same is true of OSINT, 
Brown said. 

The intelligence community has 
been expanding its tradecraft and 
training during the past few decades 
to encompass technology and how to 
use it to facilitate information and data 
analysis. 

But the tools themselves aren’t the 
important part. Common OSINT 
frameworks are more critical than 
common tools, he said. 

“When I think about a common platform, 
I’m not saying everybody has to have 
this thing,” Brown said. “I’m saying that 
everybody needs to recognize that if 
you’re going to make judgments based 

on the digital exhaust we’re all leaving 
behind us on the internet each and every 
day, then you’ve got to have a process 
around it — a capability to collect, 
organize and make sense of it 
at a rigorous enough level.” 

That’s why it’s so important to abandon 
the notion that if you have all the 
available data, you can know anything. 
What’s far more important, he said, is 
ensuring you have the right data.

“As we build our open source intelligence 
capabilities, what we need to do is, as we 
collect, make sure that we’re collecting 
based on those priority intelligence 
requirements to have a continuous 
feedback loop,” Brown said. “What is the 
right data for us to have in order to meet 
our mission requirements?”

The mission should always be the line 
between having the right data and 
having all the data, he said. For example, 
a traditional cybersecurity program 
doesn’t need access to all the data in the 
system; it just needs security telemetry. 

Privacy also needs to be taken into 
account, Brown said. Data privacy is 
becoming a bigger concern for much 
of the population, and agencies should 
respect and reflect the values of their 
constituencies. They need to consider 
when and why it’s necessary to collect 
personal data, he said. 

That’s increasingly important as more 
people and organizations come to the 
realization that anything with a physical 
imprint leaves a digital signature. And 
anything with a digital signature can 
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“What I think is really 
important with that word 
‘intelligence’ is that what 
you’re really driving 
for, in some sense, is 
deriving an insight.”
 
— Geoff Brown, Vice President 
of Global Intelligence Platforms, 
Recorded Future

Developing rigorous processes 
and focusing on mission

Accounting for privacy
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have machines and algorithms applied 
against it to recognize patterns and 
insights. That’s convergence: Anything 
revolving around basic human behavior 
can be mined for insights to answer 
intelligence questions. 

“Open source intelligence, and the 
capabilities that can be applied to 
it, allow for the rapid generation of 
insights across all data sets, which 
then corresponds to all threat types,” 
Brown said. 

Increasingly, organizations can use 
those capabilities to rapidly apply 
sophisticated and powerful analytics 
across big sets of data, buttressed 
by analytic rigor and processes, to 
increase confidence in the OSINT 
they produce.

“Then, you likely can start to create 
unbelievably predictive insights and 
solve big problems,” Brown said. “That’s 
a big deal.”

“Open source intelligence, 
and the capabilities that 
can be applied to it, allow 
for the rapid generation 
of insights across all 
data sets, which then 
corresponds to all threat 
types.” 
 
— Recorded Future’s Geoff Brown

Learn how monitoring and data analytics can help law 
enforcement proactively use intelligence to thwart criminals 
and terrorists, in this Federal News Network Insight 
featuring Recorded Future’s Levi Gundert.
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https://federalnewsnetwork.com/federal-insights/2021/03/enhance-law-enforcement-and-homeland-security-with-wider-sources-of-data/ 

