OPM Data Breach: One Year Later

Q1 Where do you work?

Answered: 273 Skipped: 2

DoD/intelligenc
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agency

Small civilian
agency
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Retired
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Answer Choices Responses
DoD/intelligence 26.74% 73
Large civilian agency 33.33% 91
Small civilian agency 6.96% 19
Contractor 12.09% 33
Academic/think tank 2.20% 6
Retired 18.68% 51
Total 273
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OPM Data Breach: One Year Later

Q2 How long have you worked with/for
government?

Answered: 266 Skipped: 9
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o v -
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16-20 years .
e v -
26+ years
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Answer Choices Responses
0-5 years 10.53% 28
6-10 years 12.03% 32
11-15 years 9.40% 25
16-20 years 7.52% 20
21-25 years 15.41% 41
26+ years 45.11% 120
Total 266
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OPM Data Breach: One Year Later

Q3 Do you work within a 50-mile radius of
Washington, D.C.?

Answered: 263 Skipped: 12

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Yes 57.03% 150
No 42.97% 113
Total 263
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OPM Data Breach: One Year Later

Q4 The government has been transparent
with its response to the OPM data breach.

Answered: 144 Skipped: 131

Agree

Disagree

Not sure
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Answer Choices Responses
Agree 19.44% 28
Disagree 53.47% 77
Not sure 27.08% 39
Total 144
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OPM Data Breach: One Year Later

Q5 Your agencyl/office is better prepared to
protect against future data breaches than it
was one year ago.

Answered: 139 Skipped: 136

Agree

Disagree

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 24.46% 34
Disagree 43.88% 61
Not sure 31.65% 44
Total 139
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OPM Data Breach: One Year Later

Q6 I'm confident that my agency/office
understands the cybersecurity risks it
faces.

Answered: 137 Skipped: 138

Agree

Disagree

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 27.74% 38
Disagree 45.26% 62
Not sure 27.01% 37
Total 137
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OPM Data Breach: One Year Later

Q7 Who or what are the biggest cyber risks
your agency/company faces? (check all that

Contractors

Employees

Aging or
legacy systems

New
technologies...

Lack of
responsibili...

Lack of
appropriate...

Auditor
interference

Outdated laws,
regulations,...

We face no
risks

Answer Choices
Contractors
Employees

Aging or legacy systems

apply)

Answered: 110 Skipped: 165
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Lack of responsibility/accountability from leadership

Lack of appropriate budget
Auditor interference
Outdated laws, regulations, policies

We face no risks

Total Respondents: 110
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46.36%
6.36%

40.91%
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OPM Data Breach: One Year Later

Q8 | often hear my leadership/SES talk
about cybersecurity.

Answered: 116 Skipped: 159

Agree

Disagree _

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 37.93% 44
Disagree 47.41% 55
Not sure 14.66% 17
Total 116
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OPM Data Breach: One Year Later

Q9 | know my company's/agency's
policy governing my behavior online.

Answered: 113  Skipped: 162

Agree

Disagree

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 82.30% 93
Disagree 9.73% "
Not sure 7.96% 9
Total 113
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OPM Data Breach: One Year Later

Q10 Since the OPM data breach, my
agency's/office's cybersecurity efforts are.

Answered: 105 Skipped: 170

Clear to the
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Done mostly
behind the...

Done mostly at
the manageme...

Not clear to
me and my...

Non-existent

0% 10% 20% 30% 40% 50% 60% 70% 80%

Answer Choices
Clear to the entire workforce
Done mostly behind the scenes
Done mostly at the management levels
Not clear to me and my co-workers

Non-existent

Total
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OPM Data Breach: One Year Later

Q11 My agency/company needs the most
help with (check all that apply):

Accountability
across the...

The chain of
responsibili...

Aging IT
equipment

Understanding
cyber risks

Understanding
how to mitig...

Workforce
training

Balancing
mission need...

No help is
needed

0%

10%

20%

Answered: 97 Skipped: 178

30% 40% 50% 60%

Answer Choices Responses
Accountability across the workforce 46.39%
The chain of responsibility at or above the management level in event of a cyber incident 50.52%
Aging IT equipment 49.48%
Understanding cyber risks 45.36%
Understanding how to mitigate cyber risks 62.89%
Workforce training 48.45%
Balancing mission needs with cybersecurity needs 56.70%
1.03%

No help is needed

Total Respondents: 97
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OPM Data Breach: One Year Later

Q12 My agency/office has made changes to
its cybersecurity as a result of the OPM
data breach.

Answered: 101 Skipped: 174

Agree

Disagree

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 47.52% 48
Disagree 24.75% 25
Not sure 27.72% 28
Total 101
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OPM Data Breach: One Year Later

Q13 My personally identifiable information
(Pll) is safer than it was one year ago.

Answered: 101 Skipped: 174

Agree

Disagree _

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 16.83% 17
Disagree 54.46% 55
Not sure 28.71% 29
Total 101
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OPM Data Breach: One Year Later

Q14 Have you received a notification that
your PII or the PIl of a family member was
used without your consent?

Answered: 99 Skipped: 176

Yes

No
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Answer Choices Responses
Yes 34.34% 34
No 65.66% 65
Total 99
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OPM Data Breach: One Year Later

Q15 The government has been transparent
with its response to the OPM data breach.

Answered: 112 Skipped: 163
Agree l
Disagree _

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 7.14% 8
Disagree 61.61% 69
Not sure 31.25% 35
Total 112
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OPM Data Breach: One Year Later

Q16 Your agency/office is better prepared
to protect against future data breaches than
it was one year ago.

Answered: 103  Skipped: 172

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 8.74% 9
Disagree 47.57% 49
Not sure 43.69% 45
Total 103
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OPM Data Breach: One Year Later

Q17 I'm confident that my agency/office
understands the cybersecurity risks it
faces.

Answered: 103  Skipped: 172

Agree

Disagree

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 23.30% 24
Disagree 45.63% 47
Not sure 31.07% 32
Total 103
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OPM Data Breach: One Year Later

Q18 Who or what are the biggest cyber

risks your agency/company faces? (check
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Answer Choices
Contractors
Employees

Aging or legacy systems

all that apply)

Answered: 87 Skipped: 188
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OPM Data Breach: One Year Later
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Answered: 89 Skipped: 186

50% 60%

Responses

32.58%
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OPM Data Breach: One Year Later

Q20 I know my company's/agency's
policy governing my behavior online.

Answered: 84 Skipped: 191

Agree

Disagree

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 80.95% 68
Disagree 7.14% 6
Not sure 11.90% 10
Total 84
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OPM Data Breach: One Year Later

Q21 Since the OPM data breach, my
agency’s/office's cybersecurity efforts are:

Answered: 78 Skipped: 197

Clear to the
entire...

Done mostly
behind the...

Done mostly at
the manageme...

Not clear to
me and my...

Non-existent

0% 10% 20% 30% 40% 50% 60% 70% 80%

Answer Choices
Clear to the entire workforce
Done mostly behind the scenes
Done mostly at the management levels
Not clear to me and my co-workers

Non-existent

Total
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OPM Data Breach: One Year Later

Q22 My agency/company needs the most
help with (check all that apply):

Answered: 73  Skipped: 202

Accountability

across the...

The chain of

responsibili...

Aging IT

equipment

Understanding

cyber risks

Understanding

how to mitig...

Workforce

training

Balancing

mission need...

No help is

needed

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Answer Choices Responses
Accountability across the workforce 42.47%
The chain of responsibility at or above the management level in event of a cyber incident. 34.25%
Aging IT equipment 52.05%
Understanding cyber risks 47.95%
Understanding how to mitigate cyber risks 58.90%
Workforce training 35.62%
Balancing mission needs with cybersecurity needs 53.42%
No help is needed 1.37%

Total Respondents: 73
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OPM Data Breach: One Year Later

Q23 My agency/office has made changes to
its cybersecurity as a result of the OPM
data breach.

Answered: 75 Skipped: 200
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Not sure
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Answer Choices Responses
Agree 29.33%
Disagree 29.33%

Not sure 41.33%

Total
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OPM Data Breach: One Year Later

Q24 My personally identifiable information
(Pll) is safer than it was one year ago.

Agree .
Disagree _

Answered: 77 Skipped: 198

Not sure

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Agree 10.39% 8
Disagree 58.44% 45
Not sure 31.17% 24
Total 77
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OPM Data Breach: One Year Later

Q25 Have you received a notification that
your PII or the PIl of a family member was
used without your consent?

Answered: 73 Skipped: 202

Yes

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Answer Choices Responses
Yes 28.77% 21
No 71.23% 52
Total 73
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OPM Data Breach: One Year Later

Q26 If you'd like to share more with us,
please leave your contact information.

Answered: 5 Skipped: 270

Answer Choices Responses
Name 0.00%
Company 0.00%
Address 0.00%
Address 2 0.00%
City/Town 0.00%
State/Province 0.00%
ZIP/Postal Code 0.00%
Country 0.00%
Email Address 80.00%

60.00%

Phone Number
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